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AUTOMATING THE 20 CRITICAL SECURITY 
CONTROLS 



#RSAC 

2012 – the Year 
of Data Breaches 



#RSAC 

2013 – continued 
in a similar Way 



#RSAC 

• Open System Administration Channels 

• Default and Weak Passwords 

• End-user has Administrator Privileges 

• Outdated Software Versions 

• Non-hardened Configurations 

 

► Flaws in System Administration 

Background 
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• 20 Critical Controls 

• Owned by SANS  

• with widespread industry input 

• International participation 

• Prioritized 

• Automation is critical to success 

• 90 % Risk Reduction at US DoS 

• 85 % Incident Reduction at DSD Australia 

 

 

Solution 
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• QualysGuard  

• Vulnerability Management 

• Policy Compliance 

• Web Application Scanning 

• PCI 

• Malware Detection 

• SaaS Solution 

• Browser-based, Multi-tenant 

• Public and Private Cloud 

• Scanning, Reporting, Ticketing 

• Extensive API  

 

 

Qualys 
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• Asset Visibility 

• Size of Network 

• Machine Types 

• Location   
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• Asset Visibility 

• Size of Network 

• Machine Types 

• Location 

• New Equipment Detection 

• Authorized 

• Unauthorized 

►   
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• Automation 

• Scans are scheduled 

• Delta Reports are scheduled 

• Reports can be e-mailed 

• Alerting on newly discovered hosts 

• Via API 

• Integration into Asset Management Systems 

• Via API 

• Coming: ticket generation on newly discovered hosts  
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• Asset Visibility 

• Operating Systems 

• Applications 

• Versions 

• Patch Levels 

• Blacklisting 
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• Automation 

• Scans are scheduled 

• Reports are scheduled 

• Reports can be emailed 

• Alerting on Exceptions 

• Via API 

• Integration into Asset Management Systems 

• Via API 

• Coming: Ticket generation on Exceptions 

 

 

CC2: Software Inventory 



#RSAC 

• Configuration Validation 

• SCAP/FDCC 
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• Weekly/Daily Scheduled Vulnerability Scanning 
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• Automation 

• Scans are scheduled 

• Reports are scheduled 

• Reports are emailed 

• Alerting on Vulnerabilities 

• Tickets for Vulnerabilities, Remediation SLA and 

Confirmation 

• Integration into Asset Management Systems 

• Via API 
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• CC6: Application Software Security 

• Automated Web Application Scans 

• CC7: Wireless Device Controls 

• Wireside Detection 

• CC11: Control of Network Ports 

• Scans and Reports for authorized and unauthorized 

Ports and Services 

• CC16: Account Monitoring 

• Controls for Admin accounts, password policies, 

account lockout settings 

 

 

Other Critical Controls 
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• Ability to add tactical controls 

• Example: Recent Internet Explorer Vulnerabilities 

CVE-2012-4969 (Sep/12)/KB2794220 (Dec/12) 

• Mitigated by use of EMET  
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• Ability to add tactical controls 

• Example: Recent Internet Explorer Vulnerabilities 

CVE-2012-4969 (Sep/12)/KB2794220 (Dec/12) 

• Mitigated by use of EMET 

• Audit the Deployment 

• User Defined Registry Check 

 
 

 

Policy Dynamics 
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• Functionality to assess Controls exist 

• Automation available, but frequently API 

integrations is needed 

• Offerings are improving with better workflow 

coming 

 

 
 

 

Summary 



Thank You 
 

Wolfgang Kandek – wkandek@qualys.com 

@wkandek 

http://laws.qualys.com 


