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1 in 532 
websites were infected 

1.6 million 
new malware variants discovered daily 

250,000 web attacks 
blocked daily by Symantec in 2012 

Levels of Attacks are Increasing 
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Targeted Attacks are Widening 
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Targeted Attacks and APTs 

5 

Targeted Attacks An APT is always a targeted attack, but… 
a targeted attack is not necessarily an APT 

APTs 

Targeted Attacks 
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IT Trends are Driving Increased Productivity 
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Which is Driving the Threat Landscape 

7 

1.0% 

1.5% 

2.0% 

2.5% 

3.0% 

V
al

u
e 

o
f 

C
o

n
n

e
ct

iv
it

y 
(%

 o
f 

W
o

rl
d

 G
D

P
) 

Number of Connections  (# of devices, people, services) 

Changes in Threat Landscape  
(1959 – Today) 

Thousands Billions 

0.5% 

Data Corruption 
 (1959 – 1981) 

Era of Fame & Glory 
(1996 – 2007) 

Era of Mass 
Cybercrime 

(2007 – ) 

Era of Discovery 
(1981 – 1996) 

 

Millions 



#RSAC 

Actors Driving the Market 
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State Actors 
Government Sponsored 

Attackers 
Malicious Outsiders 

Cyber Criminals 
Hacking for Profit 

Insiders 
Malicious and  
Non-Malicious 

Hack-tivists 
Hacking for a Cause 
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Modern Threat Landscape Drives Cyber 
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•Organisational ownership does not support 
the desired level of cyber resilience 

Lack of Business 
Ownership 

•Poor cyber security appreciation, 
inappropriate staff behaviours & non 
compliance to security policies 

People & 
Process 

•Evolving IT Trends (Cloud, mobility, 
virtualisation & Web 2.0) increase complexity 
& cost to defend against cyber risks 

Evolving 
Technologies 

•Weakly integrated security architectures & 
disparate security technologies provide 
opportunities for targeted cyber attacks 

Security 
Architecture 

•Lack of situational awareness results in poor 
incident visibility Lack of Visibility 

Cyber Risk Challenges Requirements for Cyber Resilience 

Integrated Information Centric 
Solutions 

Effective Security Strategy 

Education, Awareness & 
Monitoring 

Business Ownership 



Symantec Internal Only 1
0 

HOW CAN WE IDENTIFY AND PRIORITIZE THE 
KEY THREATS WHEN THERE ARE SO MANY? 



Symantec Internal Only 1
1 

IF AN ATTACK IS SUCCESSFUL HOW CAN WE RESPOND 
QUICKLY TO CONTAIN THE IMPACT AND RECOVER? 



Symantec Internal Only 1
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HOW CAN WE MEASURE AND DEMONSTRATE 
THE VALUE OF OUR SPENDING ON SECURITY? 



Symantec Internal Only 1
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HOW CAN WE BEST USE THE RESOURCES AND 
CAPABILITIES WE HAVE TO PROTECT OUR ORGANIZATION? 
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Traditional Security  

Approach – 85% 

External 
Threat 
Intelligence 

Enhanced 
Intelligence 
Exchange & 
Sharing 

Incident 
Response, 
Malware 
Analysis & 
Forensics 

Cyber 
Assessment 

Business 
Awareness & 
Involvement 

IT Security 
Control & 
Visibility 

Advanced 
Threat 
Protection 

Expanding our Approach to Security 
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Cyber – Moving from IT to the Business 

1
5 

IT & IT 
Security  The Business 
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Technology alone cannot fix this… 

1
6 

Organisations already have 
security controls, policies and 

processes in place 

Some are better at Security 
than others 
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Build a 
sustainable 
program 

17 

Stay ahead 
of threats 

Complete 

visibility 

Focus      
on top 
priorities 

Present in 
business 
context 

Technical Controls 

Procedural Controls 

Policy Management 

Demonstrable Processes 

Massive Data Volumes 

Risk 
Awareness 

Addressing Cyber Risk  

Insider Abuse 

Commodity Malware 

Coordinated Attacks (APT) 

Changing Landscape 

Massive Data Volumes 

Visibility of Risk 
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Symantec Anatomy of a Breach 

1
8 

18 

CAPTURE 

Accesses data on 
unprotected systems 

Installs malware to 
secretly acquire data or 
disrupt operations 

3 

DISCOVERY 

Hacker then maps 
organization’s defenses 
from the inside 

Creates a battle plan 

2 

INCURSION 

Attacker breaks into  the 
network by delivering 
targeted malware to 
vulnerable systems and 
employees 

1 

EXFILTRATION 

Data sent to enemy’s 
“home base” for analysis 
and further 
exploitation/fraud 

4 
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Cyber Kill Chain 
Identifying Overlapping Indicators at Different Levels 
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The State of Security Intelligence Data 

Legacy Security Models 

• Numerous data sets, multiple owners 

• Multiple: 

– Physical locations 

– Database platforms 

– Data standards 

• Limited data fusion 

• Feature or function focused 

Big Data Security Models 

• Centralized storage/analysis of 

refined data 

• Common database platform 

• Codified common data standards 

• Designed with data fusion in mind – 

correlation and analysis 
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Intelligence Extraction and Analysis 

►Strategic Campaign Analysis 

► Determine the patterns and behaviors of the intruders, i.e., 

their tactics, techniques, and procedures  

► How attackers operate rather than what they do 

► Challenge: Intrusions sourced by the same attackers may 

have varying degrees of correlation 

►Effective detection mechanisms for new threats relies 

on a detailed understanding of the threat and how 

the attackers operate 

► What is the modus operandi of attackers? 

► Who are the targets? 

► What are key indicators for these intrusions?  
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TRIAGE 

► Data analytics framework for attack attribution 

► Find systematically groups of events (intrusions) likely due to the 

same root cause 

► Identifies (varying) set of commonalities between attackers 

“fingerprints” 

► Enable the analysis of attackers modus operandi 
 

► Combines various approaches 

► Graph Clustering techniques (unsupervised) 

► Multi-Criteria Decision Analysis (MCDA) 

► Leverages Visual analytics (VIS-SENSE) 
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THE TRIAGE APPROACH 

 Data clustering based on Multi-Criteria Decision Analysis (MCDA) 

  Automatic grouping of elements likely to share the same root causes 

 

Σ 

Per feature 

Graph-based analysis 

(Build relationships) 

Multi-criteria 

Aggregation 

(data fusion)  

Multi-Dimensional 

Clusters (MDC’s) 

(visualization) 
Events 

Features 
Selection 

“Vague statements”  
on the nr of criteria 
“At least k strong similarities” 

Importances & Interactions  
among criteria 



#RSAC 

Mass-scale Targeted Attack Campaign  

• 1200+ attacks 
• 10 days in April/May 2012 
• Over 20 companies hit 

Attacker 

Subject 

Target 

Server 

Mailer 

Sender IP 

MD5 
KEY 

Date 
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Global Intelligence Network 

Information Protection Preemptive Security Alerts Threat Triggered Actions 

Global Scope and Scale Worldwide Coverage 24x7 Event Logging 

Rapid Detection 

Threat Activity 
•240,000+ sensors 
•200+ countries 

Malcode Intelligence 
•133M client, server, gateways 

•Global coverage 

Vulnerabilities 
•40,000+ vulnerabilities 

•14,000 vendors 
•105,000+ technologies 

Spam/Phishing 
•5M decoy accounts 

•8B+ email messages/daily 
•1B+ web requests/daily 
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Symantec Data Analytics Platform 
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Security Intelligence Lifecycle Management 

Planning 

What needs to 
be tracked and 

analyzed 

Collection 

Capturing 
relevant source 

data 

Analysis 

Integrating, 
collating, 

evaluating, and 
analyzing data 

 

Dissemination 

Providing the 
results of 

processing 
Data into 

Information 

Client Directive 
or Symantec 

provided 

Symantec 
Mission 

Symantec 
Mission 

Client Directive 
or Symantec 

provided 
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Thank you! 

Siân John 

Symantec 

@sbj24 

sian_john@symantec.com 

www.symantec.com 


