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Collective Defense
How the defenders are playing to win!
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The security problem
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It’s global
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Disrupting the incident lifecycle
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Security Updates
Exploitability Information
Prioritization Information
Protection Signatures
Customer Guidance



Disrupting the incident lifecycle
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Protection Signatures
Customer Guidance
Threat Intelligence



Disrupting the incident lifecycle
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Constituency Awareness
Local Relationships
Technical Expertise
Customer Guidance
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Finding partners



A history of collective defense

In 2005, Microsoft Hotmail launched Simple Network 
Data Services (SNDS)

Early 2007, Microsoft realized that we had an 
immense amount of vulnerability related data which 
could be leveraged to protect users;

In 2008, we formally launched a set of programs to 
help partners and customers protect themselves 
better.

Microsoft Active Protections Program
Exploitability Index
Microsoft Vulnerability Research Program
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Simple Network Data Services

Smart Network Data Services
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View Data Request Access Access Control Edit Profile FAQ

IP Address [?] Activity period
[?]

RCPT 
commands [?]

DATA 
commands [?]

Message 
recipients [?]

Filter 
result [?]

Complaint rate
[?]

Trap message 
period [?]

Trap 
hits [?]

Sample HELO
[?]

Sample MAIL 
FROM [?] Comments [?]

Total: 4 IPs 88,246 55,643 79,969 2 Red IPs 2% 97

5.16.xx.xx

5/22/2005 
12:00 AM ‐
5/23/2005 
12:00 AM

12752 9346 12752 YELLOW 0.3%

5/22/2005 
1:53 AM ‐
5/22/2005 
8:38 PM

6 mail3.provider
.com

customer@pro
vider.com

5.16.xx.xx

5/22/2005 
12:00 AM ‐
5/23/2005 
12:00 AM

43725 29751 36471 RED 3%

5/22/2005 
12:02 AM ‐
5/22/2005 
10:33 PM

54
host‐5‐16‐104‐
146.provider.c
om

fake@hotmail.
com

5.16.xx.xx

5/22/2005 
10:00 AM ‐
5/22/2005 
11:00 PM

132 110 132 GREEN < 0.1% 0 mail.contoso.c
om

dad@contoso.
com

5.16.xx.xx

5/22/2005 
12:00 AM ‐
5/23/2005 
12:00 AM

31637 16436 30614 RED 2%

5/22/2005 
1:29 AM ‐
5/22/2005 
6:14 PM

37
host‐5‐16‐134‐
242.provider.c
om

fake2@hotmai
l.com

Total: 4 IPs 88,246 55,643 79,969 2 Red IPs 2% 97



Incident Response at Microsoft
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MSRC receives 
incoming vulnerability 
reports through

Secure@Microsoft.com –
Direct contact with MSRC
Microsoft TechNet 
Security Site – anonymous 
reporting

MSRC responds 
to all reports

24 hour response Service 
Level Agreement to finder
Internal response can be 
immediate when required

Vulnerability
Reporting

MSRC Engineering 
and Product Team

Test against 
reported issue 
Test against variants

Fix 
Validation MSRC Engineering

Workarounds 
and mitigations
SVRD blog
MAPP detection 
guidance

Technical 
guidance

Update best practices
Update testing tools
Update development 
and design process

Update 
Developer Tools

and Practices

Assess the report 
and the possible 
impact on customers
Understand the 
severity of the 
vulnerability
Rate the vulnerability 
according to severity 
and likelihood of 
exploit, and assign 
it a priority

Triaging
Establish 
communications 
channel

Quick response
Regular updates

Build the community
Encourage 
responsible reporting

Managing
Finder

Relationship Security bulletin
Affected 
software/components
Technical description
FAQs
Acknowledgments

Content 
Creation

Security bulletins –
second Tuesday 
of every month
Coordinate all 
content and resources
Information and 
guidance to customers
Monitor customer 
issues and press

Release

MSRC Engineering
Reproduce the 
Vulnerability
Locate variants
Investigate surrounding 
code and design

Investigation



Incident Response at Microsoft

13



Sharing threat information
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What does sharing 
look like?



Microsoft Active Protections Program
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Microsoft Active Protections Program
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What are Active Protections?

Actionable information that can help protect a 
Microsoft customer right here, right now.

Anti-virus signatures
IPS signatures
Information on bots and infected hosts

Actionable depends on the audience
Governments, protecting their constituency
Customers, protecting the enterprise
Vendors, protecting their customers
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Microsoft Active Protections Program

•

•
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Microsoft Active Protections Program

•

•

20



21



22

Sharing partnerships 
go both ways



The CVE-2010-3333 incident

Trustworthy Computing



The CVE-2010-3333 incident

Look for the following sequence of control words: \sp then \sn
pFragments and then \sv

{\sp{\sn pFragments}{\sv
0;0;0123456789AB1111111111111111111111111111111111111111ffffffff}}

The parameter to \sv is of particular interest. Start examining the data 
after the second semicolon - this is hex data. Skip 8 bytes, and 
examine the next 4 bytes (highlighted in the example above).

If these 4 bytes, treated as a little endian 16 bit unsigned integer are > 
0x4 (don't forget to swap the 2 bytes since it's little endian), then this 
file attempts to exploit CVE-2010-3333.



The CVE-2010-3333 incident
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Botnet takedowns



Joining hands to protect customers

27

,

Operation b49 Feb 2010
Target: Waledac
Cleanup Goal: Build relationships and 
processes to reach customers

Operation b107 Mar 2011
Target: Rustock
Cleanup Goal: Disinfect systems before
attackers can regain control

Microsoft
• Execute of takedown by the Microsoft MARS team and partners, provide data, 

resources and tooling.
CERTs
• Amplify reach to global partners
ISPs
• Notify impacted customers
End Users
• Take an active role in keeping their devices secure



Joining hands to protect customers
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Operation b49 
Feb 2010
Target: Waledac
Cleanup Goal: Build relationships 
and processes to reach customers

Operation b107
Mar 2011
Target: Rustock
Cleanup Goal: Disinfect systems 
before attackers can regain control

Enhancements:
Expanded Remediation
Removal Tools
Updated support site
SNDS

Network Reduction
1 97%
2 96%
3 93%
4 78%
5 82%
6 66%

ISP Results Country Results

Status
~22,000 infected IPs remaining
~70% reduction world wide

Target
70% reduction within 60 days

Country Reduction
KR 80%
TH 71%
RU 68%
ES 62%
PL 60%
AU 56%



Operation b107
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Operation b107 remediation
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Where do we go 
from here?
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What can I do?



How to apply what I learned here today?

When you get back into the office

Enroll in SNDS!
http://postmaster.live.com/snds
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How to apply what I learned here today?

Within the next 3 months:
Identify what type of information would help you better 
protect your organization.
Identify what information your organization has that 
may help protect other organizations.
Identify legal means to share information on attacks. 
Build a good relationship with your regional CERT, 
ISAC, Anti Virus vendor and Internet Service Provider.
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