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Objectives - What I hope you take away

Better awareness of media device threats
The Importance of a policy
Understanding that devices are easy to get
Introduction to cheap and free tools and methods
Preventing data loss is easy and fun
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How to Apply What You Have Learned Today

In the first three months following this 
presentation you should:

Identify Current Policy and Procedures
Identify Devices (Threats)
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How to Apply What You Have Learned Today

In the first three months following this 
presentation you should:

Identify Current Policy and Procedures
Identify Devices (Threats)

Within six months you should:
Identify Workflow
Create or Update 

Policy and Procedures
Educate Staff
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Conclusion

Devices may contain data
Devices are cheap and easy to find
Device owners don’t understand the risk
Tools are easy to find and use
Tools can be used to sanitize
Physical destruction is better (more fun)
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Thank You

John Michael Wright
“Mike”

mwright@buttecounty.net (work)
mike@rollnpc.com (not work)

http://www.rollnpc.com/rsa2012
(Links & References)

March 2, 2012 – DAS-403
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Tools
Access Data: FTK Imager 2.5.3: http://accessdata.com/support/previous-
releases#FTKImager
Darik‟s Boot and Nuke: http://www.dban.org/ 
DiskInternals Uneraser: http://www.diskinternals.com/order/uneraser/ 
Disk Wipe: http://diskwipe.org/ 
Helix 2009 R1: https://www.e-
fense.com/store/index.php?_a=viewProd&productId=11 
Identity Finder: http://www.identityfinder.com/ 
Kon-Boot: http://www.piotrbania.com/all/kon-boot/ 
NirSoft: http://www.nirsoft.net/ 
Recuva: http://www.piriform.com/recuva 
Secure Erase: http://cmrr.ucsd.edu/people/Hughes/SecureErase.shtml 
Trinity Rescue Kit (TRK): http://trinityhome.org/ 
WinTaylor: http://www.caine-live.net/page2/page2.html
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