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The Punchline
+ In The Simplest Of Terms, Using Cloud 

May Mean Imagining Applications & 
Information Across All “Tiers” Have The 
Potential To Be Connected Directly To 
The Internet...

+ We Often Can’t Trust The Provider, So 
We Must Engineer Security Into Design 
Patterns Across The Entire Stack

+ Any “Dumb” Component In The Stack 
Compromises The Integrity Of the 
Entire Stack...

+ APIs, Intelligence and Automation 
EVERYWHERE



 

• Content analysis fully integrated 
into both productivity and 
transaction applications.

• Rights (and thus encryption) 
applied at the point of creation, at 
the data-element level.

• Choke points between on-
premise, off-premise, and between 
cloud services enforce policies at 
the data level, enforced by 
encryption/DRM.

• Policies and rights transfer and are 
maintained between state, phase 
and platform changes.

The Future Of Security
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The Problem With 
Clouds

• Delivery/Deployment Model Differences 
with a horribly-abused Conflation of 
terms

• Should have been focusing on Apps/
Information in the first place

• Mobility and consumption models 
highlight huge security gaps when paired 
with cloud

• Emergence of network programmability, 
network virtualization, SDN and APIs 

• The operational models and deployment 
options cause friction with design 
patterns of today



The So-Called Dearth Of 
Cloud Security 

Solutions



The Hamster Sine Wave of 
Pain...*

* With Apologies to Andy Jaquith & His Hamster...
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...Separately Based On Technology 
& Who Operates Them
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How We Think About Security:



The Stack

Sprockets & Moving Parts - 
Compute, Network, StorageInfrastructure

Glue & Guts - 
IPAM, IAM, BGP, DNS, SSL, PKI

Metastructure

Apps & Widgets -
Applications & Services

Applistructure

Infostructure
Content & Context -
Data & Information



There’s No Discipline...

Infrastructure

Metastructure

Applistructure

Infostructure

Network Security
Host-based Security
Storage Security

Information Security

Application Security

...In Our Discipline



 

1. Design for Scale & Re-
define Deployment 
scenarios

2. Traffic steering/Service 
insertion/context - 
Physical and Virtual

3. Standardize On Common 
Telemetry & Consistent 
Policy Across Platforms 

4. More intelligence shared 
between infra-/
Applistructure 

5. Leverage guest-based 
footprint (IaaS)

6. Leverage Hypervisor, 
platform & software  APIs

7. Leverage virtualized & 
Cloud delivery models for 
security

How To Get Kick-*aaS 
Automated Security



 

The Basics

You Still Have To 
Manage The Basics:

‣Building 
Survivable 
Systems

‣Building Secure 
Apps

‣Securing Data

You Also can’t 
Expect the Cloud/
Virt Platform 
Providers to Give 
you All you need
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Recognize, 
Accept & Move On...

The Classical 
DMZ Design 
Pattern Is 
Dead
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Figure 1.   
Traditional DMZ 
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VMWARE  BEST PRAC TICES

Fully Collapsed DMZTaking full advantage of VMware technology, this approach, 

shown in Figure 5, virtualizes the entire DMZ — including all 

network and security devices. Sometimes described as a “DMZ 

in a box,” this configuration enables you to maximize server 

consolidation and realize significant cost reductions.
This configuration fully leverages consolidation benefits. All 

servers and security devices are virtualized in this configuration, 

enabling you to isolate the virtual servers and the networks 

while managing communications between the zones with 

virtual security appliances. On the other hand, security appli-

ances in this configuration can also interfere with such VMware 

Infrastructure capabilities as VMware VMotion and VMware 

Distributed Resource Scheduler because of limitations in 

current virtual security devices. The introduction of the VMsafe 

security-specific APIs will remove these limitations in future 

releases of VMware Infrastructure.This completely virtual infrastructure can fully enforce isolation 

and security between the DMZ zones. You can locate virtual 

servers of different security levels on the same physical ESX host 

and bring network security devices into the virtual infrastruc-

ture. 
You must consider the same potential risks you would in a 

completely physical infrastructure, but with proper configura-

tion and application of best practices, you can mitigate those 

risks. Compared to the two other approaches discussed in this 

paper, this is the most complex configuration. Therefore, risks 

associated with misconfiguration are higher and you need to 

take great care when planning this configuration. You should 

enforce separation of duties by using roles and permissions 

within VirtualCenter. You should also plan and deploy virtual 

networks very carefully to make sure that the isolation of those 

networks is enforced and that any communications between 

virtual machines in separate networks are properly routed 

through the virtual firewalls as well as any other inline security 

devices you are using.It is especially important in this configuration that you audit the 

configurations of virtual firewalls and virtual switches for consis-

tent policy and settings, because all of the zone enforcement is 

performed in the virtual environment. If the policy is different on 

any of the virtual firewalls or virtual switches, you might see such 

issues as dropped connections when a virtual machine is moved 

using VMotion. 
You can use 802.1q VLANs in this configuration, but VLANs are 

not required as they are in the partially collapsed DMZ with 

virtual separation of trust zones. With a fully collapsed DMZ, you 

need a minimum of three NICs per ESX host — one to connect 

to the Internet, a second to connect to the internal network, 

and a third for the ESX service console or management network.

VMware strongly encourages NIC teaming for redundancy, so 

Figure 5 — Fully collapsed DMZ
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Where Should Security Be Delivered? 
Hardware, Virtualization/Cloud 

Platform Or Ecosystem?



Programmability...
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Demand & Use Programmatic 
Interfaces (P.O.S.) From Security Solutions 



 

AppSec/SDLC 
Is Huge

Devs Don’t 
Necessarily 
make good 

security and 
vice versa



 

Automating 
Data 

Protection:

The Final 
Frontier...

G
etting There?



Solutions You 
Can Use Today 



The Stack

Sprockets & Moving Parts - 
Compute, Network, StorageInfrastructure

Glue & Guts - 
IPAM, IAM, BGP, DNS, SSL, PKI

Metastructure

Apps & Widgets -
Applications & Services

Applistructure

Infostructure
Content & Context -
Data & Information



Cloudicornicopia

Segregation 
of service 
components 
is a natural 
artifact of 
cloud 
platforms

DAM  Server DBMS Encrypted 
EBS 
Volume

Internet
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Port 3306 from 
sg1432342
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Foundational Level 
- CPU/Chipset



Cloud Data 
Architectures

Bi
g 

D
at

a

ObjectVolume

Physical Storage

Abstraction/Management

Database Application

SaaS Application

Compute Instances

IaaS

PaaS

SaaS



Encryption Layers
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IaaS Encryption 
Matrix

Encryption Engine
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Data Storage
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Public Private 

Host Network 

Components Locations



IaaS Distributed 
Encryption

Key Mgmt  
Server

StorageInstance

Crypto 
Client

HSM or 
Server

Public/Private Cloud (IaaS)

Data Center



IaaS Distributed 
Encryption (SaaS)

Key Mgmt  
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Public Cloud (IaaS)

SaaS Provider



IaaS Proxy Encryption 
with Split Keys
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Virtual Private 
Storage

Shared Storage 
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Security & Compliance 
Platforms



New Network Models & 
Security Solutions

• Network 
Virtualization & 
Software Defined 
Networking

• Networking 
Overlays



...Virtual Security 
Appliances & 
Introspection solutions
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The Stack

Sprockets & Moving Parts - 
Compute, Network, StorageInfrastructure

Glue & Guts - 
IPAM, IAM, BGP, DNS, SSL, PKI

Metastructure

Apps & Widgets -
Applications & Services

Applistructure

Infostructure
Content & Context -
Data & Information



Management, provisioning, 
orchestration, Governance
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•  Unified management  

•  Granular access controls 

•  Financial controls and chargeback 

•  Security & encryption 

•  Automation: in & cross cloud 

 

API 

API 
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Identity 
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Change & 
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Project 
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Incident & 
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… 

… 

… 

The Enterprise Cloud Management Solution 

 SaaS or On-premise 



Restricting Device/
Location with Federation

Directory 
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Federation 
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The Stack

Sprockets & Moving Parts - 
Compute, Network, StorageInfrastructure

Glue & Guts - 
IPAM, IAM, BGP, DNS, SSL, PKI

Metastructure

Apps & Widgets -
Applications & Services

Applistructure

Infostructure
Content & Context -
Data & Information



New Models
• Intrusion 

Deception

• Scaleable 
Cloud AppSec

• Anti-malware 
Threat 
intelligence

• Security-as-a-
Service



Cloud WAF = WAF + DDoS + 
Stats + Bandwidth 
Optimization + IPS
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The Stack

Sprockets & Moving Parts - 
Compute, Network, StorageInfrastructure

Glue & Guts - 
IPAM, IAM, BGP, DNS, SSL, PKI

Metastructure

Apps & Widgets -
Applications & Services

Applistructure

Infostructure
Content & Context -
Data & Information



SaaS/PaaS Proxy 
Encryption

Encryption  
Proxy

Enterprise Network
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Physical Network

Server	
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Discovery only (today)
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Monitoring
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Wrap-Up



The Punchline
+ In The Simplest Of Terms, Using Cloud 

May Means Imagining Applications & 
Information Across All “Tiers” Have The 
Potential To Be Connected Directly To 
The Internet...

+ We Often Can’t Trust The Provider, So 
We Must Engineer Security Into Design 
Patterns Across The Entire Stack

+ Any “Dumb” Component In The Stack 
Compromises The Integrity Of the 
Entire Stack...

+ APIs, Intelligence and Automation 
EVERYWHERE

HERE 
TODAY



 

• Content analysis fully integrated 
into both productivity and 
transaction applications.

• Rights (and thus encryption) 
applied at the point of creation, at 
the data-element level.

• Choke points between on-
premise, off-premise, and between 
cloud services enforce policies at 
the data level, enforced by 
encryption/DRM.

• Policies and rights transfer and are 
maintained between state, phase 
and platform changes.

The Future Of Security

Photo by Caneles - http://flic.kr/p/4SGcdj

HERE 
TODAY
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• Still An Integrator’s Dilemma, but 
getting better every day

• You’re going to have to change 
what you do and what you do it with

• Embrace Automation, APIs and 
Agile

• Solutions are deployable today

DevOps Chops
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