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THE PROBLEM WITH
CLOUDS

THE SO-CALLED
DEARTH OF CLOUD
SECURITY SOLUTIONS

SOLUTIONS YOU CAN
USE TODAY
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Information-Centric Security for Cloud Computing

IDEMPOTENT INFRASTRUCTURE, SURVIVABLE
SYSTEMS & BRINGING SEXY BACK TO
INFORMATION CENTRICITY
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THE PUNCHLINE

+ In The Simplest Of Terms, Using Cloud
May Mean Imagining Applications &
Information Across All “Tiers” Have The
Potential To Be Connected Directly To
The Internet...

+ We Often Can’t Trust The Provider, So
We Must Engineer Security Into Design
Patterns Across The Entire Stack

+ Any “Dumb” Component In The Stack
Compromises The Integrity Of the
Entire Stack...

+ APIs, Intelligence and Automation
EVERYWHERE




The Future Of Security

Content analysis fully integrated
into both productivity and
transaction applications.

Rights (and thus encryption)
applied at the point of creation, at
the data-element level.

Choke points between on-
premise, off-premise, and between
cloud services enforce policies at
the data level, enforced by
encryption/DRM.

Policies and rights transfer and are
maintained between state, phase
and platform changes.
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THE PROBLEM WITH
CLOUDS

DELIVERY/DEPLOYMENT MODEL DIFFERENCES
WITH A HORRIBLY-ABUSED CONFLATION OF
TERMS

SHOULD HAVE BEEN FOCUSING ON APPS/

INFORMATION IN THE FIRST PLACE

MOBILITY AND CONSUMPTION MODELS
HIGHLIGHT HUGE SECURITY GAPS WHEN PAIRED
WITH CLOUD

EMERGENCE OF NETWORK PROGRAMMABILITY,
NETWORK VIRTUALIZATION, SDN AND APIS

THE OPERATIONAL MODELS AND DEPLOYMENT
OPTIONS CAUSE FRICTION WITH DESIGN
PATTERNS OF TODAY




THE SO-CALLED DEARTH OF

CLOUD SECURITY
SOLUTIONS




THE HAMSTER SINE WAVE OF
PAIN...*

The Security Hamster Sine Wave of Pain

Network
Centricity

User
Centricity

Information
Centricity

Application
Centricity

Control Deployment/Investment Focus

Host
Centricity

* With Apologies to Andy Jaquith & His Hamster...




THE HAMSTER SINE WAVE OF
PAIN...*

The Security Hamster Sine Wave of Pain

We Are Here

Network
Centricity A

User
Centricity

Information
Centricity

Application
Centricity

Control Deployment/Investment Focus
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* With Apologies to Andy Jaquith & His Hamster...




HoOw WE THINK ABOUT SECURITY:

INFORMATION
NETWORK, HOST & APPLICATION SECURITY

STORAGE SECURITY SECURITY | Provider

Provider ::

L.SEPARATELY BASED ON TECHNOLOGY
& WHO OPERATES THEM




THE STACK

CONTENT & CONTEXT -

INFOSTRUCTURE DATA & INFORMATION

APPS & WIDGETS -
APPLICATIONS & SERVICES

APPLISTRUCTURE

GLUE & GUTS -
IPAM, |AM, BGP, DNS, SSL, PKI

SPROCKETS & MOVING PARTS -

INFRASTRUCTURE COMPUTE, NETWORK, STORAGE




THERE'S NO DISCIPLINE...

! INFOSTRUCTURE ¢§ *INFORMATION SECURITY
1 APPLISTRUCTURE § *APPLICATION SECURITY

M@?&@?@U@?UQC
NETWORK SECURITY

HOST-BASED SECURITY

' STORAGE SECURITY
INFRASTRUCTURE

...IN OUR DISCIPLINE




HOW TO GET KICK-*AAS
AUTOMATED SECURITY

DESIGN FOR SCALE & RE-
DEFINE DEPLOYMENT
SCENARIOS

TRAFFIC STEERING/SERVICE
INSERTION/CONTEXT -
PHYSICAL AND VIRTUAL

STANDARDIZE ON COMMON
TELEMETRY & CONSISTENT
POLICY ACROSS PLATFORMS

MORE INTELLIGENCE SHARED
BETWEEN INFRA-/
APPLISTRUCTURE

LEVERAGE GUEST-BASED
FOOTPRINT (IAAS)

LEVERAGE HYPERVISOR,
PLATFORM & SOFTWARE APIS

LEVERAGE VIRTUALIZED &
CLOUD DELIVERY MODELS FOR
SECURITY




YouU STILL HAVE TO
MANAGE THE BASICS:

BUILDING
SURVIVABLE
SYSTEMS

BUILDING SECURE
APPS

SECURING DATA

YOU ALSO CAN’T
EXPECT THE CLOUD/

VIRT PLATFORM
PROVIDERS TO GIVE
YOU ALL YOU NEED




RECOGNIZE,
ACCEPT & MOVE ON...

THE CLASSICAL
DMZ DESIGN
PATTERN IS
DEAD




Highly available and scalable web hosting can be complex and
expensive. Dense peak periods and wild swings in traffic patterns
result in low utilization rates of expensive hardware. Amazon Web

Services provides the reliable, scalable, secure, and high-

performance infrastructure required for web applications while
enabling an elastic, scale out and scale down infrastructure to
match IT costs in real time as customer traffic fluctuates.
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web services™




ES...
THE MODEL EvoLV
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Firewayy IDs/ips

Web Servers
lirtual Appliance(s)

lnternet
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The Security Division of EMC
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WHERE SHOULD SECURITY BE DELIVERED?
HARDWARE, VIRTUALIZATION/CLOUD
PLATFORM OR ECOSYSTEM?




PROGRAMMABILITY...







HUGE

DEVS DON'T
NECESSARILY
MAKE GOOD
SECURITY AND
VICE VERSA




AUTOMATING
DATA
PROTECTION:
THE FINAL
FRONTIER...
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SOLUTIONS YOU

CAN USE TODAY




THE STACK

CONTENT & CONTEXT -
DATA & INFORMATION

INFOSTRUCTURE

APPS & WIDGETS -
APPLICATIONS & SERVICES

APPLISTRUCTURE

GLUE & GUTS -
IPAM, |AM, BGP, DNS, SSL, PKI

SPROCKETS & MOVING PARTS -

INFRASTRUCTURE COMPUTE, NETWORK, STORAGE




CLOUDICORNICOPIA

SEGREGATION

OF SERVICE

COMPONENTS

IS A NATURAL

ARTIFACT OF

CLOUD a ; l A
PLATFORMS i
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FOUNDATIONAL LEVEL
- CPU/CHIPSET

INTEL® TXT

INTEL TRUSTED EXECUTION TECHNOLOGY

@ | BN

The Security Division of EMC

Proof of Concept for Measuring and
Monitoring Cloud Infrastructure Security

VMware ESXi VMware
vCenter Server

~
Cloud compliance dashboard ]
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Intel Westmere processor with Advanced Data
Intel Trusted Execution Technology Management Layer (ADML)

S —

RSA Data Loss Prevention
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CLOUD DATA
ARCHITECTURES
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ENCRYPTION LAYERS

Application !

Database




IAAS ENCRYPTION
MATRIX

Components Locations

Instance I Hardware

Encryption Engine
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Data Storage




IAAS DISTRIBUTED
ENCRYPTION
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IAAS DISTRIBUTED
ENCRYPTION (SAAS)

Instance . Storage

Server




IAAS PROXY ENCRYPTION
WITH SPLIT KEYS

Cloud
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VM1 (Public IP)




VIRTUAL PRIVATE
STORAGE
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SECURITY & COMPLIANCE
PLATFORMS

Customer Cloud
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NEW NETWORK MODELS &
SECURITY SOLUTIONS
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The Security Division of EMC
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THE STACK

CONTENT & CONTEXT -
DATA & INFORMATION

INFOSTRUCTURE

APPS & WIDGETS -
APPLICATIONS & SERVICES

APPLISTRUCTURE

GLUE & GUTS -
IPAM, |AM, BGP, DNS, SSL, PKI

SPROCKETS & MOVING PARTS -

INFRASTRUCTURE COMPUTE, NETWORK, STORAGE




MANAGEMENT, PROVISIONING,
ORCHESTRATION, GOVERNANCE

The Enterprise Cloud Management Solution

SO\ bluelock. EMC "~ GUGRID

where information lives

.
‘g}elpalon_ ?'terremark CloudSigma vmware openstack”

RIGHT SCALE
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MultiCloud Platform

£ Windows Azure
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Console
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 Unified management

» Granular access controls

__[

©NSTRATUS

SaaS or On-premise

]_< » Financial controls and chargeback

1API1

+ Security & encryption

* Automation: in & cross cloud
\

Access directory
service

Identity Project
authentication budgeting

Pricing & Billing
metering

Service delivery
catalog

Change & Incident &
config. mgmt. problem mgmt

Security policy
mgmt.




RESTRICTING DEVICE/
LOCATION WITH FEDERATION

Directory
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THE STACK

CONTENT & CONTEXT -
DATA & INFORMATION

INFOSTRUCTURE

APPS & WIDGETS -
APPLICATIONS & SERVICES

APPLISTRUCTURE

GLUE & GUTS -
IPAM, |AM, BGP, DNS, SSL, PKI

SPROCKETS & MOVING PARTS -

INFRASTRUCTURE COMPUTE, NETWORK, STORAGE




NEW MODELS

INTRUSION
DECEPTION

SCALEABLE
CLOUD APPSEC

ANTI-MALWARE
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CLouD WAF = WAF + DDOS +
STATS + BANDWIDTH
OPTIMIZATION + IPS




THE STACK

CONTENT & CONTEXT -
DATA & INFORMATION

INFOSTRUCTURE

APPS & WIDGETS -
APPLICATIONS & SERVICES

APPLISTRUCTURE

GLUE & GUTS -
IPAM, |AM, BGP, DNS, SSL, PKI

SPROCKETS & MOVING PARTS -

INFRASTRUCTURE COMPUTE, NETWORK, STORAGE




SAAS/PAAS PROXY
ENCRYPTION

S%@ﬁmﬁ

CLOUD

FOUNDRY




HYPERVISOR DLP

DLP Server

Physical Network
Discovery only (today)

RSA vmware

The Security Division of EMC




DATABASE ACTIVITY
MONITORING

Publlc Cloud i

Physical
. DAM Server . Virtual Appliance ;




SAAS

TOKENIZATION

Point of Sale

Token
Database

Payment
Processor
Tokenization

Payment System
Local Server

Payment Processor

B PAN
[] Token

PKI Encrypted

[ PAN

Transaction
Processing

The Security Division of EMC
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THE PUNCHLINE

+ In The Simplest Of Terms, Using Cloud
May Means Imagining Appllcatlons &

Information Acroll Al
Potential To Be
The Internet...

+ We Often Cage
We Must Engin
Patterns Acros

+ Any “Dumb” Component In The Stack
Compromises The Integrity Of the
Entire Stack...

+ APIs, Intelligence and Automation
EVERYWHERE




The Future Of Security

Content analysis fully integrated
into both productivity and
transaction applications.

thus encryption)

emise, and between
s enforce policies at
, enforced by
encryption/DRM.

Policies and rights transfer and are
maintained between state, phase
and platform changes.
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DEVOPS CHOPS

STILL AN INTEGRATOR’S DILEMMA, BUT
GETTING BETTER EVERY DAY

YOU'RE GOING TO HAVE TO CHANGE
WHAT YOU DO AND WHAT YOU DO IT WITH

EMBRACE AUTOMATION, APIS AND
AGILE

SOLUTIONS ARE DEPLOYABLE TODAY




Mogull

Securosis, L.L.C.

rmogull@securosis.com
http://securosis.com
AlIM: securosis
Skype: rmogull

@rmogull

Hoff

Juniper
choff@packetfi Iter.com
choff@juniper.net

http://www.rationalsurvivability.com/blog
AIM: {How 1980’s!}
Skype: infosecenigma
@Beaker




