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Embedded

= Chips are Everywhere
= Full OS

= Mobile Payments
= Smart Phones
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The Hacks

= NFC

= Android zero shell
= 1Jacking

= Rogue mouse
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Near Field Communications
(NFC)




NFC hijacking

))NFC»)

NFC Is a technology built into modern phones

Active (Phone)/Passive(taq)

Similar to RFID
Active (Phone)/Active(POS)

Visa and Mastercard touch payment systems

A/P used in Europe for donations and other
simple payments

Real world attack that is happening today




NFC

= Explain Donation Poster

= Use Poster to donate

= Hijack Poster

= Steal Donation/Credit Card
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Android Zero Shell




Android Zero Shell

Which App is more Safe?

Kardashian Obsession Kardashian Obsession

Do you want to install this
application?

Do you want to install this
application?

&R TOUr 1ocauon
o based) location, fine

A Network communication

full Internet access

A Phone calls

read phone state and identity

© Hide

® System tools
automatically start at boot

[ Install } \ Cancel Install } ’ Cancel




Android Zero Shell

= Install App

* Introduce Command and Control

= Demo the Zero Shell

= Show App Exploitation to get additional Privs
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1IJacking




IJacking

\
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IJacking

= Show IPad connecting to Wifi
= Use ipad to log into gmaill

= Show exploit on iPad

= Send APT/VNC

= Introduce C&C

= Show Map
= Dump Keychain
= Show Reverse Shell
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Rogue Mouse




ROGUE

Embed a USB hub and Ethernet L
Adapter into mouse.

Embed a miniature ARM computer
with running Linux with DHCP and
HTTPD.

Connect the ARM computer to the
Ethernet Adapter with a crossover
cable.

Control a virtualized LAN targeting
ANY valid IPv4 Network ID via the
ARM computer.




MALWARE

| | QS
User navigates to website hosted /=
somewhere on the spoofed

network.

Trojan mouse hosts malicious
webserver and serves up infected
software updates containing
malware code.

Host computer now infected.
Malware signals mouse to disable
internal interface.




Countermeasures

NFC

Active/Active Is safer (for now)
Android zero shell

Be careful of apps, get only from legitimate sources
IJacking

Keep up to date on patches, be careful where you
connect

Rogue mouse
Block new USB devices, or just don’t plug them in




Apply Slide

= NFC

= Android zero shell
= 1Jacking

= Rogue mouse
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Thank you!
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