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Session Goals & Introduction

Provide insight into the importance of communications in
avoiding/dealing with security incidents

Outline the elements of a successful communications
response to an incident

Share practical guidance for the security professional
related to PR, including working with the
communications team

Action: Take informal poll of attendees on if they have an
Incident response plan in place. Follow up and ask how
many have communications as part of that plan.
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3 Things Every CSO
Must Know About Crisis
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Security Incidents Draw Public Scrutiny
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A Communications Imperative:
Show Your Work
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Challenges with Communications
During an Incident
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Crisis Preparation
Mindset & Conflicting Orientation

EXECUTIVE OFFICERS LEGAL COUNSEL

PUBLIC AFFAIRS DATA SECURITY
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An Approach to Information
Security Communications

Focus on developing a process versus specific “point” solutions
Audit resources available to communicate with stakeholders

Clearly delegate responsibilities and decision making authority

Incident \}
Response Integrate legal, IT, PR and business group activity

Ensure the proper media/social monitoring and listening posts
Include PR early in the process and update regularly

Reputational recovery mandates “looking at the long term”
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An Effective Immediate Response
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Communications Incident Organization

EXECUTIVE LEADERSHIP TEAM

« CEO « VP, Communications

» Business Group Lead and Public Affairs

INCIDENT RESPONSE TEAM e

Communications IT/Security Legal Bés;lcr)]fps i

As needed
Employee Media/Rapid il Investor Public
Comms Response LEADER TBD Relations Affairs

i Commercial Monitoring/ Research/
Digital : :
Comms Analysis Messaging
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Communications Response Framework
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Sample Scenario Overview

@ BRIEF

Company X notices strange activity in its IT
environment but is yet unsure what if any
information was compromised.

Days later hacktivists claim to have stolen
confidential customer data and post it on
the Internet and spread via social media
channels .

There is immediate media attention and
inquiries, as well as calls from regulatory
bodies about the hacktavists’ claims.

Customers

Employees

Law enforcement

State and federal regulators

» Edelman

o APPROACH

Immediately issue holding statement acknowledging the incident,
that it's under investigation and detail on the scope of information
lost (if known).

Work with legal to determine formal notification requirements .

Inform consumers about incident, safeguards and actions to
mitigate any fraud.

. Formal letter and e-mail
. Set up a phone/email contact hotline for consumers

Provide additional information through appropriate channels
reiterating commitment to customer protection, the type of
information lost and steps being taken.

Consider targeted media engagement with senior executive once
issue is contained.

Refrain from direct engagement with hacktivists.

Executive Q&A

Media and social monitoring

Landing page with additional information
Long-term reputation planning
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Case Study:
Sony PlayStation 2.0

PROMPT NOTICE VIABLOG
| p PlayStation
R _

MORE NEUTRAL COVERAGE
threat e
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The Kaspersky Lab Security News Service

k °
PlayStation.Blog ‘\-

PS.Blog. Share

Apple | Cloud Compliance Critical Infrastructure Cryptography Government Hacks

Microsoft | Mobile Security | SMB | Social Engineering | Virtualization | Vulnerabilities |

An Important Message From Sony’s Chief o — Today's Mog

1 u Information Security Officer Sony Detects Suspicious Behavior, Locks . m“’::’m
+Posted by Philip Reitinger // SVP & Chief Information Security Officer, Sony Group 93,000 Online Accounts * mﬁ;

by Brian Donchue ,n.\;\ ,. o Mtk 2 -~ « Phony Tempie R

[=] Plays On Ancrok

+ pitythefool852 on October 11th, 2011 at 9:08 pm said: ‘ T

Sony locked the accounts of some 93,000 individuals on the Playstation Network (PSN), the

: o Mo
Best Sony security response ever. unnamed scurce.

The attack affected less than one tenth of a percent of PSN, SEN, and SOE user bases
combined, and the majority of log-in attempts falled. However, the 93,000 accounts that Sony ended up locking

+ KazeEternal on October 11th, 2011 at 7:15 pm said: out were ne company saia 9o @ siatament put out by Seny's CISO, Pt Resinger.

only a small fraction of the 83,000 compromised accounts showed activity before being locked

Reitinger's statement claims that the usemame-password data-set tested against the networks must have

Thank you for the update. Please keep up the good work. R S s T SEC
with some other compromised source. I
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Case Study: RSA
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Guidance for the
Security Professional
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Benefits of an Integrated Response
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Good Communications
Can Help Prevent an Incident
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How to Apply What You Learned Today

In the first three months following this presentation
you should:

Speak with your communications/PR team to evaluate existing
security incident response plans

|dentify a team of key stakeholders from legal, IT and

communication and develop clear roles/lines of authority ahead
of an incident

Establish or re-evaluate a communications response framework
as part of a holistic incident response plan

Within six months you should:

Develop scenario overviews and communications strategies for
most likely security incidents

Test communication response function with crisis drills
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Questions?
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WEB:
www.edelman.com

TWITTER:
EdelmanDSP

BLOG:
www.EdelmanDSP.com

CONTACTS:
Harlan Loeb
harlan.loeb@edelman.com
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www.edelman.com/expertise/practices/data security & privacy
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