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Zappos, Amazon Sued Over
Data Breach

Lawsuit against shoe retailer alleges security negligence,
seeks millions in compensatory and exemplary damages

Jan 23,2012 08:12 PM | 0 Comments

By Tim Wilson

Dark Reading

Shoe retailer Zappos.com and its parent company, Amazon.com, are
being sued for exposing customer data in a breach affecting some 24
million customers.

According to an Associated Press report on the lawsuit against Zappos, a
Texas woman has taken the lead in the Kentucky lawsuit, alleging that
she and millions of other customers were harmed by the release of
personal account information.
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Prices of Assets and Services In The New Market

2010 2009 2010
1l Credit card information 22% 19% $0.30-$100
2 2 Bank account credentials 16% 19%  $10-$900
3 3 Email accounts 10% 7% $1-%$18
4 3 Attack tools 7% 2% $5-$650
5 4 Email addresses 5% 7% $1/MB-$20/MB
6 7 Credit card dumps 5% 5% $0.50-$120
7 6 Full identities 5% 5% $0.50-%$20
8 4 Scam hosting 4% 2%  $10-$150
9 5 Shell scripts 4% 6% $2-%7
10 9 Cash-out services 3% 4% $200-$500 or
50%-70% of total value
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Specialization of Skills and Professionalization

Recon: Know your Targets
ncursion:  Gain Access

Discovery: Create a Map to the Asset
Capture: Take Control of the Asset
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—xdilrate: Steal or Destroy Asset
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Actors Brought Together by Market Forces
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The Transition From Individual Actors to A
Systemic Market Driven Adversary
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Fundamental Shifts Adding to Business Risk
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Additional Access and Delivery Models Creates
New Security Challenges

49.5% Cloud/SaaS Based
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A New Defense In Depth:

Infrastructure Independent and Adversary Focused
Required Capability

ity awareness, counter intelligencx

_ - ou ment of controls according to risk policy
2. Incursion an tion)
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4. Capture
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Required Shifts To Drive Success In The New
Model

ISK | INFORMATION PEOPLE

Risk defined by Policy on the Authenticated

business relevant information access

FEHIAE Business access and Monitor for normal

Contextual Security flexibility behavior

Intelligence Extend past Systematically

Prioritized Actions enterprise define ownership
boundaries and rights
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Accenture Overview

Who is Accenture?

» A global management consulting, technology services and
outsourcing company.

» Combining unparalleled experience, comprehensive capabilities
across all industries and business functions and extensive research
on the world’s most successful companies, Accenture collaborates
with clients to help them become high performance businesses and
governments

_[ )
)
* Net I?evenues: US$25.5 billion for fiscal 2011 (12 months ended Aug. 31,
2011
 Exchange/Ticker: NYSE / ACN
* Index Memberships: S&P 500, Russell 1000® Index, Fortune Global 500
 Employees: More than 244,000

» Global Reach: Offices and operations in more than 200 cities in 54 countries

* Geographic Regions: Americas, Asia Pacific , Europe / Middle East / Africa
(EMEA)
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The Accenture Global Delivery Network

Newcastle A2 S Dalian @
Netherlands (2)
Busan @
® Wi,
® Cayuse (Pendleton) @ Montreal rondgis Sl .L.odzarsaw
Toronto & Heidelberg® O o i © Chengdu @ Shanghai
Chicago & oMurray Hill | Nantes® s
Cincinati ® Wilmington © Bucharest Guangzhou ®
Pittsburgh ; ®
Atlanta ® 9 @ Spain (7) Italy (5)
Manil
San Antonio @ o Houston L
@ Tampa © Cebu
Monterrey ® e O Delhi
e Casablanca
Mexico City @ Mumbai Kolkata ®
Pune
® © Hyderabad
Bangalore @© Chennai
® Brazil (4) @ Mauritius (2)

® South Africa (1)
@ Argentina (3)

O BPO Delivery Center Locations are not exhaustive.
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Accenture - Unigue Challenges

» Different Modes of Work

» Device Explosion
» Highly Mobile

EQUIREMENTS

 Industry
e Geography

| |
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How to Apply What You Have Learned Today

= In the first three months following this presentation
you should:

= Develop a plan to identify your organizations sensitive
Information

= Evaluate readiness across each capability
= Prepare a breach response plan

= Within six months you should:
= Build a capability development plan
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Thank You!

Art Gilliland
Art_Gilliland@symantec.com
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