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Prices of Assets and Services In The New Market
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Specialization of Skills and Professionalization

1. Recon: Know your Targets
2. Incursion: Gain Access
3. Discovery: Create a Map to the Asset
4. Capture: Take Control of the Asset
5. Exfiltrate: Steal or Destroy Asset
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Actors Brought Together by Market Forces
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The Transition From Individual Actors to A 
Systemic Market Driven Adversary
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Fundamental Shifts Adding to Business Risk
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999

Actively monitor infrastructure, information and users

Control  unusual internal movement and access of 
sensitive data

Continuous enforcement of controls according to risk policy 
(mgmt and protection)

Defined response plan, forensics, damage mitigation 
strategy and information recovery

A New Defense in Depth: 
Infrastructure Independent and Adversary Focused

Strong security awareness, counter intelligence

Required Capability

1. Recon

2. Incursion

3. Discovery

4. Capture

5. Exfiltrate

9



Required Shifts To Drive Success In The New 
Model

1
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10



Accenture Overview
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• A global management consulting, technology services and 
outsourcing company. 

• Combining unparalleled experience, comprehensive capabilities 
across all industries and business functions and extensive research 
on the world’s most successful companies, Accenture collaborates 
with clients to help them become high performance businesses and 
governments 

Who is Accenture?

• Net Revenues: US$25.5 billion for fiscal 2011 (12 months ended Aug. 31, 
2011)

• Exchange/Ticker: NYSE / ACN
• Index Memberships: S&P 500, Russell 1000® Index, Fortune Global 500
• Employees: More than 244,000
• Global Reach: Offices and operations in more than 200 cities in 54 countries
• Geographic Regions: Americas, Asia Pacific , Europe / Middle East / Africa 

(EMEA) 

Quick Facts



The Accenture Global Delivery Network
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Accenture – Unique Challenges
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INFORMATION CENTRIC BUSINESS

LARGE DIVERSE GLOBAL WORKFORCE

• Different Modes of Work
• Device Explosion
• Highly Mobile

DIVERSE SECURITY REQUIREMENTS

• Industry
• Geography

RAPIDLY EVOLVING



How to Apply What You Have Learned Today

In the first three months following this presentation 
you should:

Develop a plan to identify your organizations sensitive 
information
Evaluate readiness across each capability
Prepare a breach response plan

Within six months you should:
Build a capability development plan
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Thank You!

Art Gilliland
Art_Gilliland@symantec.com


