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SQL Injection

www.somesite.com/somepage.php?id=1 UNION SELECT 1,2,3…

SQL injection

User:password:last_ip:email:xxxx
User:password:last_ip:email:xxxx
User:password:last_ip:email:xxxx
User:password:last_ip:email:xxxx
User:password:last_ip:email:xxxx
User:password:last_ip:email:xxxx



Attack Evolution Cycle
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Value Horizon



By the time all the surfaces in a given technology 
are hardened, the technology is obsolete

Value Horizon

Web Browsers

Continuous Area of Attack

Mobile Apps

Continuous area of attack

What’s next?



Security is a human problem

bit.ly ?  You can’t even tell what 
you are clicking on…



Boobytrapped Documents

• Single most effective focused attack today
• Human crafts text



Social Networking Space

Injected 
Java‐script

• Used heavily for large scale infections
• Social network targeting is possible

Social Networking Attack (I)



Social Networking Space

Social Network Attack (II)

Compromised
Credential





Resiliency post intrusion

GAP

APT Attack Progression
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Defense Solutions
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High detection 
potential

Cost to remediate



Internal Network Exploitation
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*Source for graph: Verizon Data Breach Report 2010

Average length of time before Shady RAT was discovered: 8 ½ months

Length of time from “Compromise to Discovery” in 2010*

Also..





Attack vectors and strategies (TTP’s)

Extensive use of hash cracking, rainbow tables
PTH toolkit and friends

Entrenchment strategy
Multiple backup plans, backup CNC protocol & 
servers both

Avoidance of packing, rootkits, etc.
Staging data for exfil

Watch out for 3-day weekends



Hacker’s 
control server

Hacker collects intellectual property

Phase 4: Information theft

A.

B.
Hacker downloads stolen data

Files.part1.rar
Files.part2.rar
Files.part3.rar
Files.part4.rar
Files.part5.rar
Etc…



Backdoor connects to 
compromised web server

Web server that 
has been 

compromised by 
hacker

Backdoor downloads base64 
encoded file containing instructions

Command and Control

A.

B.

D.

C.

HTML to make this look like a 404 error page.





Signatures

Intelligence Value Window
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Protocol Install

Hooks

Algorithms
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Minutes    Hours      Days        Weeks       Months                       Years

Developer 
Toolmarks

NIDS sans
address

Where we focus



Intelligence-driven security

Adverse Event

Compromise 
Detected

Reimage Machine Get Threat Intel

Inoculate

Update NIDS

More 
Compromise

Scan Hosts

Intelligent Perimeter

Host Analysis

Event Timeline

Malware Strings

IP, DNS, URL

Registry Scan
NTFS Scan

Memory Scan

Update 
Blacklists

Update AV 
vendor



Searching for Indicators

Files.part1.rar
Files.part2.rar
Files.part3.rar
Files.part4.rar
Files.part5.rar
Etc…



Searching for Indicators



Searching for Indicators



Apply

Use your threat intelligence
You need endpoint visibility
The perimeter is vanishing
Security is a counter intelligence problem, not a 
technology

Security will not be provided solely by blinking 
appliances in the rack



HBGary Active Defense dramatically reduced the 
time between network intrusion and discovery.

- U.S. Government Contractor

We can't live without it. Active Defense is saving us 
major money.

- Top 10 Financial Institution

Digital DNA is a game changer.
- Big Consulting Company

Responder with Digital DNA is definitely a need-to-
have item in our toolbox. 

- VP eCrime Unit, Fortune 50 Bank


