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How do they get in?

Software
Exploitation

Privilege
Exploitation

Human
Exploitation
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SQL Injection

( www.somesite.com/somepage.php?id=1 UNION SELECT 1,2,3... )

SQL injection

-

password: last_ip:email:
User:password: last_ip:email:
User:password: last_ip:email:
User:password: last_ip:email:
User:password: last_ip:email:
User:password: last_ip:emaill - xxxx
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Attack Evolution Cycle

A vulnerability in a Attackers exploit Vendor secures Attalckerzlcljlilscoyer Attaczﬁ(rjsnceevise to
product is found the product the product vuinerablities in e
other, similar vulnerabilities
software

Focus on a new
target area

Attackers maximize coverage of
available products

Attackers explore new attack classes
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Value Horizon
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Continuous Area of Attack

By the time all the surfaces in a given technology
are hardened, the technology is obsolete

Value Horizon

~ \
~ \./

Mobile Apps What’s next?

Web Browsers
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Security Is a human problem
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passandation Via @getschoans Nominate a student
or teacher amazing at math for a chance go to NYC to
| ring the NYSE bell: hitp://bit ly/SSsns

S 10|<e fl
Wy dev: h
stioning Verizon CEO's recent spectrum
(OB comments, noting their longstanding support. CoS Edward
P Lazarus hitp.//bitly/be

— T

._. (@futs

Phone OS 4 keynote video now online
# hitp:/techme.r

bit.ly ? You can’t even tell what
you are clicking on...
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Boobytrapped Documents

0

« Single most effective focused attack today
« Human crafts text
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Social Networking Attack (1)

ace

Injected
Java-script

|

« Used heavily for large scale infections
« Social network targeting is possible
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Social Network Attack (lI)

Compromised
Credential
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Resiliency post intrusion

APT Attack Progression

> Prepare >> Infect >> Interact >> Exploit >

Reconnaissance Delivery Command and Control

N . Escalation & Lateral
Weaponization Detonation

Cost to remediate —

Defense Solutions

High detection
potential

Attacker’s exposure

Cost to attacker

RSACONFERENCE2012




Internal Network Exploitation

Minutes Hours Days Weeks Months Years

Compromise to Discovery .

5% 6% 22% 24% 37% 7%

Length of time from “Compromise to Discovery” in 2010*

Also..
Average length of time before Shady RAT was discovered: 8 %2 months

*Source for graph: Verizon Data Breach Report 2010
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Jcalcs.exe

" Clientl.exe
1 Client2.exe
—Jcmd.exe
“Jcmdl.exe
—Jdialupass.exe
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—Ifgdump.exe
“Ifind.exe
Ifirefoxs.exe
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—Fscan.exe

] FtpServer.exe
_Jget.exe

—J gethashes.exe
—Jgsecdump.exe
I htran.exe
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Attack vectors and strategies (TTP’s)

Extensive use of hash cracking, rainbow tables

PTH toolkit and friends
Entrenchment strategy

Multiple backup plans, backup CNC protocol &
servers both

Avoidance of packing, rootkits, etc.

Staging data for exfil
Watch out for 3-day weekends
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Hacker collects intellectual property

Hacker downloads stolen data

N2

Hacker’s

ycontrol server

Phase 4: Information theft

Files.partl.rar
Files.part2.rar
Files.part3.rar
Files.part4.rar
Files.part5.rar
Etc...
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Web server that
Backdoor connects to
A iced b has been
compromised wep server compromised by
hacker
]
Backdoor downloads base64 — C.
encoded file containing instructions
Command and Control
Project Home Downloads  Wiki  Issues Source
Checkout Browse Changes l Search Trunk |
Source path: swn/ trunk
1 <=
begirw0xpc3R1bk1v2GvdDQowdQphTVINT Cnz T CTONC] YLL ] EXMSAYNDYUNTAGNDQZDQPhQ TN Criz 1 CTONC EXN%A X ZULMTILL JE
yoCBUAWL mOmDA@dDA@dDAMTtFMQg\thZVOI\!C]120]USOjA\\OQDbSNSOZXJZWdDQUZNquOQprVd'IY ONCMhOGHAGL:
>X2wdoQpodHRWO T BveHhOYWXOvwWwUEZ2 9vZ2 X 128k 25 57 b2 0w 3ZUL 3Ry chwS rL3FxLmh Ok Tt hv2vivHIhbnNdDooxDopha T ¢
LZ29vZ2 1 LmivhQOKWLByh3 hSXQOKMOOKWONVEMS 1Y 3REDQOXDOPEVXEK YR 1XQOKMOOKWLWZGF OV 1Y 1 ONChOCHAGLY SyIT £ |

>
2 404

HTML to make this look like a 404 error page.
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[ListenMode]

o]

[MServer]

- t443
[BServer]

[(Day]
1,2,3,4,5,6,7
[Start Time]
00:00:00

[End Time]
23:59:00
[Intexval]

3600

[MWeb]
http://8 - - .
[BWeb]

http://
[MWebTrans]

0

[BWebTrans]

£

[FakeDomain]
WWW .

[Proxy]

2 &

[Connect]

z

[Update]

o}

[UpdateWeb]
htcp:// .bmp
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Intelligence Value Window

Lifetime =

Minutes Hours Days Weeks  Months Years

Developer )
Toolmarks )
\
Algorithms
Hooks ]\\

Install

<

Where we focus

IP Address

Checksums
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Intelligence-driven security

"""" N\

Update Update NIDS
Blacklists
Intelligent Perimeter
IP, DNS, URL C Ad Event
More ) . verse Even
Compromise ( Compromise
Scan Hosts , Detected
Registry Scan
NTFS Scan
Memory Scan
Update AV Malware Strings A4
vendor Event Timeline

Host Analysis

Reimage MaAchine)_( Get Threat Intel
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Searching for Indicators

F|Ies.part1.rar Offset 8 1 2 3 4« 5 & 7 B 91011 12 13 14 15 -
Files.part2.rar 000000000 52 61 72 21 1A 07 00 19 74 73 11 00 OD 00 00 00 Rar! zs (4
. : 000000016 00 00 00 00 84 D4 74 C3 90 30 00 A48 77 FC 05 00 10t 0 “wid
i 000000032 00 00 20 02 88 22 79 94 CO 63 A7 3C 14 30 0B 00 1"y1AcS< 0
Files.part3.rar 000000048 20 00 00 00 6D 65 6D 64 75 6D 70 2E 62 69 6E 00 mendunp . bin
Files.partd.rar 000000064 BO E0 85 30 89 99 OB 00 00 8D 64 24 FC 89 0C 24 “aionl dsiin $
) 000000080 8B 4C 24 04 C2 04 00 E4 74 50 S50 8D 0S D8 79 49 1L$ &4 &tPP @yl
Files.part5.rar 000000096 00 8D 80 11 0A 00 00 89 44 24 04 8D 05 74 DC 50 1 IDs  tiiP

000000112 00 8D 80 99 OF 00 00 8D 64 24 FC 89 04 24 8B 44 1 dsil $1D
Etc... 000000128 24 04 C2 04 00 44 CE 8D 64 24 FC 89 3C 24 57 8D $ & JI dsiin<sy

000000144 3D BO 7D 49 00 8D BF 6D 06 00 00 89 7C 24 04 8D ="}I ¢ém s

Query Name: IRAR files Look for: l RawVolume.File _'_l

I BinaryData =~ I contains substring =] IRAR!
I offset < =] |10

capture start l

capture length I

Add Another Field
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Searching for Indicators

BinaryData

Add Another Field

_;] I contains substring ;I Iinfosupports.com

| no offset =~ I

capture start I

capture length I

Query Name: ]RAT backdoor

Look for: l RawVolume.File ~|

I BinaryData

Add Another Field

HB)Gary

Detecting Tomorrow's Threats Today

=~ I contains substring =] |[-] TransmitPort invalid.

I no offset =~ I

capture start I

capture length I
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Searching for Indicators

Query Name: |Suspicious NET usage ‘ Look for: I RawVolume.File ;'

ILastAccessedTime =~ I > =l |s/ssz011

Add Another Field

FileName 2| Icontains =~ ]net.exe|

limit recursion ]

Add Another Field

Query Name: |backdoor reboot Look for: I LiveOS.Reqgistry ;l

IValueData ~| I contains =] |ipringl

limit recursion I

Add Another Field
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Apply

Use your threat intelligence
You need endpoint visibility
The perimeter is vanishing

Security Is a counter intelligence problem, not a
technology

Security will not be provided solely by blinking
appliances in the rack
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HBGary Active Defense dramatically reduced the

time between network intrusion and discovery.
- U.S. Government Contractor

We can't live without it. Active Defense is saving us

major money.
- Top 10 Financial Institution

Digital DNA is a game changer.
- Big Consulting Company

Responder with Digital DNA is definitely a need-to-

have item in our toolbox.
- VP eCrime Unit, Fortune 50 Bank

DEFEATING TOMORROW'S THREAT TODAY y

RSACONFERENCE2012




