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Goal

What Is the definition of Insanity?

“Doing the same thing over and over again and expecting
different results.” Einstein

Is the security industry insane?
Maybe we can start making attackers lives difficult

But, not by doing the same things we have been
doing
Three components:

Annoyance
Attribution
Attack

N
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Case Study: Consent to University Network
Terms

Sysadmin hacks into threatening machine
Gathered evidence used against student using temp/temp
creds
Student’s consent to university terms justifies sysadmin
U.S. v. Heckenkamp

Kevin Poulsen, “Court Okays Counter-Hack of eBay
Hacker's Computer,” Threat Level, April 6, 2007,

http://blog.wired.com/27bstroke6/2007/04/court_okays cou
html

“A federal appeals court just shot down an attempt by confessed superhacker
erome Heckenkamp to overturn his computer crime convictions, which were an
end result of information provided by a university sysadmin who broke into

Heckenkamp' s computer to gather evidence.”

RSACONFERENCE2012 "o
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Case Study: MSFT Court Order -

Bothet
Civil lawsuit 2010

Court issues order to suspend the domains
associated with the Waledac botnet

MSFT takes “other technical measures” to degrade
the botnet

www.goodle.com/buzz/benwright214/PcJTmLbEwit/Cyber-
Defense-Law-Botnet-Computer-Crime-Lawsuit

“Notice that Microsoft is not doing this in the dark. It is working
through our open public court system, so that Microsoft is
transparent and accountable and all can see what is happening

and evaluate it.”
RSACONFERENCE2012 .%o
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Let’s Pretend I’m a Lawyer

I’m advising you to:

DISCUSS
Document
Plan

Consult with others, reveal your plans!

Hiding intentions means you think
what you are doing Is "wrong”

Rule of thumb: Don’t be evil

While it can seem like a lot of fun, It can
get you in big trouble

N
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Okay, Let’s Stop Pretending

Could this get you into trouble?

Possibly. There is still some debate on how to do it
properly

There are a few things we can avoid to keep us
from getting In trouble

Don’t ever put malware where it is publicly accessible

Don’t make it to easy to get to CAUTION

Use warning banners... i

THIS IS SPARTA
RSACONFERENCE2012 "«
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Look at Your Warning Banner

There iIs a lot in there about permission

"here are a number of technologies
that will “check” your system before it
accesses the network

OpenVPN scripts (Like a NAC Check)
Windows 2008 Network Access Protection
IS It possible to use this as a means to

gather some information about an
attacker system?

Put in your warning banner that you
can do what you want!

AN
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Example: Eric Needed a Warning
Banner

What does a kitchen knife, a crutch, and ductape
nave to do with anything?

tis illegal to set up lethal traps for trespassers

However, If you tell them there may be evil things on
your network/property you warned them

"super went to open the door, felt resistance and found the
rigged contraption”-- a big knife duct-taped to a crutch,
which was installed with an elastic cord. The super was not
injured.

Eric Stetz was arrested and

http://gothamist.com/2008/04/06/homemade booby.php

T —
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WARNING: There is a knife duct taped to a
crutch attached to an elastic band. Enter at
your own risk!

Would this have kept Eric Stetz out of
trouble?

- w_a— -
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FREE VASECTOMY

This likely would not have kept Eric
Stetz out of trouble...
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Annoyance

= Stressing out the attackers...
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Annoyance: HoneyPorts

Forces attackers to make a full
connection to avoid spoofing pitfalls

Attackers and testers hate this...

@echo off for /L %%m in (1,1,1) do @for /F
"tokens=3" %%j 1n ("netstat -nao ] find
N''23333M'") do@for /T "tokens=1 delims=:"" %%k In
("%%jJ"") do netsh advfirewall firewall add
rulename="WTF" dir=i1n remoteip=%%k localport=any
protocol=TCP action=block

ORANGE CLOVER

T —
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IM BRINGING SEXY BACK!

Annoyance: HoneyPorts

Works on Linux too of course, same concept
Must have working copy of Netcat on your system

Should be modified to log entries and report back to
enterprise SIEM

[root@linux ~]# while [ 1 ] ; echo "started" ;
do IP="nc -v -1 -p 2222 2>&1 1> /dev/null |
grep from | cut -d[ -f 3 | cut -d] -f 1 ;
iptables -A INPUT -p tcp -s ${IP} -j DROP ;
done

T —
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Infinitely Recursive Directories

Can seriously mess
up an attacker’s day

Can also crash some
services

Possibly Backups
Possibly...

Special thanks to
Mark Baggett

Did we mention he is What Mark Bagget may look like
smart and sexy?

N
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How to do 1t iIn Windows

icrosoft Windows [Uersion 6.1.76001]
pyright <(c)> 2009 Microsoft Corporation. All rights reserved.

:\Users\John>cd \
:\>mkdir \goaway

:\>cd goaway

:\g:away)nklink /D dirl c:\goaway\
ymbolic link created for dirl <{{===>> c:\goaway\

*“ wma - —

Directory of C:\goaway\dirisdiriNdiri\dirisdiriNdiriNdiriNdirisdiriNdiriNdirisd
iri\diri\iiri\dir NdiriNdirindiriNdirindirisndiriNdirindirindiriNdiriNdirisndirind

iriNdiriNdirisdirl

8/81,2011 0?7:29 AM <DIR> -

8/681,2011 07:29 AM <DIR> e

8/681,2011 07:29 AM <{SYMLINKD> dirl [c:\goaway\]
@ Filed(s> B hytes

Total Files Listed:
A File<(s> B bytes
96 Dirds> 8.044.331.008 bhytes free

C:\goaway>

:\goawvay>mklink /D dir2 c:\goaway\
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Effect?

Directory of C:\goawayndirisdirisdirindirisdirisdirisdirisdirisdirisdirisdirisd
irindirindiriNdirisdiriNdirisdirindiriNdirisdiriNdirisdir2\dir2\dir2\dir2\diriNd

ir2\dir2\dirl

8/01,2011 @7:32 AM <DIR> -

8/81,2011 07:32 AM <DIR> 2o

B8/01,2611 07:29 AM <{SYMLINKD> dirl [c:\goaway\]

8-81,2011 07:32 AM {SYMLINKD> dir2 [c:\goaway\]
@ File(s> B bhytes

Directory of C:\goaway\diriNdiridirindiridirisdirizdirindiriNdirisdiriNdirisd

1 1 1 iriNdiri\diriNdiriNdirindiri\diri\diriNdiri\diriNdiri\dir2\dir2\dir2\dir2\dirind
Ir WIII cOontinue 1orever e

8-01,2011 @7:32 AN <DIR> -
8/01,2011 07:32 AM <DIR> .e
8/01,2011 @7:29 AM <SYMLINKD> dirl [c:\goaway\]

The S is for recurSSSSSive BULZGLL BTG EILIND>  dlsd [oiNsoauasn]

Directory of C:Ngoaway\diriNdirisdirinNdiriNdiriNdiriNdirisdiriNdiriNdiriSdirisd

= irisdirisdirindirisdirisdirisdiriNdiriNdiriNdiriNdiriNdir2\dir2\dir2\dier2N\diriNd
Hello Ed Skoudis EOSEAILACC:
0/01,2011 0?:32 AM <DIR> .
8-01,2011 @?7:32 AM <DIR> o
8,81,2011 @7:29 AM {SYMLINKD> dirl [c:\goaway\]

Metrepreter will continue for e st miie g ENEE

Directory of C:\goaway\dirindiridirindiridirindirizdirizdiriNdirindiriNdirisd
eve r n-%tgn-é\dn-é\dn- NdiriNdirisdirisdiriNdiriNdiriNdirindir2\dir2\dir2\dir2\dirind
i ir ir

8/01,2011 07:32 AM <DIR> .
8,/01,2011 ©7:32 AN <DIR> .-
8,81,2011 07:29 AM <{SYMLINKD> dirl [c:\goaway\]

Or until you Kill it on the victim ~ feeiees e, S g femam

Directo\i of C:\goawayN\dirisdirindiriNdirisdiriNdirisdirisdirisdirisdiriNdirisd
irisdirindirindirisndirisdiriSdirisdiriNdirisndiriNdiriSdir2\dir2\dir2\dir2N\diriNd

Whichever comes first HENHENHONEN

8,01,2011 07:32 AM <DIR> o
8,81,2011 07:32 AM <DIR>

. . . . 8-01,2011 07:29 AM  <SYMLINKD)> dirl [c:\goaway\l
Ven | e SeSS|On |S | e @/01,2011 @7:32 AM  <SYMLINKD> dir2 [c:vgoawayn]
@ File<s) @ hytes
Directory of C:\goawaydirisdiridirindirildiriNdirindirisdirdSdirisdiriNdirind

iriNdirindirindirindirindiriNdiriNdiriNdiriNdirindirindie2\dir2\dir2\dir2\dirid
ir2\dir2\dir2\dir2

. 8/81,2011 @7:32 AM <DIR> o
08-01,2811 07:32 AM lR) 2o
an n O I n 8-81,2011 @7:29 AM NKD> dirl [c:\goaway\l]
8/01,2011 ©7:32 AN <S?HL]NRD> dir2 [c:\goaway\]
B Filed(s> B hytes

Directory of C:\goawayh\diriNdiridirindiridirisdirizdirisdiriNdirisndiriNdirisd
irindiriNdiriNdiriNdirindirisdiriNdiriNdiriNdiriNdirisdir2\dir2\dir2\dir2\dir2

8,81,2811 @7:32 AM <DIR> -
8-01,2011 07:32 AM <DIR> 20
8/01,2011 07:29 AN <SYMLINKD> dirl [c:\goaway\]

Total Files Listed:
B File(s) B bhytes
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Annoyance: Setting Traps

THIS LOOKS LIKE A TRAP

I CAN TELL FROM SEEING
QUITE A FEW TRAPS IN MY TIME

N
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SpiderTrap & WebLabyrinth

Spidertrap: Small Python script to trap web spiders

Ben Jackson created a PHP version called
WebLabyrinth

It is PHP so you can load it in your web
Infrastructure

Has a number of cool features

Gently tells Googlebot to go away
Random HTTP codes

*NEW* Database support

*NEW* Alerting with IDS-style rules

David Bowie Approved

T —
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Keeping It “Real”

root@OCM:/var/www/html/labyrinth

Fle Edit Tabs Help

include_once('config.inc.php');
include_once( 'labyrinth.inc.php');

if(preg_match("/Google/",$ SERVER['HTTP_USER_AGENT'])){

header("HTTP/1.0 404 Not Found");

print "o/~ Whatever you're looking for / Hey! Don't come around here no
more...";

}

#Randomly generate an error just to "Keep it real"
$error_chance = rand(0, 100);

if ($error_chance == 16){

header("HTTP/1.1 404 Not Found");
}elseif ($error_chance == 23){

header("HTTP/1.1 403 Forbidden");
}elseif ($error_chance == 42){

#Included just for the WTF Factor

header("HTTP/1.1 402 Payment Required");

RSACONFERENCE2012
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Wget: Falling into the Trap

File Edit Tabs Help
[root@CM labyrinth]# wget -r http://127.0.0.1/labyrinth|j A

--2011-01-18 09:25:43-- http://127.0.0.1/labyrinth/0DM5MDYyNg/MTk4MzEZOTY
Connecting to 127.0.0.1:80... connected.

HTTP request sent, awalting response... 200 OK

Length: 3448 (3.4K) [text/html]

Saving to: “127.0.0.1/labyrinth/0DM5MDYyNg/MTk4MzEzOTY"

100%[ S == == >] 3, 448 --.-K/s in 0s

2011-01-18 09:25:43 (478 MB/s) - "“127.0.0.1/labyrinth/ODM5MDYyNg/MTk4MzEzOTY" s
aved [3448/3448]

--2011-01-18 09:25:43-- http://127.0.0.1/labyrinth/0DM5MDYyNg/MTEXMTQLNQ
Connecting to 127.0.0.1:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 2983 (2.9K) [text/html]

Saving to: “127.0.0.1/labyrinth/0DM5MDYyNg/MTEXMTQLNQ"

]_0096[ :::::::::::::::=:======:=:========:==>] 2’ 983 --.-K/s in 0Os
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Now for W3AF

[student@OCM ~]$ cd /home/student/tool.s/w3af/] A

[student@oCM w3af]$ ./w3af_gui |}

Profiles Edit = Tools Configuration Help
b | g & C & @ o B W = v
Scan conﬁg‘ g | Re

|

Profiles : [http://localhost/labyrinth | ’ L Start.‘ ‘\T_ﬁj ‘
empty_profile Pfugin Active | |
OWASP _TOP10 .
git h'_h . b audit =
audit_high_ns P bruteforce []
bruteforce b discovery B Perform a fast scan of the ta
m . a few discovery plugins and tt
. P evasion O] lugins
full_audit e
= b grep =
full_audit_manual_disc
= - - P mangle [
sitemap

web_infrastructure
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This iIs Going to Take a While...

w3af - localhost - 0 x
Profiles 1t View Tools Configuration Help
b | (9 & | O [ (@ & & @ = -

Scan config | Log Results;Eproit_

‘Wulnerabilities| & Information & Error ’Q Search‘

[Wed 19 Jan 2011 09:01:22 AM MST] New URL found by webSpider plugin: http://

localhost/labyrinth/ODgyNju2MTQ
[Wed 19 Jan 2011 09:01:22 AM MST] New URL found by webSpider plugin: http://

localhost/labyrinth/ODkwNzYONDM
[Wed 19 Jan 2011 09:01:22 AM MST] New URL found by webSpider plugin: http://

localhost/labyrinth/OTlyMjM5NzM
[Wed 19 Jan 2011 09:01:22 AM MST] New URL found by webSpider plugin: http://

localhost/labyrinth/OTMwNTUzNTk
[Wed 19 Jan 2011 09:01:22 AM MST] New URL found by webSpider plugin: http://

localhost/labyrinth/OTgwNDg4ODA
[Wed 19 Jan 2011 09:01:22 AM MST] New URL found by webSpider plugin: http://

localhost/labyrinth/labyrinth.css

. -/ 0d 00h 00M 5

o o
e bl

ocalhost/labyrinth/MjkwN

'\ S : . ,a‘

bt

Running discovery.webSpider on http:// thod: GET.

DZWST — . .

] 1 | 1 || ||
0.00 11.10 22.42 33.74 45.07 56.39 67.71 79.03 90.35 101.68
013 A0 =0

[s]
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Attribution
Ninja skillz...

| can still see you...

T —
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Word Web-Bugs

Feature built into exploit frameworks for penetration testing
This tactic works great at tracking intellectual property

Not all ways of attribution need to result in shell access
Far less likely to crash a system

Embed this code in a spreadsheet called SSN.xIs and watch how
fast an attacker runs the macros

Callback should go to a closely monitored system

This is like Spy Stuff,
like James Bond...

“Ohhhhhh James...”

T —
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How Does 1t Work?

It simply Inserts a reference to a ¢ss running on
the system, in this case, running Core IMPACT

When the doc is opened it tries to open the URL
Direct connection!

Request received from 192.168.123.156:
ntim.css HTTP/1 .1
- Request time: Wed May 12 06:34:43 2010
- Request headers:
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/4.0;
SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media
Center PC 6.0; MSOffice 12)
Accept-Encoding: gzip, deflate
Host: 192.168.123.159
Connection: Keep-Alive

-—_—
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Attribution: Decloak

From the Metasploit project

More information
http://decloak.net/

Great place to redirect users from
robots.txt

Many attackers and penetration
testers will use proxies and/or Tor
to hide their IP address

Decloak can reveal the real IP

address of the scanner
“This tool demonstrates a system for identifying the real IP address
of a web user, regardless of proxy settings, using a combination of

7

client-side technologies and custom services.,

T —
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Viewing the Data

-

) phpPgAdmin - Mozilla Firefox - 0O x
File Edit View History Bookmarks Tools Help

(Go v & -~ [@ http:/localhost/phpPgAdmin/ v] [e"v 00gle @;,]
€ phpPgAdmin | 4 v
PostgreSQL 8.4.6 running on localhost:5432 — You are logged in as user "postgres”, SQL | History | Find
19th Jan, 2011 11:454M | Logout
E Servers F‘ @phpPgAdrnln: G Postgre SQL *: [j postgres :Opublic :Brequestﬁ -
& [§ PostgreSQL
L — Browse
B[ ] postgres
=@ Schemas cid type  eip iip dip stamp
: @ public 0f4c19b42fe1d463cd55afGae 7f4b  socket127.001  00.00 127001  2011-01-19 11:04:55.201471
. @ EaltrextSearch 0f4c139b42fe1d463cdS5afl@ae 7f4b  http 127.001 0000 127001  201101-19 11:04:59.98514
® 0f4c1Pb42fe1d463cd55af@ae 7f4b  http 127.001  00.00 127001  2011-01-19 11:05:00.01617

0f4c139b42fe1d463cdS5aflBae 7f4b  java 127001 127001 127001  2011-01-19 11:05:00.179614
0f4c139b42fe1d463c9dS5aflBae 7f4b  java 127001 127001 127001  2011.01-19 11:05:00.181448
0f4c139b42fe 1d463c9d55afBae 7f4b  udp 0.0.00 0000 127001  2011-01-19 11:05:00.187064

€a6209b8ba02dbb72dal2bteae5e3f55udp  0.0.0.0 0000 172.16.30.184 2011-01-19 11:05:30.620492
€a6209b8ba02dbb72dal2bbeae 5e3f55udp 0.0.00 0000 172.16.30.184 2011-01-19 11:05:57 623044
1af04d1cc3515b2%ea76aldcB6cdS88  http  172.16.30.1840.0.0.0 172.16.30.184 2011-01-19 11:06:12 294649
1af04d1cc3515b2%0ea76aldcB6cdS88  java 172.16.30.184172.16.30.184172.16.30.184 2011-01-19 11:06:29.535191
1af04d1cc3515b2%0ea76aldcBEcd588 udp 0000 0000 172.16.30.184 2011-01-19 11:06:30.600219
bBcadd0edaae1fec777d9b8f7aca76l http  172.16.30.1840.0.0.0 172.16.30.184 2011-01-19 11:06:46 672053
bBcad900edaaelfec777d9b8f7aca76l socket172.16.30.1840.0.00 172.16.30.184 2011-01-19 11:06:48.533065
bBcad900edaaelfec777d9bBf7aca76l java 172.16.30.184172.16.30.184172.16.30.184 2011-01-19 11:06:48.689308

bbcad00edaaelfec777d9b8f7aca76l udp 0000 00.00 172.16.30.184 2011-01-19 11:06:49.70308

49d5682abec3e b13612263e0139473f7 http  172.16.30.1840.0.0.0 172.16.30.184 2011-01-19 11:10:17 283444
49d5682abec3ebl3612263e0139473f7 java 172.16.30.184172.16.30.184172.16.30.184 2011-01-19 11:10:19.2 78932
49d5682abec3e bl36122632013%473f7 udp 0000 0000 172.16.30.184 2011-01-19 11:10:20.295113

Obbf01194801032fdd82ba34cdeclf2  http 172.16.30.1840.0.0.0 172.16.30.184 2011-01-19 11:45:31 647876
Obbf0119e4801032fdd82ba34cdeclf2  java 172.16.30.184172.16.30.184172.16.30.184 2011-01-19 11:45:32 03644
Obbf0119e4801032fdd82ba34cdeclf2  udp 0000 00.00 172.16.30.184 2011-01-19 11:45:33.051065

21 row(s) v

http:/localhost/phpPgAdmin/display.php?server=localhost:5432:allow&database=postgres&schema=public&... &
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To Norway!!

(') Google Bookmark

4| This page has been translated from | Norwegi... + | to | English % | | Show original |

SKATTELISTERG®

PEOPLE F.eks: Ola Nordmann Oslo ' Search

Click here for advanced search

SEE CHARTS | zip: I R | vear of birth: I K] | county: View

Original Text:
Sek

Show alternative trans

AKERSHUS
Asker Enebakk Hurdal Nesodden Skedsmo Vestby
Aurskog-Heland Bold Lerenskog Nittedal Ski As
Baerum Frogn Nannestad Oppegard Serum
Eidsvold Gierdrum Nes Raelingen Ullensaker
AUST-AGDER
Arendal Evie and Hornes lveland Valle
Rirkirlbara Ernland | ilacand VanArchai
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Where Would You Go?

® 00 y, [M1Gmail - Norway tax informa  »  E&@Search in tax lists - Tax 20¢ &a2 skattelister.no/robots.txt X \

C () skattelister.no/robots.txt

@ Google Bookmark

User-agent: *
Disallow: /admin
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You Don’t Think?

7

e OO  M1Gmail - Norway tax informa >  &&2Search in tax lists - Tax 20¢ | Eamskattelister Admin x W)

= C () skattelister.no/admin/

@ Google Bookmark

Username: Admin

Password: eeeee

. Logg inn |
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What the .... Is that?

8 OO0 - M Gmail - Norway tax informa = " Ez@Search in tax lists - Tax 20( 5ad Skattelis

o

~— C () skattelister.no/admin/index.php?login=true

@ Google Bookmark

Trodde du virkelig det skulle vare si enkelt?

AN
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Never Going You Give You Up!

€ C  ® www.dailymotion.com/video/xsdji_rick-astley-never-gonna-give-you-up_music
(") Google Bookmark
~ .
DO [lym ot,on Videos Categories Community Contests
R Search
) music videos rick astley - never gonna give you up

Rick Astley - Never Gonna Give You Up
. By trashfan « Subscribe 478,1 1 views
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Attack

Gopher is an old protocol too...

RSACONFERENCE2012
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Attack: Java Payload

If we can get an attacker to load a Java payload, why
not give them something interesting, like a Metaploit

payload?

Java payloads are awesome for penetration testers,
no vulnerabillities required!

They can also be useful for attackers...

RSACONFERENCE2012 — -
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Evil Java Application

Embed a malicious Java Application in a non-
production web server

Usually in a directory that is noindex and/or nofollow In
robots.txt

The attacker/victim will get a pop-up asking if they
want to open the Java application

They will, attackers tend to be very curious
The payload can be flexible (Shell, Rootkit, VNC)

You can automatically run enumeration scripts when
the attacker/victim runs the application

T —
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Browsing to Your Site

/2 Java Required - Windows Internet Explorer = |ﬂ|£|
6@ @ |@] http://10.10.75.4/ =l & 4| X | | sing L~

g Favorkes |95 @] Suggested Stes » @& | Web Slice Gallery

& Java Required | | ~ ) - 0 o - Page~ Safety~ Tooks+ @~

Search the website

Java Required! | Search l

Home Services About Help Links

Welcome to the website, you must hava Java in order to wiew this page properly. Ensure that the Microsoft signed Java box that pops up is accepted to load the

site content, Warning - Security X|

The application's digital signature cannot be verified. 0

Do you want to run the application? nt." EVE ryone Clicks “ Run ”

Name: Java

Publisher: Microsoft take a few moments.
Frore hitp://10.10.75.4 1on and will provide you with necessary
C Thic «
Welcome to the sitel This ¢ [~ Blways trust content From this publisher.: s and the page will load.

roperly. i . ) .
propeiy Itii'o'm Microsoft in order to wiew our site

Run || Cancel I |

E ' J The digital signature cannot be verified by a trusted source. Only

R e ication. More Information...

Vornr vmniot Reot alicls "Ran" Farv tha cianad Tarra e avmnanant feaem Wliceanaft in avdare A mnarmr ane ada enecanchiallee Tarra de a rrall factad and Adneker nead cavmeanant —I

[Done - | [ [ [ 3 | mntemet | Protected Mode: On Va~ [®i00% -




Not Pretty.. But it Works

root@OCM:/opt/set

File Edit Tabs Help

0.19:45762) at Mon Jan 24 10:01:57 -0700 2011 A
[*] Session ID 23 (172.16.30.213:8081l -> 172.16.30.19:45762) proces
sing AutoRunScript 'migrate -f'

[-] Error: Command shell sessions do not support migration

[*] Sending stage (36 bytes) to 172.16.30.19

[*] Command shell session 24 opened (172.16.30.213:808l -> 172.16.3
0.19:45764) at Mon Jan 24 10:01:57 -0700 2011

[*] Session ID 24 (172.16.30.213:8081l -> 172.16.30.19:45764) proces
sing AutoRunScript 'migrate -f'

[-] Error: Command shell sessions do not support migration

[*] Command shell session 25 opened (172.16.30.213:808l -> 172.16.3
0.19:45766) at Mon Jan 24 10:01:57 -0700 2011

[*] Session ID 25 (172.16.30.213:8081 -> 172.16.30.19:45766) proces
sing AutoRunScript 'migrate -f'

[-] Error: Command shell sessions do not support migration

[*] Command shell session 26 opened (172.16.30.213:808l -> 172.16.3
0.19:45768) at Mon Jan 24 10:01:57 -0700 2011

[*] Session ID 26 (172.16.30.213:8081 -> 172.16.30.19:45768) proces
sing AutoRunScript 'migrate -f'

[-] Error: Command shell sessions do not support migration

msf exploit(handler) > sessions -i 1fj %
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Precautions and Usage

Put this on the inside of the network
Careful an attacker doesn'‘t redirect your users

Make sure no one can take over your Metasploit
Instance

Don’t have to do any thing with the shell

You can autorun certain non-damaging commands
ping your system B
Think “security checks”

AN
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Listen

http://pauldotcom.com/radio (24/7)

Podcast in iITunes (audio/video)

Watch

Live! http://pauldotcom.com/live

“TV” http://pauldotcom.blip.tv
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