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< ¢ Introducing Lulz Security: http:/lulzsecurity.com/
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DDoS

Offline for
about 45 minutes
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?, LulzSec
\r’”r Our site is back up after pathetic enemy hitp cannonfire. If it's not up
4\ for you, then your VOLUME IS NOT INCREASED BY 100%.
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LulzSec
eastdakota We love CloudFlare, Mr. CEO of CloudFlare. Can we
have a free premium membership in return for rum?
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% LulzSec
\"ﬁr 50 Days of Lulz statement: pastebin.com/1znEGmHa | Torrent:
= thepiratebay.org/torrent/649552. .. Thank you, gentlemen. #LulzSec
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Behind the Scenes

for those 2) days
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“l was recently approached by a Defcon speaker to give a talk at the upcoming conference
on the attacks CloudFlare witnessed directed at the LulzSecurity.com website.To properly
cover the matter, there are some pieces of information that | would like to include that may

be covered by our privacy policy.As such, | am seeking your permission before responding
to Defcon.”

— Matthew Prince
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“You have my permission.”

— Jack Sparrow

July 19, 2011
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Analytics

lulzsecurity.com v Jun 1 - Jul 31

Jun 22,2011 - Jul 5, 2011
Regular Traffic: 7,760,156 pageviews ]
(93% of 8,337,209 total pageviews)

Regular Traffic @ Craw

Page views

18,318,204 Page views

1,364,817 from threats 41,603 Unique threats
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Thursday, June 16, 2011
Threats: 21.7 GB
(100% of 21.7 GB total)
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'There is an unequal amount of good and bad in most things. '
The trick is ta wogk out the ratic and act accordingly.

_=) Lulzsec's CloudFlare Configuration
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ItCOIn z "All too often arrogance accompanies strength, and we must never assume that justice is on the side of

Accepted. (only after you read this) 8 the strong. The use of power must always be accompanied by moral choice.” — Theodore Bikel
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' As most of us are aware Lulzsec’s webserver ( )-is protected by Coudflare, and as such when you
JESTER'S RECENT ANTICS

do a WHOIS the IP you see 199.27.134.62 as the endpoint, which is assigned by CoudFlare, and not the actual IP of

mwm > the server. On a side note: I am sure BTW that CloudFlare are enjoy / city and advertising
S I ar BTW that CloudFlare are enjoying the free yet dubious publicity and advertising
Patrick Barnes." Yes Iwas 5y 9
mmmm 50 ! g they gamer from Lulzsec using them to hide behind.
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www. lulzsecurity. com: 204. 197. 240. 133
lulzsecurity.com: 111.90. 199. 55
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Hosts

®( different hosts over 2% days
® Original in Montreal, Canada

® Briefly in Malaysia

(111.90. 139.55)

® Several US-based hosts,
including one that specializes
in DDoS mitigation

@ Ultimately German hosting
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Helo, pood day. and how are vou? Splendid' We're LulrSec, a small team of kilry mndiniduals
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"The World's Leaders in High-Quality Entertainment at Your Expense”

B = LULZSECURITY @LULZSE®C
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Attacks Ve Saw

® Surprise: Actually quieter than

a typical % week period for
DDoS

® Some Layer’( attacks that were
harmless

e Usual annoying Layer3/4 DDoS
attacks that we mitigated
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Annoying Attacks

® Significant bandwidth hitting
SJC

® Google ACK reflection

® Clever IP scan and attack on
our router interfaces
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LulzSec
7y Minecraft servers 100% down, website is up. You can watch their
+ trailer video and everything! :D #TitanicTakeoverTuesday

Thursday, June
Threats: 21.7 GB
(100% of 21.7
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B Threats 4 Ale LulzSec
Tango down - cia.gov - for the lulz.
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@eastdakota

www. cloudflare. com
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