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Common Perception of Risk Management

Right Now

Partly Cloudy

34°F
Feels Like: 29°
Get FREE weather on your desktop

Past 24-hr
Precip: 0in
Snow: 0in

Wind:
From NwY at Smph

Through 3pm: Partly cloudy with
temperatures rising towards the low
40s. Winds Nw at10to 15 mph.

Next 36 Hours

Today

Partly Cloudy

43°

High

Chance of Rain:

Wind
NNW at 8 mph

Some clouds this
maorning will give
way to generally
sunny skies for the
afternoon. High
43F. Winds NNW
at5to 10 mph.

Tonight
Clear

20°

Low

Chance of Snow
0%

Wind:
NNE at 4 mph

Mainly clear. Low
around 20F. Winds
light and variable.

Tomorrow

Sunny

42°

High

Chance of Rain:

0%

Wind:
ENE at 3 mph

Amainly sunny
sky. High 42F.
Winds light and
variahle.

RS

Lacy Atkins / The Chronicle
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Program Goals

Empower Business Units to Identify &
Remediate Risks

Help Prioritize Remediation Tasks

Educate the Organization Regarding Real
Threats & Weaknesses

Increase Visibility and Capability to Track Risks

Improve the Consistency of Risk Assessment
Approaches

-

RSACONFERENCE2012 — -




Program Goals

Empower Business Units (o ldentify &
Remediate Risks

Help Prioritize Remediation Tasks

Educate the Organization Regarding Real
Threats & Weaknesses

Increase Visibility and Capability to Track Risks

Improve the Consistency of Risk Assessment
Approaches

RSACONFERENCE2012

-

- -




Policy Exc

Acceptance

Mitigation P
Tracking Pr

Risk Reportil

Certificatior
Security S

Phase 2 - Risf Phase 3 - Risk Monitoring

Risk Register / Inventory
Re-Assessment Schedule
Security Event Monitoring

ncident Response & Tracking
ndependent Audit Program
Key Risk Indicators Reporting

Risk Training & Awareness
Program

- &
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Resource Profiling

|dentify critical assets

Rate their importance or

Impact to the
organization, and relative

to each other

Start with a basic scale
(L, M, H)

Application, System, or
Environment

i file
ity Risk Prot - of
sec\ma‘;e select which grc:gjs >0
"\ .P'e'dua\s have access

indivi 2

i res
informatiot e 1 ployees

Q External Clients

partners
Outsourcers

ulators _
FC{%ecg/emment AgenC\es
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Looking at the Internal Gaps

Starting Point 2 Weeks
—_— 2. Questionnaire —_— 3. Generate Findings
Set the assessment schedule Security distributes the Review answers, generate
with Security Team questionnaire to be completed findings, and initial rating
(Business Owner) (Primary Contact) (Information Security Team)

t |

Information Security

(SRS RiskRoview e o

Workflow

Approval of an exception, mitigation Create a task for each qualification
plan, or fixing issue For an application, infrastructure, question or follow up
(Security & Business Owner) facility, business unit, or vendor (Information Security Team)

2 Weeks
1 Week
- P — 6. Final Rating — 5. Qualify Findings

Decide how to address any remaining Final risk, filter lower risks, identify Complete each task to qualify

risks, and establish plan and/or request any systemic issues the risk and answer follow ups
' exception (Information Security Team) (Primary Contact)
(Security & Business Owner)

RSACONFERENCE2012
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Not an Audit S

= E-Commerce site
= Current Password Lockout

Policy:

= 3 attempts before lockout e : :

= Unlock requires I v remem—
administrator — |

= Proposed change:

= 5 attempts before lockout
= Automatic unlock after 15 minutes

-
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Going External

Security Risk Profile
Architectural Review

Questionnaire

Common Format
Tallored by Risk Profile

Linked to Internal
Policies/Standards

On-Site Review

Example: FedRAMP
Security Controls list

Reference SIG at: www.sharedassessments.org RSACONFERENCE2012

Reference FedRAMP at: www.fedramp.gov



Vendor Review Schedule Example

Risks Discovered in Last

Low: 7

Risk Last Next
Vendor/Service . Assessment Assessment Assessment
Sensitivity
Date (400 Questions) Date
Critical: 0
SIG Detailed | High: 0 SIG Level 2
VendorA High
11/23/2010 Moderate: 15 12/01/2012
Low: 4
Critical: 1
SIG Detailed | High: 5 SIG Detailed
VendorB High
2/17/2010 Moderate: 43 03/01/2011
Low: 12
Critical: 0
SIG Level 1 High: 11 SIG Level 1
VendorC Moderate
8/11/2009 Moderate: 61 09/01/2011

RSACONFERENCE2012




Threat & Vulnerability Management

= Risk Identification ek Br°wsethg-faazb"ities by Major Type

= Security Scanning " 6%
= Penetration Testing

* Risk Response

= Remediation SLA

= Presenting to Metrics to
Management

» Risk Monitoring

= Monitor Advisories
= Scanning & Testing Schedule

i Firefox

M Safari

¥ Internet Explorer
H Opera

- &
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Filtering iIs Your Friend

Quallfy Re- Rate Rewew
100
-50% - 20% - 62%

Only ~ 15% of findings deserve to
be addressed the first time through

RSACONFERENCE2012 .%o




Oversight & Tracking

1. Submit Request ey 2. Functional Review
Describe the Risk Exposu‘re Reviews Requeg.t fqr Accuracy I nfo rm atlon Secu rlty
and Plan t(‘;\:gg:f)s the Risk (Funmi::gl\lliagg?;'::ntative) Exceptlon ReV|eW
‘l' Process

Risk Acceptance & Policy Exception

-

3. Security Review \

Validate Risk and Rating,
Choose Expiration Date

&IGHSIO g .
Review Updates and Determine if Approve r:tlig;t(;‘;g;f:sfor Dates
Exception is Still Needed . !
I (Info Sec & Submitter) [ (Senior Functional Manager)
Expiration
5. Exception Approval /
\ .
Review and Approve Exception

and Risk Decision

w.

Follow Up on any Mitigation
Actions and Dates
(Information Security)

RSACONFERENCE2012
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Steal What’s Out There

NIST

High-level approach evolved into C&A solution
Comprehensive lifecycle
Automated implementations are successful

OCTAVE Allegro

Detailed worksheets & guestionnaires
Best suited for projects and one-time assessments

FAIR

Detailed quantitative and probabilistic method

May be overwhelming for novices without integration
Into a tool

RSACONFERENCE2012
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Prerequisites
for a Risk

Management
Program
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www.sans.org/security

Program Prerequisites

Security Policies,
Standards and Baselines

Information Resources
Inventory

Common Risk Formula

Enterprise Risk

Committee

'\D/'gr%pi_ng of Risk
mains 1o Busine

Objectives >3

raining/course_sums/1467.pdf

MGT442: Information Security Risk Managem

Building a Risk-Based Security in 10 Easy Steps

Everyone talks about the need for a risk-based approachto information security, but nobody

teaches you how toi mplement a focusedprogram. The following workflow gui des you through
Iso use this list to audit/assess an existing program.

the essential steps of the process. Youcana
6. EstablishaThreat& Vulnerability Management Program

1. Develop Basic Security Policies & Standards - You needtosetout the

expectations before you can assess your organization’s compliance. If you _ Ata baskc level this should include amethod of evaluating

are building a program from sratch, wouldn'teven botherwith any other new vulnerabilities as they are identified through a notification

aspects of fisk management until the most baskc policies around Acceptable sarvice,and scanning the ‘anvironment for known vulnerabilities.
Use and Data Classificationare astablished. For xample,you can't 2ssess This doesn't have to be the perfect solution to cover every
aresource’s risk exposure until you have away 1o classify the levels of possibility from lheheglnnirgmrtsmdl and build from there.
information sensihty 7. Establisha Complianceto Standards Review Process- \dentify

2. Establishan Asset Inventory - Having a0 assatand data inventory I such your organizatior's most ciitcal resources,and performagap
abasic partofany security program,but in many cases it looks easler than analys\sagalnstyuuvemblbmdsetumwl dards

{tis. There are many ways to start qathering this information if you don't Any deviations should be dentified asfindings and analyzed
accordingto theriskthat they introduce.

Conduct Basic Risk Assessments for Third-Party Services/

Vendors - Youwill need to conduct somelevel of isk assessment

\whenever you engage a third-party vendor of sarvice providet.
n-depth security audit for every

already have a central database of assetsincluding vulnerability scanning.

poling Infrastructure devices (DHCP,DNS, NAC,etc) Jeveraging an existing
a5t naming convention,of raferencing software licensing & maintenance

®

contracts.
3, Establish Information Security Leads - 1SL is responsible for ensuring the This does not need to bean
axecution of security risk management controls and information securty third-party,ather the detail of the assessment should depend
ingthe production, 0, USe on the sensitivity of the function they are providing. Oftena
) o will suffice (for example consider the BITS

ire, known as the

programand is responsible for overseel
Star:h:dlzpd Information Gathering Questionnal

rasources for that functional area. 15Ls must be

and accass to information
equipped with the knowledge skil, time,tool, contacts and authority need 10
fulil thelr role. ISLs are responsible’ ot and accountablefor the oversight of 516, www sharedassessments.rg).
security administration activities within thelr assigned functional areas. 9. ImplementaRisk & Excaption Tracking System ~You
need to establish a system for tracking the state of risks in
pleasa spreadsheet

your environment. Could be as sim|

isk Committee - Inmost organizations the
of SharePoint site. You want to track i

made up of senior management of thelr
/! ¥ ks assoclated with

Implement an Enterprise R

-

Erterprise Risk Committee is
representatives. Al the dffferent functions should be represented.espetially
nfosec,Legal, Compliance. HR, Operations,and Finance. To be successful.you different resources, and document all the detalls of the analysts,
need to havea forumto escalate the mostserious rlsks to senlor management aspecially the reasoning forrating a risk atacertain level, any
how to address them. compensating controls,and detals of the mitigation plan.
o5 Campaign - It can be hardto change

10, Launch an Risk Awaren
the culture of your organization
any misconceptions of security as a hi

and allow them to make decisions about
<k Calculations - When someone says

5, DefineaCommon Approach to Ri N
does that mean? Doas itmean that ithas nd often very hard torepalt

indrance to innovation |

that a particular asset s"risky’what

alowtolerance for risk exposures! Doesllmeanﬂ\amhasah ih degree of "

aiposure? Does thave known wulnerabliies that are explof E 7 f?mms and progress. The goal cf aiskcbased program isto establisha
ke everyone n the field,and maybe even within your OrQanZatON MEBSUISS o iy toassess the realneeds f the organization and
1iskshightly differently. If you want 1o have consistent measurements of tisk find the right balanceof securtty. You may needto educate the
that you can compare acoss the organization, then you need to define a organization about this shiftfrom absolute securitytoa risk-
common way to calculate rsk. focused culture, Get membersof the organization involvedin

identifying risks and eeling Jike they have a stake inthe game.

RSACONFERENCE2012



Sensitivity-Based Risk Model

= Sensitivity — a valu&MERiVe to the resource’s

High — Corrective action must be implemented in 30 days
Moderate — Corrective action must be implemented in 90 days
Low — Corrective action must be implemented in 1 year

- -
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Self-Assessment

= Calculate the Annual Loss
Exposure (ALE) given the
following details:

= Each laptop in your company costs
$1,000 to replace

= Based on your asset tracking
records, you have estimated 1 laptop
gets stolen every 2 years

= There is no other value associated
with these laptops

= Based on this scenario, what is
the ALE for this risk?

-~
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Applying the Textbook Risk Approach

Now try to calculate the ALE of these scenarios:

1. Backup tapes with sensitive data are transferred to
an offsite storage facility in the back of an intern’s
car once per week, and all data is in cleartext

2. All Internet links are serviced by a single ISP

3. Multiple vulnerabilities in Adobe Reader 9 and
Acrobat 9 could allow remote attackers to crash the
application or potentially control affected systems.

RSACONFERENCE2012
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The Big Picture

= Enterprise Risk Committee(s)

Looks at risks across the entire organization

= |Information Security is just one member

= Focus on only the highest level risks

= Often systemic or thematic risks are highlighted
= Formal escalation criteria

= Other Governance
= Policy Review Committee

= Change Approval Board
= Audit Committee

-~
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Present Consequences, Not Vulnerabilities

* Risk Domains & Areas
= RiIsk Area Assessments

= Potential for exposure of sensitive information

= Potential for failure of a legal/regulatory
obligation

= Potential for failure of a key process or service
* Risk Register

= Findings & Incidents Po_tentiafl §ingle
)

= Individual Vulnerabilities

= Events and Incidents UL

Tactical

-
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Program

Roadmap
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Essential Steps

Select a standard/baseline

Establish an asset
iInventory

Define your risk scales

Profile your environments
(sensitivity)

Define a workflow for
assessing vulnerabilities

RSACONFERENCE2012
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Pitfalls to Avoid

Don't run a security scan
of the entire environment...

Don't try to identify and
profile every system ...

Don't try to build a
comprehensive risk model
that will account for every
possible scenario and
special case imaginable...

Don't take on large scale
assessments until you
have proven your
methodology ...

JOEL PETT
LEXUGION RERALE(EADEA

| SHourp've
STAYeD IN Schoor.
| COULVe Been. .

------

RSACONFERENCE2012

-




Date Actions

1. Developaplantoaddressany missing prerequisite items

(inventory, policies, etc.)
1st Half
2. Implementavery basic Threat & Vulnerability Management

(TVM) program

3. Expandyour TVM programto highest sensitivity environments

Yi
sk and establish measurable metrics

4. Complete Security Risk Profiles for your mostcritical resources

S. Distribute a Security Risk Review (SRR) questionnaire for just
those most critical resources, and focus on qualifying highest
risk findings

2nd Half

6. Refine TVM process and set metrics for all environments

7. Expandthe SRR processtoinclude other high sensitivity

1st Half resources

Year 2 8. Implementathird-party SRR process with a more targeted list of
questions (differentfrominternal questionnaire), and target

mostcritical vendors

9. Focuson identifying systemic and risk themesfromTVM and

2nd Half SRR, and escalate these to senior management

10.Sponsor an initiative to develop security baselines for critical

systems/applications and use these to streamline SRR internally
Year 3 1st Half
11.Focuson ways to validate the SRR findings, such as reviewing

eventlogs or scanning results

12.Documentan Enterprise Security Architecture, or atleast
patterns for well established implementations

2nd Half 13. Identify strongrisk indicators, and start tracking them

14. Gather feedback internally about ways to improve the program

RSACONFERENCE2012




| essons Learned

= Start small

= Start with industry scales and ratings before
developing your own

= Focus on oversight, security can’t fix everything
= Tie security Initiatives to business objectives

3'“ NASA SAYS THAT | | SHOULD WE IMPLENENT | | CALL NASA BACK To
SATELLITE |5 GOING| | OUR EVACUATION FLAN? F ITCAN HIT
TO HITOUR BUILDING ﬁ]ccwnwng

\[g @ ; N N
a7 2
m !
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Additional Resources

= Security Risk Management: Building
e an Information Security Risk
Management Program from the
Ground Up

= |SBN: 9781597496155

= Publisher: Syngress

= Publication Date: May 2011

= Amazon Link: http://amzn.to/hyrMvC

= MGT 442: Information Security Risk
Management

= 2 day course
= Available On Demand & Conference

-
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