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JOin m comersaﬁon Already on Twitter? Sign in.

Already use Twitter on your phone? Finish signup now.

Full name workshop v ok

Your full name will appear on your public profile

Username eliedemo ¥ ok

Your public profile: http://twitter.com/ eliedemo

Password eeeeeescece v Good

Are you human?
Before we create your account, we need to make sure you're not a computer.

Can't read this?
- - -
~ Get two new words
o' Hear a set of words

Type the words
above

Finish

Create my account

# | want the inside scoop—please send me email updates!
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Please click on the images that show cats:
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No premium user. Please enter the one that can NOT be
created from the unfolded pattern. 29 seconds remain.

meet me

switch to men |
hotcaptcha by frozenbear
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World Most-Popular Captchas
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Captcha Design Goal
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How to break and design
CAPTCHAs




Based on the analysis of 21 of the most
popular schemes




Outline

How to break text captcha

How to break audio captcha

How to make captchas easier for human
What's next ?
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Evaluation metrics

Learnability Accuracy Solving time
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How to Break Text-Captchas
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Breaker 5 Stages Pipeline
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From the image to the matrix representation
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From the matrix representation to the vector representation




Known vectors Distance

From the vector representation to the segment value
(classification)




Breaker efficiency

Solver accuracy = Coverage * Precision”length

Coverage: Segmentation rate
Precision: Recognition rate
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Anti-recognition techniques

Blurring

Distortion

Rotation

OvGTee

Charsets 0123456789
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SVM learning rate
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Trainning set size
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KNN learning rate
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Anti-recognition taxonomy

Background Confusion
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Breaking World of Warcraft
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Breaking Captcha.net
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Breaking Wikipedia
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Breaking Digg
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Breaking Slashdot
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Breaking eBay
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Failing to break eBay
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Breaking Baidu
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Segmentation Solving rate

rate
Authorize 84% 66%
Baidu 98% 5%
Blizzard 75% 70%
Captcha.net 96% 73%
CNN 50% 16%
Digg 86% 20%
eBay 95% 43%
Google 0% 0%
MegaUpload n/a 93%
NIH 87% 72%
Recaptcha 0% 0%
Reddit 71% 42%
Skyrock 30% 2%
Slashdot 52% 35%
Wikipedia 57% 25%




Learning rate for real schemes
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Building a breaker guidelines

Immediate visual feedback
Visual debugging

Algorithm independence
Exposing algorithm parameters
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Decaptcha main interface
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New
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-~ Confi ion File ~ Results rlog
4 Program Last AntiPattern-Preprocessing: Starting =
4 Preprocessing Antil Prep ing: Ending : Success
AntiPattern Effiency breakdk Cropl Preprocessing: Starting
Croplmage Pr Cropl: Preprocessing: Ending : Success
4 Segmentation BN Segmentation Vanilla-Segmentation: Starting ‘zs n_\
Vanilla Verification Vanilla-Segmentation: Number of pixels found 18 i
Crop BN Success Vanilla-Segmentation: Number of pixels found 93
Reconstruction Vanilla-Segmentation: Number of pixels found 61 = v | )
4 Recognition Vanilla-Segmentation: Number of pixels found 80 — ——
SvmAccordLinear Vanilla-Segmentation: Number of pixels found 138
Verification Vanilla-Segmentation: Number of pixels found 78 3 h 1 % ""\ \ 7
Vanilla-Segmentation: Number of pixels found 104
Vanilla-Segmentation: Number of pixels found 24
Vanilla-Segmentation: Number of pixels found 56 L el
Vanilla-Segmentation: Ending : Success —
Crop-Segmentation: Starting
Crop-Segmentation: Segment is too big: 17, 61
Crop-Segmentation: Segment is too big: 26, 58
e e Faseeiiedes Lis. A% €O
r Properties rImages
Tbumfbg_wow_01506 Segmentation
6j25F2_wow_05319 Preprocessing
jnvhSv_wow_04156 Preprocessing
wdevShte_wow_04763 Verification
yg7md6_wow_01998 Segmentation
S4ymx8_wow_00277 Segmentation
jaStvzy_wow 01575 Preprocessing
fjzs9g_wow_01780 Verification
pejziv_wow_01568 Preprocessing
xv3stz_wow_04285 Preprocessing
nwrbb7e_wow_02899 Verification
7d9ea7_wow_08340 Segmentation
dswbd6_wow_04532 Preprocessing
mddh3v_wow_10250 Segmentation
rahhkna_ wow_01701 Verification
ezkSwv7a_wow_05622 Segmentation
kqhyrq8_wow_02838 Segmentation - <[ m

Train : Size min

Size max
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Valid : Size

Save images

Test :

Train

Size
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Apply design principles

Core design principles
Randomize length
Randomize character size
Wave the captcha

Use anti-recognition as a means of
strengthening captcha security

Don’'t use a complex charset
Bad for human (see our research on this)
Useless for security

Use collapsing or lines
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Designing Better Captchas




hink Lego again

Decompose In features

Analyze
feature in isolation
features interaction
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Real vs Generated
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Real vs Generated

Scheme  Rceal Bypass  Real MTK  Generated

Authorize 95 98 G2
Baidu 90 91 S0
Blizzard b3 95 9l
Ebay 93 93 3
Microsoft 88 80 91
Google 88 86 94
Recapicha 72 75 93
“Yahoo 89 87 89
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Evaluation system
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Experiment detalls

Round | Task N possible | N sampled | N tests per sample | Total tests
| Basceline (“Control™) | ) 1000 J O
2 Real world captchas 8 S 1000 NN
3 Features in isolation 496 496 200 00200
4 2 feature interactions 60A50 60950 5 J47350
5 3 feature interactions 1 303 224 25000 10 230000
6 4 feature interactions ~ 113 95) 684 25000 10 230000
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Some of the features tested
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Angle of rotation
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Collapsing
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Character size
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Resolution Invariant
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2D Interactions
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Length vs Angle interaction

acy
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Perception Does Not Match Number
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How to Break Audio-Captcha




Audio Captchas

Visual code | Audio code Help

o Try a new code

Type the code shown

The not-so-fine print
For added security, please enter the verification code hidden in the image.

69993

Refresh the image | Listen to the verification code
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Creating Audio Captcha
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Noise intensity (RMS/SNR)
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Sound representation

WAV
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Solving an audio captcha
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Dealing with random noise

Statistical learning
Supervised learning

RLS (Regularized
least square)

classifier
Authorize eBay Recaptcha
J .
) - -
Authorize Digg
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Authorize.Net

a CyberSource solution

ding

YAaHOOO!

ebh

‘ Re CAPTCHA

Microsoft
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Results

Length Coverage |Digit Captcha
Authorize 5 100 97 89.2%
Digg 5 100 76 41.4%
eBay 6 85.6 92.5 82.9%
Microsoft 10 80.6 89.6 48.9%
Recaptcha 8 99.9 40.5 1.5%
Yahoo 7 99.1 4.7 45.4%
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Recaptcha semantic noise
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Confusion matrices

Elie Bursztein (@elie) RSACONFERENCE2012




How many captchas do you need ?
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Per-Capicha Precision (%)
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Apply

Within 3 months

Make sure you have a strong captcha scheme
Ensure that your site is accessible

Within 6 months
Log your captchas failure rate and monitor them

Have a backup captcha scheme in case your scheme
IS broken
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Thank you

Questions ?

ollow-me !

Twitter: @elie

Captcha research: http://elie.im/captcha
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