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True Story: The Incident = OWNED!
Names & details have been redacted to protect the 
innocent

Our Response
It was a bloody battle

Failures
No one is perfect

Successes 
What did we do in advance to make us successful
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Incident = 
OWNED
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evel



Incident 
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Incident 
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Incident 
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Our Team 
Responds



Step 1: SOC Analysis
Tier 1 Analysts 
Investigate

Gather Data
Investigate the IP’s: 
Internal & External 
This is LARGE and traffic 
looks very suspicious 
(encrypted and tunneled)
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Investigate 
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Step 1: SOC Analysis

Tier 1 Analysts 
Investigate
Create Incident Report 
Call in the Calvary!!!
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Step 2: Here comes the Calvary!
Tier 2 & 3 Analysts Investigate
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Step 2: IR Response

Do not alert the adversary = Change Nothing YET

Indicators of Compromise

Make Forensic Images of Infected Systems

Communication Plan
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Investigation 
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Step 3: Indicators of Compromise
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Analysis

16



Analysis
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Analysis
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Step 4: Full Incident Profile
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Complete Profile on Incident
Malware Profile

As best as we could at this point – still 
needed more time to reverse and Analyze

Traffic Profile
Infection Profile



Step 4: 
Full Incident Profile

Further Attack Profile 
Hitting Domain Controllers 
and got a System Admin 
Account

Now we are in trouble and 
we have to do something 
immediately!!!
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Step 5:
Respond/Remediate
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Coordinated Response 
Effort 



Step 5:
Respond/Remediate
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However, attacker 
disappears in the 
middle of this!!!



Step 6:
Re-verse Malware
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Analyze Malware
Reverse
“Black Hole Network”



Black Hole Network (DNS) 
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Re-verse 
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Re-verse 
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Step 6: Re-verse Malware cont.

What did we learn 
from this?

27



Step 7: Investigate

How deep is the Hole?

28



Step 7: Investigate

Full Attacker Profile
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Step 8: Communicate

Who
What
When
Where
How
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Step 9: Remediate

Active Plan of Defense:
New Systems
Domain Controllers
Blocking
Active Monitoring
Encryption
New Capabilities/Tools
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Step 10: Post-Mortem

Success vs Failure
What do we need to do 
differently
Develop Intelligence
Information Sharing
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Failures



Some of our Failures

Did not have full capabilities needed or 
implemented fully
Communication Plan Lacking
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Some of our Failures

Too many assumptions or rapid reactions
POINT = Never turn off systems 
(you alert the attacker and you 
lose valuable forensic data)
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Successes



What did we do right?

Boy Scout Motto = 
“Always be prepared”
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What did we do right?

Logs/SEIM

Having the Forensic 
tool sets

Incident Response 
Plan & Process

Full Cooperation of 
all teams
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Success for You
You Must be Prepared in advance:
Success = 

People
Processes
Technology
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Success for You

People
Skills (Malware Analysis, Full 
Packet Inspection, SOC 
Analysts, Incident Response 
Capabilities)
This is the hardest part: find 
these people, train these 
people, retain these people
What do we do that is unique 
here
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Success for You

Processes
Incident Response Plan

Detailed and thorough for all 
types of incidents

Processes
Communication Plan and 
capabilities (Wiki, chat, etc)
Roles & responsibilities (you 
don’t want people doing the 
same thing)
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Success for You

Technology
Full Packet Capture

Retention
Analysis (Manual & Automated)

SEIM/Log Analysis
IR&F Tools

Host Based & network
Scanning Tools (not vuln 
scanning)

Malware Lab/”Black Hole”
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Follow Up

Questions??

Take Away –
www.foregroundsecurity.com/RSA
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