Session ID: DAS-107

Session Classification: Intermediate RSACONFERENCE2012




THE FIRST X

True Story: The Incident = OWNED!

= Names & details have been redacted to protect the
Innocent

Our Response
= |t was a bloody battle

Failures

= No one is perfect
successes
= What did we do in advance to make us successful
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Incident

) Netwitresss Investigator 9 - -
Collection Edit VYiew Boolmarks History Help
j- Threat Analysis @ o -

=E= ":':‘- =] Eﬂﬂ- HEEE oo

| Netwitness llrcon-.nurrmn for session 1D

24 (‘.-'mrra 10,1010,
Pachet

Time Craph of Session Traffic (Sessions Per Minute)

2000 : Appilesa
3000

w

c

=

@ 2000

3 Brian: How £ 1n€ |00 gOingT
1000

Tom: ah its alright

o
< 2008-05-3013:54

Hostname Aljases (20 of 08 items
* www.bittorrent.com (282) - workgroup {23€) - cluster=-2.freeproxy.ca il 17) - Xxpinformer (102) - ad.doublecl Tom kind of tlza
ad.yieldmanager.com (358) - w.google.com (56) - byl D'S‘d bayl 06 hotmall.msn.com (33) -wwiwv.google-ar

www.streamingvideoprovider.co.uk (43} - us.yimg.com (42) - mail.google.com (£47) - static.rusnmaorecasino
view.atdmt.com (32 - rad.msn.com.nsatc.net (31) [more]

Tom: H e-mail you 3ome interesting info about their 20Tk #s smaning

f"‘ User Account (20 of 32 tams) RO ACE O IS MONOrE s
AB demcfnetwitniess.com 129) - cloudsatsrv08_jmarriott (12) - sa(5) - nick_lantuh {4) -v2e332z3u (3)-abc (2) -
toddEforensicsexplorers.com (2: - admin (1) - 17236520907 Tatlas-east.vonage.net (1) - 178356520907 2a
13- 653017 8sip-hdap.vocalocity.com (1) - 630208 sip-hdap.vocalocity.com (1) - 530228 sip-hdap.vocalocit m
(1)=63C27210.10.10.171 (13- 63027 8sip.vocalocity.coem (1) [more!
o E-mail Address (20 of 2

e -

e michel.gearardTemilic.se (194 - mycah. gustaf@icrossing.com (41) - demo3netwitness.com (1 2) - myvdemo
(27 - arcandsugFaol.com (2) - asteriskFE4.57.251.7 (2) - debkouryEfuse net (2) - deniseEmarywilllamsfinan
doornub_200Z2Fyanco.com (2) - fairfane@catskill.net 12) - harve522003Fcharter.net (2) - herjoeybear&vaho
juliaZkingfisnbiues.com (2) - kbuonfgrte®@hotmail.com (2) - ladvbug322&yanoo.com (2) - lonelyexsurfer®a

0 Action Event (2 itema)
get (7,266) - put (301) - sendfrom (277) - sendto (271) - login (34) - attach (3) - logoff (2) - delete (1) - print (

Extension (20 of 78 item3s)
aspx (£,017) - <none> (1,258
>

= &

33)-xt§26)-2i23) - htm

-gif (2186) 199'39‘*1-15l‘3-:>l-p‘19 Z233)-css (
)-bmp (13) [more]

1ISS)-php(1681)=-swi(l36)

2

Filename (20 items)

productdetaiis.aspx (3,.923) - <none> (240) - srvsvc (161) -image (122) - roundedcorners (£5) - adsadclien
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Our Team

Responds
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Step 1: SOC Analysis
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1w o 10 w11 wariie

- F = = This is LARGE and traffic
looks very suspicious
(encrypted and tunneled)

Graph Results a=

(Date Range: 20
—— t4qxb.legzilla.pro
yemré.log: -pro

— lecwa.logzilla.pro
6nSp8.logzilla.pro- 0g:
fhh2m.logzilla.pro
\ - of7nc.logzilla.pro
- 9ighm.logzilla.pro
— gbdid.logzilla.pro

uizkl.logzilla.pro

@exm1.logzilla.pro

1,373 matches found in 0.247 seconds
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Investigate

v tagecommuricate Inecount=1 [ > ]

.
Wst7das -
210,000 results in the past 7 days Report on resuts » em tirelre
& 2comout | QA Zoomin  Solectell 2 Snapshot 1507 = 1 howr
roo. { Jm
' I||||||||||||IIII|| '
Thuscay Aug 14 Froay Aug 15 Saturdsy Aug 18 Suncay g 17 Monday Aug 18 Tusscay Aug 19 Viednatiay Aug 20
Flolds ~ sentype (211) * host (22) * name(23) * procest(227) v punct(338) * souroe @8) * sourcetype(dl) v s _p(27) * we_pot(21533) -+ ﬂsnnunm “V\mm Lines por evert: 10 v|
weer (321) ~

onens Aug 19 15:45:18 vire? kerrel: PASS INeoth@ CUTe MACS42:00:72:30:03:07:20:15 ¢S e0: D466 A 00 SRO8.2.22 121 0S7=12.2.1.222 LEN-A2 TOS-@x00 PREC.OxP TTL-41 ID26214 PROTO-TCP
15:45:15 $PT-51699 DPT-$0 WINDON-2048 RES-0x2d ACK LRCP-0
X eventypes - frewall-acoept commuricaw Wi host pass * Pivan-addrets communcate pavale = | 5ource” MOme/ramyReedatavariog'messages = | hoslt virl » | sourcet Do syslog -

peocess~ kemed ~ arc_io= 0222121 ~ e pori= 51099 » punct e W _m m i, W, ® e e e v
08,1900 Aug 19 15:45:15 virtd kermel: PASS INecth® QUT« MAC-42:00:7¢:30:03:97:20:15:¢5:¢0:04:66:08:00 5R(~10.2.1.48 05T-19.2.1.222 LIN-4D TOS-0»00 PRIC-DAR TTL-40 ID-G1579 PROTO-TCP
154315 SPT=51639 DPT=40 WINDON=1224 RES-0xdd ACK LRCP-O
. eventypes- frewoll accept comauricate fi i hoat pass = Pdvaie-address communcale privale =  source~ MorelamfRocdetaveriog'messages - | hoat= vir2 = | sourcetyne= syslog -

processs kel « | s o= 102148 ~ src_ports 51699 ~ punct: I B B SIINIIN S, W, B EEEEE v
081908 t
15:4%5:08 n » e

= Aug 19 15:45:06 virt2 errel: BLOCK INeeth@ OUTe MAC=42:cR:7d:30:03:97:0@:15:¢5:#0:D4:66:28 100 SRC=212.213. 144 .88 DST=10.2.1.222 LEN=4Q TOS«0xD3 PREC=200 TTL=S51 ID=27363
PROTOTCR SFT=47184 DPT=112 WINDOW-4296 RES-@x00 STN LRGP-@
Eventypes- Insecure-POrs Sppfcalion commenicale lisecure service = Plvae-adXess communicale pivate = | souce- MOomelamReecataverioy messagss = | hosts i « | soucetyos- syshog =
procoos= komel = | ers_pe 212213144.88 - | src_port= AT18A » | puns i - w min w e e e w o w e

oRW08
Insacura Protocol
15:45:05 u

= Aug 19 15:45:06 virt? warrel: BLOCK IN-@thr@ OUTe MACSA2:0@:7d°308:03:97:00:15: ¢S #2:D8:66:08 00 SRC<10.2.1 .48 D5T=12.2.1.227 LENS2 TOS-@x00 PREC-OxPR TTl=44 ID=27363 PROTO=TCP
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Step 1: SOC Analysis

Tier 1 Analysts
Investigate

Create Incident Report
Call in the Calvary!!!

e tOUND RSACONFERENCE2012 .%o
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Tier 2 & 3 Analysts Investigate

\FOREGROUND
SECURITY"




Step 2: IR Response

= Do not alert the adversary = Change Nothing YET

Indicators of Compromise

Make Forensic Images of Infected Systems

Communication Plan

RSACONFERENCE2012




Investigation

- NetWitness Investigater 9

: Colection Edt Viow Bookmorks History Help
|All Data =

@ @ vorth Korea D!

Time Graph of Session Trarnc (Sessions Per Minute)
1

voa|o

0.75

Sessions
o
e

4
< 2010-03-06 21:24

o

Alerts (1 term)
suspicicus_indicalors_php_ries (134)

Service Type (| iteam
HTTP (1 33)

TCP Destination Port |
SO (htp) (1 348

iterm)

Source IP Address (1 iterm)
192.168.0.32 (134)

Desrtination IP address (1 iterm)
115.100.250.105 (134)

Destination Country (1 item)
china (134)

Action Event 1 item)
put(l34)

Extension (1 item
php (134)

‘ ) ‘ Filename (1 itern)

| spap3d

‘g‘ Ethernet Source [open)

Ethernet Destination [open’

IP Protocol i1 iterm)

North Korea > suspicious_indicators_ _.

» Time graph of beaconing activity
and metadata showing comms to
C&C server — all via “allowed

pathways”
"l

2010-03-DE 0615 >
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Step 3: Indicators of Compromise

?OE} *&EJ@AD RSACONFERENCE2012
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Analysis

" eth0: Capturing - Wireshark

Yere) |

File Edit View Go Capture Analyze Statistics Telephony Tools Help

BEcoel 2PEXSE AedwF L

EE aaa -

) Filter:

tcp.streameq 1

Ll +Egpression...| ) Cleazl &App]yl |

o.| Time Source Destination Protocol | Info

TCP
TCP

al

24 141.426 192.168.40.130

192.168.40.120

25 > 1123 [RST,

ACK] Seq=1 Ack=1

=1 Win=0 Len

Win=0 Len:

K|

[ 2

.......

b Frame 24 (54 bytes on wire, 54 bytes captured)

b Ethernet II, Src: 00:0c:29:ff:bf:4a (00:0c:29:ff:bf:4a), Dst: 00:0c:29:f0:93:b9 (00:0c:29:f0:9

K1

aaaaaaa

0000 00 Oc 29 fo 93 b9 00 0c 29 ff bf 4a 08 00 45 00 ..)..... )..J..
0010 00 28 00 00 40 00 40 06 68 85 cO a8 28 82 cO0 a8 .(..@.@. h...(
0020 28 78 00 19 04 63 00 00 00 00 4a 6e 8f al 50 14  (x...c.. ..Jn

0030 00 00 fe f9 00 0O

| Profile: Default

@| etho: <live capture in progress> Fil... :|Packets: 48 Displayed: 6 Marked: 1

RSACONFERENCE2012




Analysis

Fiter: |hitp and ip. add == 93,24.111.48

-

Expression... COear Apply

No. « I Time I Source

IO B7 . S8ITIS 4 .

174 45,.373095 192.168.1259.182
175 49.461570 93.24.111.48
179 51.452477 192.168.129.182
1B0O 51.540121 93.24.111.48
AB3 §3.529921 162.168.129.182
184 53.617515 93.24,111.48
189 §5.609231 162.168.126.182
150 55.6976356 93.24.111.48
184 57.686595 192.168.120.182
195 57.774565 93.24.111.48
198 50,.764137 102.168.120.182
159 55.852934 93.24,.111.48
211 61.959360 102.168.120.182
213 62.048430 93,24,111.48
216 64.046737 192.168.129.182
217 64.176624 93.24.111.48

Desnation

93,.24,111.48
192.168.129.182
93.24.111.48
1%2.168.1209.182
93.24.111.48
152.168.125.182
93.24.111.48
152.168.1259.182
93.24. .48
152.168.129.182
93.24.111.48
152.168.125.182
93.24,111.48
192.168.129.182
93.24.111.48
192.168.129.182

Protocol Info

HTTP GET /bash/ggtcon ﬂlp’id—\ﬂct‘lmwc
HTTE HTTP/1.1 200 ok (text/html)

HTTE GET /bash/getcom. php?id=vict ime@=C-
HTTP HTTP 1.1 200 ox (rexts/himl)

HTTR GET /bash/oetcom. php?id=victime@=C-
HTTP HTTPA1l.1 200 ox (rext/himl)

HTTR GET /bash/oetcom. php?id=victime@~C-
HTTP HTTP/1.1 200 ox (text/himl)

HTTP GET /bash/getcom. php?id="ict ime®sC-
HTTP HTTP/1.1 200 Ok (rext/html)

HTTF GET bash/getcom. php?id=vict ime@=C-
HTTR HTTR/1.1 200 OK [(text/html)

HTTF GET hash/getcom. php?id=Vvict ime@®=C-
HTTP HTTR/1.1 200 OK (text/tml)

HTTP GET /bash/getcom. php?id=vict ime@rC-
HTTR HTTP/1.1 200 Ok (text/html)

|

il Ethernet 1 Sr'c' Son1cwa'l_11 e3: c (00 06 b1 11:e3:3c), OsSt: viware_89:2a:89 (00:0¢:29:89:2a:89)

@ Irternet Protocol,

m Transmission control protocol,

Src: 93.24.111.48 (93.24.111.48),

pst: 192.16B8.129.182 (192.168.129.182)
sr¢ port: http (80). DSt port: syscomlan (1065), seQq: 3439, Ack: 2623, Len: 191

AND A COMMUNICATION CHANNEL IS
ESTABLISHED

RSACONFERENCE2012



Analysis

1592.168.129.1B2 93 245111, 48 HTTP GET /bash/betcnn
192.168.128. 182 o%.24.111.48 Tee et s
192.168.129.182 93.24.111.48 Tce [TCP szamert of .
4
T Soquence NUoEr : AXUs . (Felative soquernce rumoer J
[next sequence number: 4595 (relative sequence number)]
acknowledgement number: 5341 (relative ack nurber)

Header length: 20 bytes
# Flags: 0x18 (FSH, ACKD
window size: 37386
4] Checksum: 0x28ced [validation disahlead]
7 [SEQ/ACK analysis]
[ Hypertext Transfer Protocol
= HTTP/1.1 200 OK\r\n
= [Expert Info (Chat/sequenced: HTTPAl.1 200 oKk\r\n]
[Message: HTTP/L.1 200 OK\r\n]
[severity Tewel: chat]
[Group: Sequence]
Refuest Version: HTTRP/L.1
Response Code: 200

‘gﬁm‘% L e W‘\r\ A\ Qe

x-Powered-By: PHR/5,2.11-1r\n
vary: Accept-Encoding\rin

4 Content-Length: azr\n
Content-Type: text/htmly\n

00cO of 62 74 €5 be 74 2d 4¢ €5 be 67 /4 68 32 20 34 ontent-L en H

00dd 0Ocl O0a 43 &f ba 74 65 €e 74 2d 54 79 70 ©5 3a 20 .Conten t-Type:
0020 74 65 78 74 2f B /4 €d ©C 0d 0a Od O2 EENENES ;ext/htm 1....=291

ANEN i

RSACONFERENCE2012




Step 4: Full Incident Profile

Complete Profile on Incident

Malware Profile

As best as we could at this point — still
needed more time to reverse and Analyze

Traffic Profile
Infection Profile

RSACONFERENCE2012 — -




Step 4
Full Incident Profile

Further Attack Profile

Hitting Domain Controllers
and got a System Admin
Account
Now we are In trouble and
we have to do something
Immediately!!!

RSACONFERENCE2012
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Step 5:
Respond/Remediate

= Coordinated Response
Effort

RSACONFERENCE2012 — -



Step 5:
Respond/Remediate

However, attacker
disappears in the
middle of this!!!

22

a 'ROUND RSACONFERENCE2012



Step 6:
Re-verse Malware

Analyze Malware
Reverse
“Black Hole Network”

RSACONFERENCE2012 "o




Black Hole Network (DNS)

| dont Know
biocked.com but |
know the owers
are ITS-BHNS-51
and ITS-BHNS-

s2
Respond
www .blocked.com is =
www.itsbhns.local = @
Recursive lookup Request for www.blocked.oom
e S
™
o ¥
- N
N
Authoritative DNS e
Respond .
Respond www.blocked.com is Iterative query for
Iterative query for www.blocked.com is www . itsbhns . local www .blocked.com if
www . blocked.com www _itsbhns local S1 is unavilable
/_//
Black Hole DNS Black Hole DNS /_//
ITS-BHNS-S1 ITS-BHNS-S2 _ B

pea——

—
This site has been blocked at for security reasons. If you feel this is an error,
please open a ticket with the help desk at 2025551212

e —
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Re-verse

| Image | Performance |  Performance Graph | Threads |
TCP{IP | Security |  Environment | Strings |
Process FID CPU Private Bytes Working Set  Dex Retolve addassas
= . winlogon.exe 832 7796 K 6,684 K Winc
= [ services.exe 876 3456 K 5536K Servi Remote Address State
[svchost exe 1064 3.060K 432K Gene | |5 7221.91.33hitp CLOSE_WAIT
[ svchost.exe 1144 163zK 4180K Gene | | 196.17.171-8.deploy.akamaitechnologies.comhttp  ESTABLISHED
- s"chh;f:-e"e }22: ‘:'ggg v 2';' g ’ g"“‘ nai.. 81222677 hitp ESTABLISHED
E hml ' WO K 3804 K G J nai... a36-17-171-34.deploy. akamaitechnologies.com:http  ESTABLISHED
1512 3120 K 5,948 K Spoc nai... 208.71.123.12%http ESTABLISHED
1938 1.924K 1.420K Java nai... ©-68-50-80-241 hsd1.md.comcast.nethttp SYN_SENT
y 838 3992 K 2088 K LSA nai... 64.208.138.114:http CLOSE_waIT
= 1§ explorer.exe 1468 22756 K 32064 K Winc | [nai.. ec2-174-123-253-216.compute-1.amazonaws.com:... ESTABLISHED
'ctf.-,mm 152 848K 3.200K CTF nai... B5.61.163.44:http ESTABLISHED
Q procesp.exe 2588  1.00 7.208 K 4,164 K Sysir nai... a96-6-45-56.deploy. akamaitechnologies.com:http ESTABLISHED
D undll32.exe 1736 3172K 4504 K Run nai... mpr7.ngd.vip.acd.yahoo.com:http ESTABLISHED
nai ~-RARN.AN.241 hedl md ~rameact nathih SYN SENT
ﬁ' .text: yusuIuEL rep stosd P -
P climon.exe * .text:004010EE push offset szhAgent ; “inter easy”
* .text:004016F3 mov [esp+84Ch+duNumber0fBytesRead], ebp
Ltext:004016F7 call  ds:InternetOpenA | &
' .text:004010FD push ebp ; duContext
* Ltext:004010FE mov esi, eax
* .text:00401100 mov eax, [esp+83Ch+1pszlrl]
* .text:00401107 push 80000606h ; duFlags
* .text:0040110C push ebp ; duHeadersLength
* .text:0040110D push ebp ; 1pszHeaders
* .text:0040110E push eax y 1pszlrl
* .text:0040110F push esi ; hinternet
* .text:00401110 call ds:InternetOpenUrlA
' text:ARLAI114 1Pa prx. esn+RARh+duNunherNFRutPSRPAd]

RSACONFERENCE2012




g remnux@remnux: /etc/honeypot

remnux@remnux: /etc

Re-verse

entno@renno; /|
d for rem

premnux: /etc/hon

remnux

remmod@remnux: /etcd cd hon

resod oo

FOREGROUND RSACONFERENCE2012

SECURITY




Step 6: Re-verse Malware cont.

= \WWhat did we learn
from this?

FOREGROUND
SECURITY
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‘ Step 7: Investigate

* How deep is the Hole?

- -
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Step 8: Communicate

Who
What
When
Where
How

RSACONFERENCE2012




Step 9: Remediate

= Active Plan of Defense:

= New Systems
Domain Controllers
Blocking
Active Monitoring
Encryption
New Capabilities/Tools

FOREGROUND
SECURITY"




Step 10: Post-Mortem

Success vs Fallure

What do we need to do
differently

Develop Intelligence
Information Sharing

FOREGROUND
SECURITY -

RSACONFERENCE2012 "«



Failures

RSACONFERENCE2012




g Some of our Failures

= Did not have full capabilities needed or
Implemented fully

= Communication Plan Lacking

-

RSACONFERENCE2012 — -




Some of our Faillures

= Too many assumptions or rapid reactions

= POINT = Never turn off systems
(you alert the attacker and you
lose valuable forensic data)
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successes
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What did we do right?

Boy Scout Motto =
“Always be prepared”
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What did we do right?

Logs/SEIM

Having the Forensic
tool sets

Incident Response
Plan & Process

Full Cooperation of
all teams
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Success for You

You Must be Prepared in advance:
Success =

People
Processes
Technology

Process Technology

-

RSACONFERENCE2012 — -



Success for You

People

Skills (Malware Analysis, Full
Packet Inspection, SOC
Analysts, Incident Response
Capabilities)

This is the hardest part: find
these people, train these
people, retain these people

What do we do that is unique ‘
here People

-
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Success for You

Processes

Incident Response Plan

Detailed and thorough for all
types of incidents

Processes

Communication Plan and
capabilities (Wiki, chat, etc)
Roles & responsibilities (you
don’t want people doing the
same thing)

Process
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Success for You

Technology

Full Packet Capture

Retention
Analysis (Manual & Automated)

SEIM/Log Analysis

IR&F Tools

Host Based & network

Scanning Tools (not vuln
scanning)

Malware Lab/’Black Hole”

Technology
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Follow Up

= Questions??

= Take Away —
www.foregroundsecurity.com/RSA
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