
Session ID:
Session Classification:

Brian O’Connor
Chief Security & Privacy 
Officer
Eastman Kodak Company

The Hidden Risks: 
Managing Risks in Outsourcing Relationships

GRC-302
General Interest

Bruce Jones
Global IT Security, 
Compliance & Risk Manager
Eastman Kodak Company



Goals

Provide you with a basic approach to supplier 
risk management

Give you tools that you can use to build your 
own supplier risk management program

Spreadsheet Tools are available on the RSA Conference Site 
for you to download.
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Key Elements Of Supplier Risk Management

Policies For High Risk Suppliers
Risk Assessment Tool
Supplier Security Self Assessment Tool
Ongoing Assessments
External Audits
Specific Contract Language
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Identifying 
and Assessing 
Supplier Risk



Challenge: Identifying High Risk Suppliers

How can I accurately identify all the suppliers 
that handle my sensitive data and assess the 
suppliers?
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Supplier Risk Management Process

Engage your Purchasing 
department.
Develop clear policies to 
ensure supplier risk is well 
managed.

6

Create tools to assist with risk assessment.
Develop standard contract terms that are 
included as necessary.



Policies

Mandate These Policies for Suppliers with 
access to sensitive information:

Contract required with standard data privacy clauses.
Purchasing must complete the Risk Assessment 
Tool.
Supplier must complete a Supplier Security Self 
Assessment Questionnaire.
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Security Team reviews the assessments 
along with any supporting material (e.g. 
SSAE16 reports, copies of policies, etc.) 
and determines if supplier has 
“adequate” or better security.



Risk Assessment Tool
Available on the RSA Conference Website for download
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Risk Assessment Tool
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• Type of data collected
• Quantity & storage location
• Retention period
• Supplier certifications
• Previous issues
• Market capital



Risk Assessment Tool
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Security Self Assessment Questionnaire

139 Questions across 36 Major categories

Indicator of maturity of the supplier security
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Source: Gartner , The Evolving Role of the Chief Information Security Officer, 23 January 2006 , www.gartner.com



Security Self Assessment Questionnaire
Available on the RSA Conference Website for download
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Security Self Assessment Questionnaire

Each question has additional help text.

13



14

Key Contract 
Clauses To 

Help Manage 
Supplier Risk



Four Main Contract Issues
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Security



Four Main Contract Issues
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Security

Subcontractors



Four Main Contract Issues
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Security

Subcontractors

Liability



Four Main Contract Issues

Security
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Subcontractors

AuditsLiability



Security Provisions

Supplier will comply with all applicable laws on data 
privacy and data security
Medical data?

may need HIPAA “Business Associate Agreement”
Payment card data? 

Must comply with PCI-Data Security Standard
Massachusetts resident data?

Must comply with Mass. Law 201 CMR 17.00 
EU resident data?

need to attach “model contract” provisions or Safe Harbor 
requirements
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Security Provisions

Require compliance with ISO 27002 et seq. (or 
other standard)?
Prohibit data storage outside server?
Encryption requirements for storage and 
transfer?
Prohibit transfer of data to any third party other 
than subcontractor
Require return or destruction of data at contract 
termination?
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Subcontractor Provisions

Subcontractors must agree to same provisions
Require training for subcontractors who access 
data?
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Liability Provisions

Notify us of any security breach
Cover costs of breach notice under relevant 
laws, credit monitoring, etc.
Must indemnify for third party claims arising from 
breach
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Audit Provisions

Periodic IT Security Audits required for “high 
risk” suppliers
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Audit by third 
party or by 
your auditors?

Sample Contract Clauses available 
on the RSA Conference Website for 
download.
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Problems & 
Improvement 
Opportunities



Problems Encountered

Supplier provides little or no detail
Supplier not willing to complete Security Self 
Assessment
Supplier requires a nondisclosure agreement
No test of the effectiveness of their controls
Language barriers
Not willing to agree to our standard contract 
language
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Potential Improvement Opportunities

Web-enabled system with built-in work flow
Expand to include the annual assessment of 
compliance with Foreign Corrupt Practices Act
Engage suppliers early in the process
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Conclusions



Supplier Risk Management

Engage both Legal and Purchasing in the 
development of your program
Ensure you get top management support for the 
policies
Look at commercial solutions if you have the 
budget
Start now using the tools we have provided
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Questions
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Reference 
Material



Reference Websites

BITS Shared Assessment as an alternative
http://sharedassessments.org/

SANS – A Security Guide For Acquiring 
Outsourced Service

http://www.sans.org/reading_room/whitepapers/servic
es/security-guide-acquiring-outsourced-service_1241
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