
Session ID:
Session Classification:

Tim Tompkins
Aetna, Inc.

The Keys to the Cloud:
How Aetna Addresses

Certificate and Key Management

TECH-204
Intermediate



Session Learning Objectives

Identify security issues that cloud vendors must 
address for highly regulated industries
Recognize the problems associated with 
encryption chaos
Become familiar with Aetna’s best-practices 
approach to automating certificate management 
Relate lessons learned from Aetna’s 
implementation to your own organization
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Key Issues for Issuing Keys

Outages due to expiration or deployment error
Renewal & implementation lifecycle

Security of private keys
Key storage & access control

Managing & authorizing certificate requesters
Validating request attributes
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X.509 Key Management Challenges

Varied locations
Internal
External
Cloud
Third party issued

Everything has a cert
Native key management is poor
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Previous State at Aetna
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Renewal notifications
No monitoring
No formal key escrow (lost passwords)
5 day SLA
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Requester View

PKI Admin View



Our Solution

Completely overhaul process and technology
Security objective: Protect the keys
Engineering objective: Optimize the workflow
Executive objective: Eliminate outages
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Current State at Aetna
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Project Pitfalls

Other parties relying on existing interfaces
Resistance to automation
Customization scope creep
Vendor product limitations
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Applying to your Organization

Within the next 3 months
Conduct analysis of current PKI operations

Key management standards
Outages related to certificates
Security of private keys
Workflows

Inventory certificates
Within the next 6 months

Decide on appropriate level of monitoring, centralization, 
and automation

Within the next 9 months
Design a workflow first, then implement supporting 
technology
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Session Learning Objectives Revisited

Identify security issues that cloud vendors must 
address for highly regulated industries
Recognize the problems associated with 
encryption chaos
Become familiar with Aetna’s best-practices 
approach to automating certificate management 
Relate lessons learned from Aetna’s 
implementation to your own organization
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Conclusion

Thanks for attending!
Questions?

Feel free to contact me for further discussion or 
questions:

Tim Tompkins
Aetna, Inc.
tompkinst@aetna.com
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