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The Social 
Web and You



800 million users
500 million visit the site daily
350 million mobile users
7 million apps & sites integrate with Facebook
60 million database queries per second
4 million row changes per second



This may get personal…

80% of your organizations have a Facebook presence
50% have a strategic presence (multiple brands, etc.)
Over 50% have more than 500 employees on Facebook
Over 75% have Facebook groups with over 1.5M followers
Over 50% have Twitter feeds with over 1M followers
Over 2/3rds have LinkedIn groups with over 50,000 followers

And 100% of you have malicious/spam web visits 
from the social web.
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But What is 
on Those 
Social 
Networks?



Facebook Insight



Facebook Insight



Facebook Pages Categories

51%

21%

5%

4%
2%
2%

2%
1%
1%

11%
Entertainment
Society and Lifestyles
Sports
Business and Economy
Shopping
Traditional Religions
Streaming Media
Games
Advocacy Groups
Other



Facebook Objectionable
Q: What percentage of all Facebook content is objectionable?
A: 2.51%

33%

32%

20%

7%

2% 2%2%
1%1%

Facebook Pages Sinful Category Proxy Avoidance

Alcohol and
Tobacco
Adult Content

Gambling

Nudity

Violence

Weapons

Abused Drugs



Facebook Applications Categories

25%

11%

33%

18%

3%3%

1% 1% 1%

4%

Games

Social Networking and Personal
sites
Entertainment

Information technology

Web Chat

Business and Economy

Blogs and Personal Sites

Service and Philanthropic
Organizations
Society and Lifestyles



Facebook Objectionable Applications
Q: What percentage of the top 10,000 Facebook applications is objectionable?
A: 0.79%

31%

25%
14%

8%
8%

5% 3%
1%

5%

Facebook Applications Sinful Category 
Overview

Adult Content
Sex
Alcohol and Tobacco
Tasteless
Gambling
Violence
Weapons
Marijuana
Other



Twitter Top 10K Categories

36%

15%9%

9%5%

4%
3%
3% 2%

1% 1%
12%

Entertainment

Business and Economy

Information Technology

Society and Lifestyles

Sports

News and Media

Illegal or Questionable

Social Networking

Shopping

Financial Data and
Services



Twitter Objectionable

61.22%13.01%

7.40%

6.89%
6.89% 3.06%

0.77% 0.51%
0.26%

Twitter Sinful Category Overview
Illegal or Questionable

Adult Content

Sex

Alcohol and Tobacco

Gambling

Tasteless

Marijuana

Hacking

Proxy Avoidance

Q: What percentage of all Twitter content is objectionable?
A: 4.3%



Malicious “Buzz”

21.77% 22.39%

1.00%
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Sex Buzz Business

Q: What percentage of “buzz” keyword search yields malicious content?

51%

21%

5%4%
2%
2%

2%

1% 1% 11%

Facebook Pages 
Category Overview

Entertainment

Society and
Lifestyles
Sports

Business and
Economy
Shopping

Traditional
Religions

36%

15%9%

9%

5%

4%
3% 3%
2%

1%
1% 12%

Twitter Top 10K 
Category Overview

Entertainment

Business and
Economy
Information
Technology
Society and
Lifestyles
Sports

News and Media
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Social Threats 
Analyzed



Social Networking

“Scam-of-the-day” on 
Facebook

Malicious Apps
Clickjacking

Hackers focus on the 
dynamic nature of these 
sites
Many brands/companies 
need to use social 
networking sites for 
business



Japan Earthquake & Tsunami



Japan Tsunami



Japan Tsunami



Facebook status updates
40% of all status updates have links and 10% of 
those links are either spam or malicious



Phishing attacks



Loaded as an iframe



Typical malicious app

24



















33

As a Business, 
We Need 
Social Media



Social Web Policy Questions

Q: What kinds of Social Web content should be 
blocked across the enterprise?  Why?

Q: What kinds of Social Web content are important 
to allow?  Business critical?

Q: When should Social Web access differ across 
the enterprise?

Q: Do some Social Web domains or sub-domains 
require different policies than others?

Q: What kinds of Social Web intelligence do you 
require to make these decisions?



We asked you…

Last year

Now



We asked you…

Now

Last year



What our customers said…
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Social Media 
is a Must Have



About the Kennedy Center



Social Media Use - Problem



Social Media Use – Complication -
Data Confidentiality and Compliance

Social media promotes culture of 
sharing…be careful!  Don’t publish 
confidential information

[Insert company specific confidential 
data examples ]

Do not comment on stock price

Employees responsible for content 
they publish

For more detailed confidentiality 
guidelines see [insert reference 
here].



Social Media Use – Solution – Usage Policy

[Insert Company Name] 
recognizes business and 
personal reasons to use 
Social Media.
Social Media allowed for 
[designated/all employees] 
within acceptable use 
guidelines

Productivity
Inappropriate content
Data confidentiality
Malware and online crime



Social Media Use – Complication -
Data Confidentiality and Compliance



Social Media Use – Benefits/ Business use



Social Media Use – Solution – Real Time Results



Secure Social Media Use - Results
A decrease in helpdesk call volume
Fewer alerts 
Less time spent with virus/infection issues
Cannot recall any new infections within our IT environment
Gives me back my time, and my team’s time
Now they can actually focus on improving things, rather than 
running around and cleaning up machines
Center can embrace social technology, we wouldn’t be the 
same without it
Allows us to worry less about impact on our PCI compliance
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The Future



Threats are still very simple

We haven’t seen anything yet
99%+ of all threats are social engineering based
Iframes are now allowed as tabs in Pages
Twitter has really no control at all
Drive-bys, BlackHat SEO
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Now it is Your 
Turn



Apply

Establish strong business cases for accessing 
the social web
Create an AUP for your organization

If you do not have one, an AUP kit may be 
downloaded from 
http://www.websense.com/content/social-media-
acceptable-use-policy.aspx

Complete an online social media training 
session with your entire employee base
Ensure that you have the proper technology in 
place to enforce your policy
Review the program’s effectiveness after six 
months
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Questions?
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Thank You!


