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Government access rules begin with the
Constitution

“The right of the people to be secure In their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not
be violated, and no Warrants shall issue, but
upon probable cause, supported by Oath or
affirmation, and particularly describing the place
to be searched, and the persons or things to be
seized.”

- Fourth Amendment (1791)
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Notwithstanding technological change, some
things have remained pretty clear:

Data, regardless of technology --
In your home or office
In your briefcase or wallet
on your laptop
on any device In your possession --

IS fully covered by the 4th Amendment, normally
requiring a search warrant issued by a judge for
government access.
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What about data that leaves your possession?
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Applying traditional rules to disruptive
technology

Olmstead v.
United States
(1928) — 4th A
does not apply
to phone calls
In transit
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Courts and Congress catch up

1967: Supreme Court —
voice In transit protected

1968 — the federal
Wiretap Act (aka “Title
II"): sets out detailed
procedures for issuing
judicial warrants, based
on probable cause, for
real-time interception of
“wire or oral”
communications
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1968 Wiretap Act limited In scope

Only applied to the content of voice
communications in transit on a wire. Didn’t

apply to:
Wireless voice
Data

The courts In the 1970s said the 4th A didn’t
apply to:
Information disclosed to and stored by a third
party
Non-content associated with communications
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Disruptive technology - a second wave

1969 - CompuServe founded - Internet
Introduces electronic and stored
communications

1977 - Commercial cell phone service
Introduced
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Congress responds again -
Electronic Communications Privacy Act 1986

Required a warrant for all real-time access to
content

Cell phone conversations

Email and other electronic communications

Required court order for real-time access to
dialed number information

Allowed access without a warrant to some
stored communications, as well as to subscriber-
identifying info and other records
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Two new waves of disruptive technology

“The Cloud”

Under ECPA, many communications, documents
and other items stored with a service provider
are available to the government with a mere
subpoena — no court order required, no probable

cause of criminal conduct.

Location

ECPA allows access to “records pertaining to a
subscriber” without a judicial warrant and without

a finding of probable cause
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Warrant vs. subpoena - what’s the diff?

UNITED STATES DISTRICT COURT

CENTRAL DIVISION District of Utah S E ALE D

In the Matter of the Search of
(N, sdlress o drvef Sascrpncm of Jer s oo properiy i3 be searched)

David li

APPLICATION AND AFFIDAVIT
FOR SEARCH WARRANT

Case Number: 2:04 M . 21 &

I, PATRICK G. BROSNAN, being duly sworn depose and say:

1 am a Special Agont 3nd have reason 1o believe that /_f on the parson of o / X/ on the premises known 88 (reme. dessripton smdior
locwion)

SEE ATTACHMENT A, attached to this apphication and incorporated herein by reference

in the District of Utah there is now concealed a certain person of property, namely, (describe the person o property)

SEE ATTACHMENT B, attachad to this application and incorporated herein by reference

which Is (give alleged grounds for search and setzure under Rule 41(b) of the Federal Rules of Criminal Procedure)
Balioved to be proparty that constitutes evid ofthec ission of a criminal ofense and contraband, the fruits of crime of things
otherwise criminaly possessed .

!huwmmmmmﬁmhMMotwmbeh- ied by an archeologist of cultural anifacts
Mhmmmoimﬂﬁmmuhmamwmmmbbem.asoodmhhah-\aachmm
B of the Application and Warrant, incorporated by reference horoin,

Continuad on the altached sheet and made a part hereol.  _x_ Yes _ No

in viokation cf Title{s) 18 United States Code, Soction(s) 16 U.S.C. §470ce. 18U S C §641, 1163, The facts to support the issuance
of a Search Warrant are as foliows:

See attached Affidavit incorporated by refen
-

-

Skt of Aftint
Sworm to before ma, 8nd subscrbed in my presence
Special Agenl, FBI
(ﬁf/‘l . ® SALTUAKECITY,UTAH
Date Cty and State

SAMUEL ALBA, UNITED STATES MAGISTRATE JUDGE
Namwa atd Tk o Jadcn) Officer

Sgnature of Jasaal Offcer

& TECHNOLOGY
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UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

In the Matter of the Scarch of

e o Y
Frederick, Mary

owned by Bruce Edwards Ivins,

SEARCH WARRANT

DOB SSN

case somser: () /-2 -0

10 __Postal Isspector Thomas F, Dellafern  ssd sny Asthorwed Officer of de Usied Sustes

Afflidavit(s) havieg Been made before me by _Peatal laspectier Theman ¥, Deflafera . =50 has reason w belseve
Bt Con the porcn of B 0o e remeses Linres 08 (ramw. doorgoos end o koo

Naghe ) amily Residence 31 ke Maryland, and Large »hite shed oo rear o
property. evned by Broce b )

n the Dotnict of Mary'and there u row coacesled 3 Covinn percn of ey, e l)y (deente e jerse w gregert,

1race quantlies of Bacillun anthraci or visals sty thereed, hairy, tentide fbers, Lad oo panes (o matoriobs
wned 18 prepatalion of select sgeats, papers, Laje, pein, moltes, Books, i s, Minarcial s of
any g, oo respoadinde, pddrew boeka, mape, Randuriting wsmples, photecepy vamples, plategr s bn,
computer files, cellular phoses, phose bells, clecireni pager devices, other digital devices, oc sther
documeniary ovidesce.

1 amn atisled thae S 2Midavies(y) and oy reconded sevtrmoey establish pecbabile casas 1o belirve that O perven of
property 10 drrded n now concealed on the perion of pretreses above-desenbed and eviablnd grounds for the
wsuande of ths wartant ]

YOU ARE HEREBY COMMANDED 50 search on o befoce &lb_&miﬂ LPLI *2(:0— f

(0 b0 Caieed 10 & tlhma#u“%hhwﬂnuwm WpeCird, Mg Bes v Tt bt
making e search L) (0 the daytme - 6 00 A M 10 1000 P M )L (0 sty tuere s O Say o saght a9 | find reancnabie
Coune has been establnshed) and of O persca of progurty b fosand wee 10 sewre wamw, beas i 8 Copy of Bus v ooumt e’
reCeigd for Ot perTain OF PRSPty LR, and prTpect & wTHleR ETvestor) of B peror of Peoperty s and peoeny <y
returs ths warest 10 e underngned U S JudgeU S Magwrwse Jolge. o repured by law

OCT81m ¢ 5 (H—aut

Dwie and Tome lasund 18 Wnshingioa, DC purseans ey s '.;"7""".' Py
the dormwstal ENTOME w2 ol b WTRM (WA st . I~ JF' L i

WY M
of Rle 410X VAR
1‘ :;T!-. e
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DEBORAH A ROBINSON W%m v,
-.mw—— of batal ¥ emr )

DEBORAH A, ROkt~
WA MAGISTRATE JLGE
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And how does It compare with a subpoena?

United States District Court
SOUTHERN DISTRICT OF INDIANA

TO: Kuisting Claxr SUBPOENA TO TESTIFY
4701 Pine St, Box 96 BEKFORE GRAND JURY
Philadelphia, PA 19143 SR—

OrersoN UMENTS OR OBJECT(S)

YOU ARE HEREBY COMMANDED 1o appear and testify befoee the Grand Jury of the United States Digzriet Court
at the place, date, and time specified below.

PLACE ROOM
464
US. Courthouse
46 East Ohio Strest, 4¢h Floor DATE AND TIME
Indianapolis, [N 46204 Fubruary 24, 2009
9:30 a.m

YOU ARE ALS0 COMMANDED 1o bring widh s e following document(s) or objec(s).
SEE SUBPOENA ATTACHMENT

In lieu of actus! appeatance before the Grand Jury. you may voluntarily waive your right 10 personally present the
records and request & Special Agent to take custody of the documents to present to the Grand Jury, 1f you eleet 10 &0 80,
please complete the enclosed Waiver and Cerification and forward it and your response before the date of compliance to
the snentiom of

Task Force Officer Joe! A. Arthar
Federal Buresu of Investigation
575 N. Pennsylvania Sueet, Room 679
Indianapolis, IN 46204
Telephooe: 3176393301

You are not to disciose the existence of this request unless authorized by the Assistant U.S. Attorncy. Any
such disclosure would impede the investigation being conducted and thereby interfere with the enforcement of the
law.

This subpocns shall remain in effect until yoo are granted leave to depart by the courtor by an officer acting on behalf

oftbecoun
CLERK - DATE
LAURA A. BRIGGS, CLERK January 23, 2009
- Arthur/klo
N A
This subpotna 15 i ‘wpon spplication NAME, ADDRESS AND PHONE NUMBER OF
of the United States of America ASSISTANT US. ATTORNEY
TIMOTHY M. MORRISON Doris L. Pryor
United States Attormey Assigtant United States Allomwy
09.01.DLP.15-10 10 West Markes Street, Suite 2100
Indianapolis, Indiana 462043048
*If not applicable. enter *none.” (217) 226-6333
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The courts begin to respond

“[W]e hold that a subscriber enjoys a reasonable
expectation of privacy in the contents of emails
that are stored with, or sent or received through,
a commercial ISP. ... The government may not
compel a commercial ISP to turn over the
contents of a subscriber’s emails without first
obtaining a warrant based on probable cause.”

- Sixth Cir. Ct of Appeals, Dec. 2010 —
“Warshak”
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The courts begin to respond - step 2

“The Installation of a GPS device on a person’s
car and the use of it to track the person over a
prolonged period of time Is a ‘search’ under the

Fourth Amendment, which generally requires a
warrant.”

US v. Jones, Supreme Court, Jan 2012
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Time for Congress to respond again

Updating ECPA — a
convergence of
Interests:

= Service
providers

= Users

= Government
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Digital Due Process

Core Recommendations:

Judge’s warrant for all content
Judge’s warrant for location tracking

True judicial review for real-time access to
transactional data

No blanket subpoenas for subscriber identifying
data - must be particularized to subscriber or
account — bulk requests must be upon judicial
approval
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Digital Due Process Coalition

Adobe
Amazon.com
AOL

Apple

AT&T
CenturyLink
Data Foundry
Diaspora
Dropbox

eBay
Facebook
Google
Hewlett-Packard
IAC

IBM

Inflection
IntegraTelecom
Intel

Intelius
Intuit
Linden Lab

LinkedIn

Loopt
Microsoft
Personal
Salesforce.com
TRUSTe

American Booksellers Foundation for
Free Expression

American Civil Liberties Union
American Library Association

Association for Competitive
Technology

Association of Research Libraries
Americans for Tax Reform

Bill of Rights Defense Committee
Campaign for Liberty

Center for Democracy & Technology

Center for Financial Privacy and
Human Rights

Citizens Against Government Waste
Competitive Enterprise Institute

Computer & Communications
Industry Association

The Constitution Projec
Consumer Action

Distributed Computing Industry
Association

EDUCAUSE
Electronic Frontier Foundation
FreedomWorks

Information Technology and
Innovation Foundation

The Joint Center for Political and
Economic Studies

Liberty Coalition

National Workrights Institute
NetCoalition

Newspaper Association of America

Software & Information Industry
Association

TechAmerica
TechFreedom

Telecommunications Industry
Association
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Legislation Introduced

Leahy bill

GPS Act =

Hearings in 2010 MRS
and 2011 DEDERNE
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Next Steps

&% DIGITAL
9% DUE PROCESS

MODERNIZING SURVEILLANCE LAWS FOR THE INTERNET AGE

ABOUT THE ISSUE OUR PRINCIPLES ' WHO WE ARE NEWS . RESOURCES

\.. WHO WE ARE Digital Due Process is a diverse coalition of privacy
advocates, major companies and think tanks, working OUR PRINCIPLES

termer To simplify, clarify, and unify the
ECPA standards, providing stronger
Coalition Members Include: privacy protections for
communications and associated
data in response to changes in
technology and new services and

usage pattens, while preserving the
o legal tools necessary for
® government agencies to enforce the

“ oo™ laws, respond to emergency
circumstances and protect the
public.

“ulf"'
(/

MORE

AMERICAN CIIL LIBERTIES UNION
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