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Session Classification: 

HUM T-17 

Intermediate 
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► Security is difficult to administer at most companies  

► PCI compliance helps with enforcement and awareness 

► Creativity and/or participatory training are the key(s) to 

success  

► Companies with more top-level support are more 

successful  





► This is the main source of failure 

► Make a 3-month plan 

► Topics may change  

► Assess Approach 
► Softball 

► Hard push 

► Avoid fear-mongering  



► Which mediums of communication will be most effective 

at your company? 

► Which mediums are already saturated?  

► What are employees most receptive to?  



► Website 

► Posters 

► Newsletters/Blog 

► Monthly tips 

► Lunch and Learns 

► Roadshows 

► Speakers 

► Security Week 



► Easy to fall behind 

► Pay attention to the news 

► Create new material for every month 



► Appeal to the highest level you are able to engage 

► Market some materials to the C-level  

► Stress benefits of Security Awareness 



► Learning modules 

► Interactive components 
► Make user feel involved 

► Additional tools--Phishing 



► Guerilla marketing campaign 

► Security Cube 

► Policy distribution 

► Demonstrations and movie showings



► No participating company gathered metrics 

► Compare rate of reported incidents pre and post 
► Collecting metrics ahead of time so you can potentially measure 

success after the fact 



► Assess which components have been successful 

► Administer a survey 
► Try to keep it anonymous  

► Offer a drawing that employees can enter for a prize 

► Understand limitations 



► Reinforces company message vs. security message 

► Consider departments such as:  
► Legal 

► Compliance 

► Human Resources 

► Marketing 

► Privacy 

► Physical Security 



► Department of “How” vs. Department of “No” 

► Teach instead of dictate 

► Establish positive security culture 





► Focus on building support before spending too much 

time on other aspects  

► Do a thorough assessment of culture before starting or 

revamping program 

► Consider partnership with other key departments 

► Focus security awareness on common knowledge so 

users can exercise common sense 



Ira@securementem.com  

+1-410-544-3435 

www.facebook.com/ira.winkler 

@irawinkler 

www.linkedin.com/in/irawinkler 

 

Samantha@securementem.com  

+1-651-325-5902 

@samanthamanke 

http://www.linkedin.com/pub/samantha-manke/21/34/779 
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