
Session ID: 

Session Classification: 

Cary E. Moore CISSP, CFE, EnCE 

SVP, Emerging Threats Manager 

Bank of America 

END-R3 

General Interest 

ACTIONABLE INTELLIGENCE 
FOR THE ENTERPRISE 



► 1.5 Million Account numbers stolen… 

► Global Payments Inc 

Scenario 



 

 

 

 

 

 

 

 

► Greg Smith, an analyst with Sterne Agee, said he 

expects expenses stemming from the breach to be in the 

"tens-of-millions of dollars.” 

 

Scenario 



► What’s the total cost? 

 

► Global Payments' shares sank more than 9% to $47.50 midday 

Friday before the stock was halted for the rest of the day.  

 

► Heartland expensed about $147.1 million in costs related to its 

breach, including about $110 million for settlements with Visa 

and MasterCard, according to analysts.  

 

► TJX Cos. (TJX), which disclosed a breach in 2007 that involved 

40 million to 90 million card accounts, incurred $256 million in 

costs… 

 

 

 

Scenario 



►  Secure Everything 

►  BYOD 

►  System Migrations 

►  IPV6 

►  Keep your company out 

 of the headlines. 

►  Everyone wants an iPad! 

Your Goals 

You Are Here 



Find the weakest link… 

The Attacker’s Goals 

http://blogs.technet.com/b/rhalbheer/archive/2011/01/14/real-physical-security.aspx 



► Understand Emerging Threat Management 

 

► New ways to Identify Threats 

 

► Link Threats Back to the Environment 

 

► Evaluate Mitigation Controls 

 

► Assess Overall Risk 

 

► Real World Examples 

 

Takeaways 



► Cyber or physical threats that are not yet generally 

recognized and expected to or may affect the integrity 

and normal operation of a business process, customer 

experience and/or sensitive customer information. 

 

► The threat may also affect an initiative or a current 

business process if the process changes without proper 

adjustments to controls. 

 

Emerging Threat Management 



► Charter 

► Provide early warning on threats to the business or customers 

from a holistic perspective to drive change and provide catalyst 

to create response plans for imminent threats. 

 

► Function 

► Threat Intelligence Process 

 

Emerging Threat Management 

Collection Analysis 
Review And 

Scoring Dissemination 



Identify Threats 



Identify Threats 



► What is Actionable Intelligence? 

Actionable Intelligence 



► What is Actionable Intelligence? 

 

► Strategic Intelligence can include: 

► New Technologies 

 

► Consumerism 

 

► Trends and Analytics 

 

► Government Policy 

 

► New Fraud Techniques 

 

Actionable Intelligence 



Threat Intelligence Board 



Threat Intelligence Board 

 



► Linking threats back to the environment: 

Threat Intelligence Board 



► Linking threats back to the environment: 

Threat Intelligence Board 

Project Owner Status

Authentication Enhancements
P31027 173812 OSE 

Bob Smith Analyze
June 2011

Device Fingerprinting
P34445 186474

Mike Johnson Measure
2011

Phishing Mitigation
P31900 177331

Nicole Jones Control
Email 
Authentication



► Linking threats back to the environment: 

► The Communication Process 

Threat Intelligence Board 

Process
Owner

LOB
Threats

Intelligence
Board

Applied

Threat

Strategy

Automatic Threat
Dissemination

Stakeholders
Review Threats

Stronger
Process

LOB = Line of Business

Asset

Owner



► Phishing via QR-Codes! 

Real World Examples 

References: http://www.dhanjani.com/blog/2010/11/ui-spoofing-safari-on-the-iphone-.html 

Sticker by the Fraudster

Using the Address Bar Spoofing on an iPhone.



► Phishing via QR-Codes! 

► Sign into “mobile banking” 

► Open a new account 

► Instant Credit Approval Offer! 

Real World Examples 



► Soundminer: The first sensory malware 

► Trigger > 1-800-732-9194 > BofA Credit Card Customer Service 

Real World Examples 

References: http://www.cs.indiana.edu/~kapadia/papers/soundminer-ndss11.pdf 

4 0 0 0 1 2 3 4 5 6 7 8 9 1 2 3 1 2 3 4

Spoken Card Number Pin / CVV

This is what a normal speech pattern looks like.       It will flow and be consistent.

SMS Text

To: Fraudster
4000123456789123   1234



► Phishing via NFC Tags! 

► Not only a new phishing attack vector,  

but a whole new way to attack the phone. 

 

► Settings & Applications 

► Change phone settings (Bluetooth®, Wi-Fi,  

ringer/media volume, screen brightness, etc.) 

► Launch an application 

► Join a Wi-Fi Network 

► Show a message 

 

► Communication 

► Make a call 

► Send a text message 

► Share a contact or business card 

Real World Examples 

References: http://www.samsung.com/us/microsite/tectile/ 



► Phishing via NFC Tags! 

► Location & Web 

► Show an address on a map 

► Foursquare or Facebook check-in 

► Open a web page  <  No User Interaction! 

 

► Social (Fun ways to ruin someone’s life…) 

► Post a tweet or follow a contact on Twitter 

► Automatic Facebook “Like” 

► Update Facebook status 

► Connect on LinkedIn 

 

Real World Examples 

References: http://www.samsung.com/us/microsite/tectile/ 



► The evolution of mobile banking. 

Real World Examples 

Reference: http://framework.latimes.com/2012/08/13/mobile-banking-in-1967/ 



► The new endpoint 

► Mobile 

Real World Examples 



► The new endpoint 

► Portables 

► Mac App Store 

► Google App Store 

► Windows App Store 

Real World Examples 

Cloud Centric 

Operating Systems 

Windows 8 

Google OS 

http://www.digitaltrends.com/wp-content/uploads/2010/07/windows-7-tablet.jpg


► The new endpoint 

► Hybrid Devices 

► Internet TV 

► Internet Connected Devices 

► Smart Home Devices 

► Portable (Dashboard) Devices 

 

Real World Examples 

Reference: http://www.engadget.com/photos/samsung-wi-fi-enabled-rf4289-fridge/ 

http://www.engadget.com/2010/05/01/sony-dash-review/ 

http://www.engadget.com/2010/05/01/sony-dash-review/


► Understand Emerging Threat Management 

 

► New ways to Identify Threats 

 

► Link Threats Back to the Environment 

 

► Evaluate Mitigation Controls 

 

► Assess Overall Risk 

 

► Real World Examples 

 

Takeaways 



Questions? 

Contact info vCard 

Yes, Really… 


