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► Define the types of sinkholes 

► Understanding sinkholing operations 

► Recognize challenges of sinkhole data analysis  

► Identify gained actionable intelligence 

► Comprehend risks and threats 

 

Objectives 



► Breaking away from the Sinkholing == Neutralizing 

mentality 

► Objective remains the same: disrupt communications 

between the malware command and control server 

► What is the “Sinkholing Lifecycle”? 

► “No Data Left Behind” mentality  

► How can I make my malware sandbox fuel my sinkhole? 

► Reanimation 

 

 

 

► What can we discover from analysis of these domains? 

Rethinking Sinkholing 

Identify Takeover Normalize Analyze Neutralize 



► Building a better setup 

► Name server, capturing system, processing system 

► DNS server holds zones for each of our domains with a wild card 

entry, which points to our sinkhole 

► Capturing system is doing full packet logging 

► Processing system is processing all PCAP files and BIND logs from 

the systems through Proximity 

► Main methods for acquiring domains: 

► Legal 

► Domain takeovers (Brand infringement) 

► Partnerships with registrars 

► Domain Drops 

► Capturing Malicious Domains when they expire 

Setup and Acquisition 



► Identify and classify all 

incoming connections 

► Sorting 

► Identify the known and unknown 

malware 

► Classify incoming IP to 

associated domain 

► Monitoring 

 

 

 

Operations 



► Identifying Victim through decoding phone home 

requests 

► Finding the needles in the hay stack 

 

Operational Tricks 



► Domain “bumping” w/ Proximity Flux Echo 

 

 

 

 

Operation Tricks (Cont.) 



► Toolkit for managing Public Safe Host Sinkhole 

► Automates most of Operations 

► Anomaly Detection 

► Filtering  

► Reporting 

► Statistics 

► Storage 

► Reads in PCAP Files and BIND9 DNS logs 

► Databases all incoming connections 

► Perl / MySQL 

► Open Source  

 

 

Proximity 



► Retaliation 

► Data floods  

► Data theft / Compromise of Sinkhole  

► Legal / Authorities  

► Staying within boundaries of hosting / ISP ToS 

► Take down requests 

► Blue on blue domain hijacking 

► Victim Disclosure 

► i.e. No good deed goes unpunished 

 

Risks and Threats 



► Two primary types of sinkholes  

► Operations are a daily task that require careful analysis 

► Through analysis of traffic, we can identify new malware 

families and victims.  

► Risks are ever present from external threats from both 

threat actors and the misinformed 

► The data and intelligence makes up for the risks and 

costs of operations 

Take Away Points 



► GitHub / Source: http://github.com/silascutler/Proximity 

► Mailing List: https://oid.tisf.net/mailman/listinfo/proximity 

► “How Big is Big? Some Botnet Statistics” 

► http://www.abuse.ch/?p=3294 

► “How Domain Name Registrars can can help us in the 

war against botnets” 

► http://www.simplysecurity.com/2011/05/16/how-domain-name-

registrars-can-help-us-win-the-war-against-the-botnets/ 

 

Resources 



 

► Silas Cutler 

► Email: Silas@CounterThreatUnit.com 

► Web: www.SilasCutler.com 

► Twitter: @silascutler 

 

► Joe Stewart 

► Email: jstewart@CounterThreatUnit.com 

► Web: www.JoeStewart.org 

► Twitter: @joestewart71 

Contact 
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