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Organizational 
Accreditation 

Domain Product Evaluations Domain 

Capability Maturity Model 
Integration (CMMI) 

Process 
Improvement 

FIPS 140-2 or 
ISO/IEC 19790  

Crypto 

Open Group’s Open 
Trusted Technology 
Provider Standard (O-TTPS) 

Mitigating Taint 
& Counterfeit 

Common Criteria 
(ISO/IEC 15408) 

Security 
Properties 

Payment Card Industry 
(PCI) 

Merchant 
Security 

Tempest Data Loss via 
Emanations 

ISO/IEC 9000 
ISO/IEC 27001 
ISO/IEC 27036 

Quality 
Info. Sec. Mgt.  
Sec. - Supplier 
Relationships 

Commercial Product 
Assurance (CPA-UK); 
DoD Approved Product 
List (APL-USA) 

Country & 
Agency 
Specific 
Assurance 



►

►

►

►

•

•

•

•



No improvement? 

Single vendor 
Improvement 

Existing Approach 

Product 1 Product 1 V2 

Product 2 Product 2 V2 

Rapid update 
 

P1 

Improvement for all 

New Threat 
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Z1 

New Approach 

Improves 
• Speed to evaluate 
• Speed to respond to threats 
• Relevance to users 
• Scalability – many more products 
• Comparability 
• Real Assurance 

 



Classical ‘EAL’ focussed  Evaluation TC/cPP focussed Evaluation supports:- 

Mostly an ‘Open loop’ process  Multiple,  rapid feedback loops for 
evaluation findings, new threats etc. 

Evaluator judgements based mainly on 
their understanding of technology/threat 

Harnesses the power of all experts in 
technical communities  

Improvements limited to version/vendor Expertise benefits all similar products  

Relatively long evaluation time  Much shorter evaluation time 

Not easily scalable Readily scalable  

Complex to use for product comparison Sound basis for comparability 

Relatively  low assurance in most cases 
(EAL4 = more activity ≠ more security) 

Assurance of peers – Highest common 
level of fully international assurance 

Bespoke 20th century approach to 21st 
century needs?  

Standards approach – linked to needs of 
development, users, and procurement  
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ACCREDITATION OF ORGANIZATIONS CERTIFICATION OF PRODUCTS  

Focus Practices of an organization that makes a 
set of products or delivers a set of 
services 

Security assessment of a product 
version or versions 

Pros Some security attributes are inherently 
process rather than product (e.g. supply 
chain). Encompasses multiple products 
over time.   

More specific to a particular product or 
version.  Requirements can be more 
rigorous and objective 

Cons Evaluating practices involves both quality 
of process and consistency of its 
execution.  Assessing consistency implies 
examining product. 

Not as general as organizational 
certification.  Some aspects of security 
are inherently process.  Cost of 
assessing each product separately 

Summary Long-lived but limited fidelity. 
Some real challenges 

Limited lifetime but high fidelity. 
Some real challenges 
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