
Session ID: 

Session Classification: 





•

o

o

o

o

•



•

•
•

•
•

•

•

•

•

•

•

•



•

o

o

o

o



•

•

o

o

►

►







•

•

•

•



•

o

o

•

o

•

•



•

•



►

►

►

►

►

►

►



►

►

►



•

o

o

o

o

•

o

o

•

•

•

o

o





•

o

o

o

o

o

o Relies on implementation of DNSSEC 
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o Multiple notaries reach a consensus regarding authenticity 
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CA Compromises 

Duqu Flame 

Stuxnet Adobe 

Buster 

Attackers stole private 
keys from two Taiwanese 
companies and Adobe to 

sign code. 

Attackers compromise or 
dupe certificate 

authorities to issue 
fraudulent certificates for 

further attacks. 

Attackers exploited 
MD5 to create a face 

Microsoft CA certificate 
and then sign code. 





Average number of server keys and 

certificates in a Global 2000 

organization 

17,807 



Don’t know how many keys and certificates are 

in use by their organization 

51% 



“Failing to manage keys and certificates means 

losing control over the trust my organization 

relies upon to operate.” 

45% 



Losses facing every Global 2000 

organization from attacks on trust 

$398M 





Trust exploits and attacks from key & 

certificate management failures in every 

organization over last 2 years 

1 or more 



Getting key and certificate management right 

first, solves security, operations, and 

compliance problems of using encryption 

59% 



#1  
Most Alarming Key 
& Certificate 
Management 
Threat 

SSH 
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