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In 1955, the KGB
designed the ultimate

espionage device,
though impossible to
build with technology

of the era...
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Corporate Espl

Threat of sensitive data,

processes, relationships

influence competitive
~advantage
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— DSS on targeting of U.S.

» Targeting of U.S. technologies is constant and
unwavering

» 75% increase overall from FY10

INCREASE

EAST ASIA & NEAR EAST EUROPE & SOUTH &
THE PACIFIC EURASIA CENTRAL ASIA
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— FBI Counterintelligence

» “economic espionage losses to the American
economy total more that $13 billion”
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— Enter mobile

» Operates on both sides of
the firewall

» Stores sensitive corporate
and person data

» Mostly outside the control of
IT/Security (BYOD)

» Runs loads of untested code, |
of unknown origin
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— Attacker Perspective

» Convenient channel to distribute attacks (app store)
» Data rich, diverse channels for data exfil
» Limited virus scan/malware detection

» New technologies outpacing traditional security
controls

» Re-programmable hardware

RSACONFERENCE2013 VIAFORENSICS
advaoncing mobile securily



— Corporate Defenses vs. Mobile

DEFENSE [J DESKTOP  [] MOBILE
Host Base Sensors (DLP) v PASSED X FAILED
Border Gatway Filtering v' PASSED X FAILED
Full Disc Encryption v’ PASSED ' BROKEN
Multifactor Authentication v PASSED X LIMITED
Complex Password Schemes ¥ PASSED X PASSED
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ANATOTT MOBILE ATTACK
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Bypassing
traditional
defenses
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— Hijack the camera

PlaceRaider “visual malware”
R. Templeman et al
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— Mobile Compromise via HID

» Exploit reprogrammable USB hardware of a mobile
device to morph on command

» Circumvents all traditional defenses
» Gives attacker hands on keyboard
» Exploit and expand easily
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— Reprogrammable HW

» Host Negotiation Protocol:
OTG dual-role device can
operate either as a host o2 e

or peripheral. ] I

VEUS

» Used to provide features : =133
such as ADB, Mass ~x
Storage, MTP, tether, 1
docking station on \_oeraur

] ~ HOST END
Android

» USB OTG + Linux Gadgete
framework = Arbitrary
USB device

mB
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— Mobile Kill Chain

» Similar to traditional kill-chain
» More complex because of mobility

» Must account for interaction with other systems and
modalities
» home vs. work
» VPN vs. not
» multi-factor authentication

ACT ON
RECON DELIVER INSTALL OBJECTIVE
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WEAPONIZE EXPLOIT c2 MAINTAIN
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— Mobile Kill Chain

GATHER DATA (RSS READER)

Gather serial number, IMEI, personal email

When/how user charges device

Device fingerprint

Network Connectivity

Include hooks for later functionality

Synthesize data into actionable intel
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RECON DELIVER INSTALL OBJECTIVE
o O O O © O O ©
WEAPONIZE EXPLOIT c2 MAINTAIN
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— Mobile Kill Chain

PREPARE FOR ATTACK

* Find/design root exploit
* Customize RAT for target

+ Build custom kernel, Rootkit

V
ACT ON
RECON DELIVER INSTALL OBJECTIVE
O O O O O O O O
WEAPONIZE EXPLOIT c2 MAINTAIN
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— Mobile Kill Chain

DELIVER PAYLOAD

+ Dynamically extend functionality of app
with the interpreter

+ Target specific user with the attack

V
ACT ON
RECON DELIVER INSTALL OBJECTIVE
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WEAPONIZE EXPLOIT c2 MAINTAIN

RSACONFERENCE2013 VJAlﬁcleElem:“s
advaoncing mobile securily



— Mobile Kill Chain

EXECUTE EXPLOIT

« Trigger app to execute exploit

V
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RECON DELIVER INSTALL OBJECTIVE
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— Mobile Kill Chain

INSTALL MALICIOUS CODE

+ Gain root on device

* Install LKM, custom kernel or additional apps

V
ACT ON
RECON DELIVER INSTALL OBJECTIVE
O O O O O O O O
WEAPONIZE EXPLOIT c2 MAINTAIN
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— Mobile Kill Chain

COMMAND AND CONTROL

+ Exploited code connects to RAT or other C&C
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— Mobile Kill Chain

ACT ON OBJECTIVE

+ Begin to exfill stored data

« Explore physical environment through
camera, microphone and other sensors

V
ACT ON
RECON DELIVER INSTALL OBJECTIVE
O O O O O O O O
WEAPONIZE EXPLOIT c2 MAINTAIN
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— Mobile Kill Chain

MAINTAIN

« Adapt on device as needed
* Expand into corporate network

* Gain hands-on-keyboard
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Mobile Compromise via HID
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— Recommendations

» Proactive monitoring of mobile devices and app

» Improve DLP software to detect new keyboards

» Develop mobile kill chain

» Treat mobile an attack platform

» Incorporate mobile broadly into defensive posture
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Questions Please!
@viaforensics

312-878-1100

ahoog@viaforensics.com
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