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—— Question

Do criminals in a retail store behave differently
from typical customers?
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—— Question

Do criminals on your web site behave
differently from typical customers?
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The Web Has Evolved
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Big Data Meets Web Sessions

Full Session Data
« Click-by-click visibility
e Entire HTTP request insight
e Understand behavior

Just Logs
e Limited transaction visibility
* No traceability into behavior
e Disconnected story
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Behavioral Analytics

Mobile Web
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Population-based Behavior
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Man-in-the-Browser Attack

Criminals Look Different than Customers

» Velocity

e Page Sequence
 Origin

e Contextual Information

~ View Check

. / Checking Account
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—— What is Business Logic Abuse?

» “Business logic abuse results ... when a criminal uses the
legitimate pages of the website to perpetrate cyber attacks,
hacks or fraud.”

Source: Ponemon Institute ‘The Risk of Business Logic Abuse: U.S. Study’ (September 2012)
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—— Scope of Business Logic Abuse

» Site Scraping » eWallet Abuse

» Account Hijacking » App Store Abuse

» Password Guessing » Mass Registration

» Pay-per-click Fraud » Fraudulent Money

» Testing Stolen Credit Cards Movement

» Denial of Service » Vulnerability Probing

» eCoupons
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— Survey of US IT Executives

920% 04%

Report lost revenue due to Business No clear visibility into
Logic Abuse their web session traffic
Can't tell if a web session is a Do not know who is
customer or a criminal responsible for addressing

business logic abuse
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—— Vulnerability Probing

What were they doing?
» Jiggling doorknobs D .
» Probing for vulnerabilities m el
» Site reconnaissance °
What looked suspicious? g
» Sub-second clicks - '
» Modified user-agent strings e m—
» Alphabetical page requests Co— m
» Multiple password reset attempts |~ . .. e—
» Requests for non-existent pages
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—— Horizontal Password Guessing

What was happening?
» Testing a common password 'Sﬂvefranw a
e.g. Faceb0Ok! e e A e
THREATS PAGE CLICKS 4] E)  cLICKS PER PAGE
@ o -t e Mdle Page ks ¥
What looked suspicious? o il o | o | |"“|.
| P er~edl || [ : me
» Spike in login page hits — s | | ET
» Multiple login attempts with one T —— p—

v

password v R b ]| e ’ 2
Scripted variability = e _ e

» Elevated behavior scores for
sessions driving the spike

wsarName=s 123&passwordFf92cOffOf313a
userName=v 123&passwordFFo2c0fFOF313
wserName=h 123&password=f92c0ff0Of313a
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—— Mobile Account Penetration

What were they doing?

» Stealing credentials on public
WiFi from low-security mobile
application

» Spoofing mobile user agents

What looked suspicious?

» Cluster of IPs generated a high
behavior score

» Clickstream showed the same
cookie being used by two
devices
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—— Fraudulent Money Movement
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What looked suspicious? -

» High Man-in-the-Middle score SILVER TAIL oy Mone oo e ()5

» Fast clicks e Trr——

» Multiple IP addresses in one session _— — == %‘ ‘?j’i"

> IPs traced to disparate geographies e —— s |

» User-agent variation s
4 ]

Total Clicks: 71
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—— E-Commerce Fraud

The customer knew the “what”...

» Omniture reported revenue drop for affiliate
orders

New Seasonal
Promotion

Behavior exposed the “how” in minutes...
» Users added a sale item to their cart

» The sale price persisted in the cart after the Cart Logic Flaw
sale ended

» Users stacked the next promotion in their cart

» Inconsistent price floors were exploited

» Accepted orders were sub-floor or negative Staring at a six-

value figure loss in an
Afternoon
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—— Session DDoS

What where they doing?
» Application resource exhaustion

» Botnets sending Search, Login New
Account, Purchase queries

What looked suspicious?

» DeviceID / User-Agent
randomization

» Thousands of IP addresses were
acting in concert

» Identical activity on a specific set of
pages
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Spectrum of Threats

InfoSec
Pre-Authentication Threats
Fraud
O Post-Authentication Threats
0— o ;
Beginning of Login Transaction
Web Session and Logout
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Thank You

jason.sloderbeck@rsa.com

info@silvertailsystems.com
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