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When You Are Under Attack

Did Anyone Get the Name of 
That Hacker Who PWNED Me?

You may ask:
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As a Defender, You See....

IP: 37.123.118.67
Lat / Long: +54 / -2
Country: UK
Ping: 110ms
ISP: as13213.net (AKA UK2.net) server hosting
Open Ports: SSH, HTTP

Firewall
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Was That Really the Attacker?
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Which is the “Real” Attacker?

Firewall

It’s Turtles All the Way Down

Wednesday, February 13, 13



What If You Could Spot People Hiding?

► Block Web Access
► Redirect to Honeypot
► Add Firewall Rule
► Deny Credit Card
► Flag in Logs
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► Proxies
► VPNs
► Chained VPNs / TOR
► Botnets / Compromised Hosts
► Advanced Persistent Threats

How Do They Hide?
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How You Can Spot Them

Track the Computer Itself

► Known Anonymity IP
► Open Proxy / VPN Ports
► Inappropriate / Non-consumer IP
► “Bulletproof” Host
► High Latency vs. Ping
► Protocol Leakage
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Browser Fingerprints
1/28/13 3:17 PMPanopticlick

Page 1 of 2https://panopticlick.eff.org/index.php?action=log&js=yes

Your browser fingerprint appears to be unique among the 2,659,329 tested
so far.

Currently, we estimate that your browser has a fingerprint that conveys at
least 21.34 bits of identifying information.

The measurements we used to obtain this result are listed below. You can read
more about our methodology, statistical results, and some defenses against
fingerprinting in this article.

Help us increase our sample size:       

Browser
Characteristic

bits of
identifying
information

one in x
browsers
have this

value
value

User Agent 10.2 1179.3 Mozilla/5.0 (Macintosh; Intel Mac OS X 10_8_2) AppleWebKit/536.26.17 (KHTML, like Gecko)
Version/6.0.2 Safari/536.26.17

HTTP_ACCEPT
Headers 3.87 14.61 text/html, */* gzip, deflate en-us

Browser Plugin
Details 21.34+ 2659329

Plugin 0: AmazonMP3DownloaderPlugin; Amazon MP3 Downloader Plugin 1.0.17;
AmazonMP3DownloaderPlugin101750.plugin; (Amazon MP3 Downloader Plugin 1.0.17; application/x-amz;

). Plugin 1: Citrix Online Web Deployment Plugin 1.0.0.92; Plugin that detects installed Citrix Online
products (visit www.citrixonline.com).; CitrixOnlineWebDeploymentPlugin.plugin; (Citrix Online Application
Detector; application/x-col-application-detector; ). Plugin 2: Garmin Communicator Plug-in Version 4.0.4.0;

Garmin Communicator Plug-in Version 4.0.4.0; GarminGpsControl.plugin; (Garmin GPS Control;
application/vnd-garmin.mygarmin; mygarmin). Plugin 3: Google Talk NPAPI Plugin; Version 3.11.7.10909;
googletalkbrowserplugin.plugin; (Google voice and video chat; application/googletalk; googletalk). Plugin 4:

Google Talk Plugin Video Accelerator; Google Talk Plugin Video Accelerator version:0.1.44.23;
npgtpo3dautoplugin.plugin; (Google Talk Plugin Video Accelerator Type; application/vnd.gtpo3d.auto; ).

Plugin 5: Java Applet Plug-in; Displays Java applet content, or a placeholder if Java is not installed.;
JavaAppletPlugin.plugin; (Java applet; application/x-java-applet;version=1.4; ) (Java applet; application/x-

java-applet;version=1.2.1; ) (Java applet; application/x-java-applet;version=1.2.2; ) (Java applet;
application/x-java-applet;version=1.3; ) (Java applet; application/x-java-applet;jpi-version=1.7.0_10; ) (Java

applet; application/x-java-applet;version=1.1.1; ) (Java applet; application/x-java-vm; ) (Java applet;
application/x-java-vm-npruntime; ) (Java applet; application/x-java-applet;version=1.2; ) (Java applet;

application/x-java-applet;version=1.7; ) (Java applet; application/x-java-applet;version=1.4.1; ) (Java applet;
application/x-java-applet;deploy=10.10.2; ) (Basic Java Applets; application/x-java-applet; javaapplet) (Java

applet; application/x-java-applet;version=1.1.2; ) (Java applet; application/x-java-applet;javafx=2.2.4; )
(Java applet; application/x-java-applet;version=1.1; ) (Java applet; application/x-java-applet;version=1.1.3; )
(Java applet; application/x-java-applet;version=1.6; ) (Java applet; application/x-java-applet;version=1.4.2; )
(Java applet; application/x-java-applet;version=1.3.1; ) (Java applet; application/x-java-applet;version=1.5;
). Plugin 6: QuickTime Plug-in 7.7.1; The QuickTime Plugin allows you to view a wide variety of multimedia

content in web pages. For more information, visit the <A
HREF=http://www.apple.com/quicktime>QuickTime</A> Web site.; QuickTime Plugin.plugin; (Video For
Windows (AVI); video/x-msvideo; avi,vfw) (MP3 audio; audio/mp3; mp3,swa) (MP3 audio; audio/mpeg3;

mp3,swa) (3GPP2 media; video/3gpp2; 3g2,3gp2) (CAF audio; audio/x-caf; caf) (MPEG audio;
audio/mpeg; mpeg,mpg,m1s,m1a,mp2,mpm,mpa,m2a,mp3,swa) (QuickTime Movie; video/quicktime;
mov,qt,mqv) (MP3 audio; audio/x-mpeg3; mp3,swa) (MPEG-4 media; video/mp4; mp4) (SDP stream

descriptor; application/x-sdp; sdp) (WAVE audio; audio/wav; wav,bwf) (Video For Windows (AVI); video/avi;
avi,vfw) (AC3 audio; audio/x-ac3; ac3) (MPEG-4 media; audio/mp4; mp4) (Video (protected); video/x-m4v;

m4v) (SDP stream descriptor; application/sdp; sdp) (WAVE audio; audio/x-wav; wav,bwf) (AIFF audio;
audio/x-aiff; aiff,aif,aifc,cdda) (MPEG media; video/x-mpeg;

mpeg,mpg,m1s,m1v,m1a,m75,m15,mp2,mpm,mpv,mpa) (3GPP media; video/3gpp; 3gp,3gpp) (Video For
Windows (AVI); video/msvideo; avi,vfw) (MPEG audio; audio/x-mpeg;

mpeg,mpg,m1s,m1a,mp2,mpm,mpa,m2a,mp3,swa) (QUALCOMM PureVoice audio; audio/vnd.qcelp;
qcp,qcp) (MP3 audio; audio/x-mp3; mp3,swa) (RTSP stream descriptor; application/x-rtsp; rtsp,rts) (AMR
audio; audio/amr; amr) (SD video; video/sd-video; sdv) (AIFF audio; audio/aiff; aiff,aif,aifc,cdda) (MPEG

media; video/mpeg; mpeg,mpg,m1s,m1v,m1a,m75,m15,mp2,mpm,mpv,mpa) (3GPP2 media; audio/3gpp2;
3g2,3gp2) (AAC audio; audio/aac; aac,adts) (AC3 audio; audio/ac3; ac3) (AAC audio book; audio/x-m4b;

m4b) (AAC audio (protected); audio/x-m4p; m4p) (GSM audio; audio/x-gsm; gsm) (AMC media;
application/x-mpeg; amc) (AAC audio; audio/x-aac; aac,adts) (uLaw/AU audio; audio/basic; au,snd,ulw)

(AAC audio; audio/x-m4a; m4a) (3GPP media; audio/3gpp; 3gp,3gpp). Plugin 7: SharePoint Browser Plug-
in; Microsoft Office for Mac SharePoint Browser Plug-in; SharePointBrowserPlugin.plugin; (Microsoft Office
for Mac SharePoint Browser Plug-in; application/x-sharepoint; ). Plugin 8: Shockwave Flash; Shockwave

Flash 11.5 r502; Flash Player.plugin; (Shockwave Flash; application/x-shockwave-flash; swf)
(FutureSplash Player; application/futuresplash; spl). Plugin 9: WebEx64 General Plugin Container;

WebEx64 General Plugin Container Version 205; WebEx64.plugin; (gpc; application/webx-gpc-plugin64; ).
Plugin 10: WebKit built-in PDF; ; ; (Portable Document Format; application/pdf; pdf).

Time Zone 4.74 26.77 480

Screen Size
and Color Depth 7.92 242.24 2560x1440x24

System Fonts 21.34+ 2659329

Abadi MT Condensed Extra Bold, Abadi MT Condensed Light, Al Bayan Plain, Al Bayan Bold, American
Typewriter, American Typewriter Bold, American Typewriter Condensed, American Typewriter Condensed
Bold, American Typewriter Condensed Light, American Typewriter Light, Andale Mono, Apple Chancery,
Apple Braille, Apple Braille Outline 6 Dot, Apple Braille Outline 8 Dot, Apple Braille Pinpoint 6 Dot, Apple
Braille Pinpoint 8 Dot, Apple Color Emoji, AppleGothic Regular, AppleMyungjo Regular, Apple SD Gothic

Neo Bold, Apple SD GothicNeo ExtraBold, Apple SD Gothic Neo Heavy, Apple SD Gothic Neo Light, Apple
SD Gothic Neo Medium, Apple SD Gothic Neo Regular, Apple SD Gothic Neo SemiBold, Apple SD Gothic

Neo Thin, Apple SD Gothic Neo UltraLight, Apple Symbols, Arial Black, Arial Bold Italic, Arial Bold, Arial
Italic, Arial Hebrew, Arial Hebrew Bold, Arial, Arial Narrow, Arial Narrow Bold, Arial Narrow Bold Italic, Arial
Narrow Italic, Arial Rounded MT Bold, Arial Unicode MS, Avenir Black, Avenir Black Oblique, Avenir Book,

Avenir Book Oblique, Avenir Heavy, Avenir Heavy Oblique, Avenir Light, Avenir Light Oblique, Avenir
Medium, Avenir Medium Oblique, Avenir Oblique, Avenir Roman, Avenir Next Bold, Avenir Next Bold Italic,
Avenir Next Demi Bold, Avenir Next Demi Bold Italic, Avenir Next Heavy, Avenir Next Heavy Italic, Avenir
Next Italic, Avenir Next Medium, Avenir Next Medium Italic, Avenir Next Regular, Avenir Next Ultra Light,

Avenir Next Ultra Light Italic, Avenir Next Condensed Bold, Avenir Next Condensed Bold Italic, Avenir Next
Condensed Demi Bold, Avenir Next Condensed Demi Bold Italic, Avenir Next Condensed Heavy, Avenir

Next Condensed Heavy Italic, Avenir Next Condensed Italic, Avenir Next Condensed Medium, Avenir Next
Condensed Medium Italic, Avenir Next Condensed Regular, Avenir Next Condensed Ultra Light, Avenir

Next Condensed Ultra Light Italic, Ayuthaya, Baghdad, Bangla MN, Bangla MN Bold, Bangla Sangam MN,
Bangla Sangam MN Bold, Baskerville Old Face, Baskerville, Baskerville Bold, Baskerville Bold Italic,

Baskerville Italic, Baskerville SemiBold, Baskerville SemiBold Italic, Batang, Bauhaus 93, Bell MT, Bell MT
Bold, Bell MT Italic, Bernard MT Condensed, Big Caslon Medium, Book Antiqua, Book Antiqua Bold, Book
Antiqua Bold Italic, Book Antiqua Italic, Bookman Old Style, Bookman Old Style Bold, Bookman Old Style
Bold Italic, Bookman Old Style Italic, Bookshelf Symbol 7, Braggadocio, Britannic Bold, Brush Script MT
Italic, Calibri, Calibri Bold, Calibri Bold Italic, Calibri Italic, Calisto MT Bold, Calisto MT, Calisto MT Bold

Italic, Calisto MT Italic, Cambria, Cambria Bold, Cambria Bold Italic, Cambria Italic, Cambria Math,
Candara, Candara Bold, Candara Bold Italic, Candara Italic, Century, Century Gothic, Century Gothic Bold,
Century Gothic Bold Italic, Century Gothic Italic, Century Schoolbook, Century Schoolbook Bold, Century
Schoolbook Bold Italic, Century Schoolbook Italic, Chalkboard, Chalkboard Bold, Chalkboard SE Bold,
Chalkboard SE Light, Chalkboard SE Regular, Chalkduster, Charcoal CY, Cochin, Cochin Bold, Cochin
Bold Italic, Cochin Italic, Colonna MT, Comic Sans MS, Comic Sans MS Bold, Consolas, Consolas Bold,

Consolas Bold Italic, Consolas Italic, Constantia, Constantia Bold, Constantia Bold Italic, Constantia Italic,
Cooper Black, Copperplate, Copperplate Bold, Copperplate Light, Copperplate Gothic Bold, Copperplate
Gothic Light, Corbel, Corbel Bold, Corbel Bold Italic, Corbel Italic, Corsiva Hebrew, Corsiva Hebrew Bold,
Courier, Courier Bold, Courier Bold Oblique, Courier Oblique, Courier New Bold Italic, Courier New Bold,

Courier New Italic, Courier New, Curlz MT, BiauKai, Damascus, Damascus Bold, DecoType Naskh,
Desdemona, Devanagari MT, Devanagari MT Bold, Devanagari Sangam MN, Devanagari Sangam MN

Bold, Didot, Didot Bold, Didot Italic, Edwardian Script ITC, Engravers MT, Engravers MT Bold, Euphemia
UCAS, Euphemia UCAS Bold, Euphemia UCAS Italic, Eurostile Bold, Eurostile, Footlight MT Light, Franklin

Gothic Book, Franklin Gothic Book Italic, Franklin Gothic Medium, Franklin Gothic Medium Italic, Futura
Condensed ExtraBold, Futura Condensed Medium, Futura Medium, Futura Medium Italic, GB18030

Bitmap, Gabriola, Garamond, Garamond Bold, Garamond Italic, Geeza Pro, Geeza Pro Bold, Geneva,
Geneva CY, Georgia, Georgia Bold, Georgia Bold Italic, Georgia Italic, Gill Sans, Gill Sans Bold, Gill Sans

Bold Italic, Gill Sans Italic, Gill Sans Light, Gill Sans Light Italic, Gill Sans Ultra Bold, Gill Sans MT, Gill
Sans MT Bold, Gill Sans MT Bold Italic, Gill Sans MT Italic, Gloucester MT Extra Condensed, Goudy Old
Style Bold, Goudy Old Style Italic, Goudy Old Style, Gujarati MT, Gujarati MT Bold, Gujarati Sangam MN,
Gujarati Sangam MN Bold, Gulim, Gurmukhi MN, Gurmukhi MN Bold, Gurmukhi Sangam MN, Gurmukhi

Sangam MN Bold, Haettenschweiler, Harrington, Helvetica, Helvetica Bold, Helvetica Bold Oblique,
Helvetica Light, Helvetica Light Oblique, Helvetica Oblique, Helvetica CY Bold, Helvetica CY BoldOblique,

Helvetica CY Oblique, Helvetica CY Plain, Helvetica Neue, Helvetica Neue Bold, Helvetica Neue Bold
Italic, Helvetica Neue Condensed Black, Helvetica Neue Condensed Bold, Helvetica Neue Italic, Helvetica
Neue Light, Helvetica Neue Light Italic, Helvetica Neue Medium, Helvetica Neue UltraLight, Helvetica Neue
UltraLight Italic, Herculanum, Hiragino Kaku Gothic Pro W3, Hiragino Kaku Gothic Pro W6, Hiragino Kaku

Gothic ProN W3, Hiragino Kaku Gothic ProN W6, Hiragino Kaku Gothic Std W8, Hiragino Kaku Gothic
StdN W8, Hiragino Maru Gothic Pro W4, Hiragino Maru Gothic ProN W4, Hiragino Mincho Pro W3,

Hiragino Mincho Pro W6, Hiragino Mincho ProN W3, Hiragino Mincho ProN W6, Hiragino Sans GB W3,
Hiragino Sans GB W6, Hoefler Text Black, Hoefler Text Black Italic, Hoefler Text Italic, Hoefler Text
Ornaments, Hoefler Text, Impact, Imprint MT Shadow, InaiMathi, HeadLineA Regular, PilGi Regular,
GungSeo Regular, PCMyungjo Regular, Kailasa Regular, Kannada MN, Kannada MN Bold, Kannada

Sangam MN, Kannada Sangam MN Bold, Kefa Bold, Kefa Regular, Khmer MN, Khmer MN Bold, Khmer
Sangam MN, Kino MT, Kokonor Regular, Krungthep, KufiStandardGK, Lao MN, Lao MN Bold, Lao Sangam

MN, Wide Latin, Apple LiGothic Medium, LiHei Pro, LiSong Pro, Apple LiSung Light, Lucida Blackletter,
Lucida Bright, Lucida Bright Demibold, Lucida Bright Demibold Italic, Lucida Bright Italic, Lucida Calligraphy
Italic, Lucida Console, Lucida Fax Regular, Lucida Fax Demibold, Lucida Fax Demibold Italic, Lucida Fax
Italic, Lucida Grande, Lucida Grande Bold, Lucida Handwriting Italic, Lucida Sans Regular, Lucida Sans

Demibold Roman, Lucida Sans Demibold Italic, Lucida Sans Italic, Lucida Sans Typewriter Regular, Lucida
Sans Typewriter Bold, Lucida Sans Typewriter Bold Oblique, Lucida Sans Typewriter Oblique, Lucida Sans

Unicode, MS Gothic, MS Mincho, MS PGothic, MS PMincho, MS Reference Sans Serif, MS Reference
Specialty, MT Extra, Malayalam MN, Malayalam MN Bold, Malayalam Sangam MN, Malayalam Sangam
MN Bold, Marion Bold, Marion Italic, Marion Regular, Marker Felt Thin, Marker Felt Wide, Marlett, Matura
MT Script Capitals, Meiryo, Meiryo Bold, Meiryo Bold Italic, Meiryo Italic, Menlo Bold, Menlo Bold Italic,

Menlo Italic, Menlo Regular, Microsoft Yi Baiti, Microsoft Himalaya, Microsoft Sans Serif, Microsoft Tai Le,
Microsoft Tai Le Bold, MingLiU_HKSCS-ExtB, MingLiU_HKSCS, MingLiU, MingLiU-ExtB, Mistral, Modern
No. 20, Monaco, Mongolian Baiti, Monotype Corsiva, Gurmukhi MT, Monotype Sorts, Mshtakan, Mshtakan
Bold, Mshtakan BoldOblique, Mshtakan Oblique, Myanmar MN, Myanmar MN Bold, Myanmar Sangam MN,

Myriad Pro Bold, Myriad Pro Condensed, Myriad Pro, Nadeem, Nanum Brush Script, NanumGothic,
NanumGothic Bold, NanumGothic ExtraBold, NanumMyeongjo, NanumMyeongjo Bold, NanumMyeongjo
ExtraBold, Nanum Pen Script, New Peninim MT, New Peninim MT Bold, New Peninim MT Bold Inclined,
New Peninim MT Inclined, News Gothic MT, News Gothic MT Bold, News Gothic MT Italic, Noteworthy

Bold, Noteworthy Light, Onyx, Optima Bold, Optima Bold Italic, Optima ExtraBlack, Optima Italic, Optima
Regular, Oriya MN, Oriya MN Bold, Oriya Sangam MN, Oriya Sangam MN Bold, Osaka, Osaka-Mono,

PMingLiU, PMingLiU-ExtB, PT Sans Bold, PT Sans Bold Italic, PT Sans Caption, PT Sans Caption Bold,
PT Sans Italic, PT Sans Narrow, PT Sans Narrow Bold, PT Sans, Palatino Bold, Palatino Bold Italic,
Palatino Italic, Palatino, Palatino Linotype Bold, Palatino Linotype Bold Italic, Palatino Linotype Italic,

Palatino Linotype, Papyrus, Papyrus Condensed, Perpetua, Perpetua Bold, Perpetua Bold Italic, Perpetua
Italic, Perpetua Titling MT Bold, Perpetua Titling MT Light, Plantagenet Cherokee, Playbill, Raanana,

Raanana Bold, Rockwell, Rockwell Bold, Rockwell Bold Italic, Rockwell Extra Bold, Rockwell Italic, Hei
Regular, Kai Regular, STFangsong, STHeiti, Heiti SC Light, Heiti SC Medium, Heiti TC Light, Heiti TC

Medium, STIXGeneral-Bold, STIXGeneral-BoldItalic, STIXGeneral-Italic, STIXGeneral-Regular,
STIXIntegralsD-Bold, STIXIntegralsD-Regular, STIXIntegralsSm-Bold, STIXIntegralsSm-Regular,

STIXIntegralsUp-Bold, STIXIntegralsUp-Regular, STIXIntegralsUpD-Bold, STIXIntegralsUpD-Regular,
STIXIntegralsUpSm-Bold, STIXIntegralsUpSm-Regular, STIXNonUnicode-Bold, STIXNonUnicode-

BoldItalic, STIXNonUnicode-Italic, STIXNonUnicode-Regular, STIXSizeFiveSym-Regular,
STIXSizeFourSym-Bold, STIXSizeFourSym-Regular, STIXSizeOneSym-Bold, STIXSizeOneSym-Regular,

STIXSizeThreeSym-Bold, STIXSizeThreeSym-Regular, STIXSizeTwoSym-Bold, STIXSizeTwoSym-
Regular, STIXVariants-Bold, STIXVariants-Regular, STKaiti, Kaiti SC Black, Kaiti SC Bold, Kaiti SC

Regular, STSong, Songti SC Black, Songti SC Bold, Songti SC Light, Songti SC Regular, STXihei, Sathu,
Silom, SimHei, SimSun, SimSun-ExtB, Sinhala MN, Sinhala MN Bold, Sinhala Sangam MN, Sinhala

Sangam MN Bold, Skia Regular, Skia Regular, Skia Regular, Skia Regular, Skia Regular, Skia Regular,
Skia Regular, Skia Regular, Skia Regular, Skia Regular, Stencil, Symbol, Tahoma, Tahoma Negreta, Tamil

MN, Tamil MN Bold, Tamil Sangam MN, Tamil Sangam MN Bold, Telugu MN, Telugu MN Bold, Telugu
Sangam MN, Telugu Sangam MN Bold, Thonburi, Thonburi Bold, Times Bold, Times Bold Italic, Times
Italic, Times Roman, Times New Roman Bold Italic, Times New Roman Bold, Times New Roman Italic,

Times New Roman, Trebuchet MS Bold Italic, Trebuchet MS, Trebuchet MS Bold, Trebuchet MS Italic, Tw
Cen MT Bold, Tw Cen MT Bold Italic, Tw Cen MT Italic, Tw Cen MT, Verdana, Verdana Bold, Verdana

Bold Italic, Verdana Italic, Webdings, Wingdings, Wingdings 2, Wingdings 3, Yuppy SC Regular, Yuppy TC
Regular, Zapf Dingbats, Zapfino (via Flash)

Are Cookies
Enabled? 0.42 1.34 Yes

Limited
supercookie test 1 2 DOM localStorage: Yes, DOM sessionStorage: Yes, IE userData: No

Thanks to browserspy.dk for the font detection code, and to breadcrumbs for supercookie help.
Frequently asked questions.

Send other questions or comments to panopticlick@eff.org.

Blocked Plug-in

Learn about Panopticlick and web tracking. The Panopticlick Privacy Policy.  Learn about the Electronic
Frontier Foundation.

► Fingerprint May Stand Out
► Unusual OS / Browser
► System TOO Clean
► System TOO Hardened
► Lying In UserAgent String
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Virtualization Makes Your Job Harder

Advantages Disadvantages

Easy to Clean Cloned Each Time

No Cookies or 
Super-Cookies

Too	
  Clean	
  or	
  
Outdated	
  Cru7

Detection as VM Requires 
Local Execution Can	
  Be	
  Detected	
  as	
  VM
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Fortunately (for you), Good OPSEC is Hard

► Tools can be slow and cumbersome
► May go direct for “innocent” 

activity / reconnaissance
► May forget to use it
► Accidentally cross the streams 

of personas
► Correlate attacker print with 

all previous activity
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Why Should YOU be Stealthy

► Lurk in IRC and Forums
Discover Plans

Learn Techniques

Hide your interest & activity

► Bait Honeypots
Drop False Leads and Links

► Government
Has Other More Aggressive Options
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10 Tips for Defender Stealth Part 1

1.
2.
3.

4.

5.

Using a known anon IP is good
Use only VPN type privacy services
Use a VM for identity isolation 
and malware prevention
Use a different VM for each 
identity / activity
Vary your appearance and 
fingerprint for each VM
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10 Tips for Defender Stealth Part 2

6.

7.
8.

9.

10.

Files on the VM are definitionally 
contaminated
Check for DNS leakage
Ensure no local network or device 
is visible from the VM
Change clock, time zone, language, 
as appropriate
Stay on the right side of the law
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Thanks
Contact me at:
Email: lance.cottrell@ntrepidcorp.com
Commercial / Gov: http://ntrepidcorp.com
Consumer: http://anonymizer.com
Blog: http://theprivacyblog.com
Twitter: @LanceCottrell
LinkedIn: http://linkedin.com/in/LanceCottrell
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