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Trojan Kits with APT-like tools
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Citadel

Source: RSA Cyber Labs

VncFox 2012 - Citadel Software

Citadel VNC Plugin - $495 USD / €375

VNCFox, full version adapted to the Citadel control panel
Enables data collection from specific PCs (for example, those belonging to companies) and
from accounts of interest, placing it into a separate database via a separate script
Create a triggered instant connection to a specific BotlD, and have the VNC connection
automatically established whenever the bot comes online

e sccnsne 12 (95100). s s 0 (%0)

o0s M r wr ALL

m AL arconnts: 12

[

12422000

THINE TP NATT 11tz

STORAG BDOIENTICE O

[ost_te_sdd wne

_se30 |

STORACE_IMO6IIBTITHCCE S50y e

ot 22_33d e

L OMLITOBG DR ER M1 N enan $890 |

ECERL Y

[bat_te_add v

Lot A OV T ATSIISmAT S W, 22T
T SE0

1

] y 20.12.2031
3 THETONLINALOI0NALS BerhA 1o 019

e, 194201
ABMIN NS DAY BLOB 04 2 o.gl

“he, 102,511
, ADRSNAC_IBFIATEIGA0DII t1ov0127

ADIEI 1S _IDBPIATE10A MG e, X 5"?)“ bat e

9,
1

JEJE BB EE |

L EHy
AOHEN-1C_IDFIAZELOAOMIEY o 22 o on|

i

[bst_te_add wc 2643 :j
00 | i ol o]

[nn tc add e .‘I.'.':-Ti —_ - —

CHELIEA-LAPTOR_JAUSIEMEIICMS  vgss, >
w3 *

Pt F2Et k

Tk |




Other Famous RATs
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Recent RAT Infestation:
Israeli Institute for National Security Studies
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Israeli Public Opinion

Following Egypt's Constitutional Referendum: Polarization
and Collapse: Discourse on the Egyptian Social Networks,
January 2013

Udi Dekel and Orit Perlov (January 9, 2013) present some of the
principal sentiments, foremost among them social polarization and
collapse, voiced on the Egyptian social networks following the recent
constitutional referendum.

more info

Has Operation Pillar of Defense Enhanced Israel's Deterrence?
Zaki Shalom (e-International Relations, January 6, 2013) discusses
various aspects of Operation Pillar of Defense, focusing on the potential
contribution of the campaign to Israeli deterrence.

more info

New INSS Memorandum: In the Aftermath of Operation Pillar
of Defense

The essays by INSS researchers compiled in this volume offer initial
assessments of various aspects of Operation Pillar of Defense, launched
by Israel in the Gaza Strip in November 2012.

more info

New INSS Insight: The EU Draws a Red Line on Israeli
Settlements

Shimon Stein (January 1, 2013) analyzes the increasingly harsh
European tone in response to Israel’s recent decision to accelerate

Conference sponsored by

INSS and the International

Committee of the Red

Cross (ICRC)

Click here to reigster for
the conference.
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When States control Botnets




State-owned Botnet

KrebsonSecurity

In-depth security news and investigation
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8e6 Technologies, Inc.

AAPT AAPT Limited

ABBOTT Abbot Labs

ABOVENET-CUSTOMER - Abovenet Communications, Inc
ACCNETWORKS - Advanced Computer Connections
ACEDATACENTERS-AS-1 — Ace Data Centers, Inc.
ACSEAST — ACS Inc.

ACS-INTERNET - Affiliated Computer Services
ACS-INTERNET - Armstrong Cable Services
ADELPHIA-AS - Road Runner HoldCo LLC
Administracion Nacional de Telecomunicaciones
AERO-NET - The Aerospace Corporation

AHP - WYETH-AYERST/AMERICAN HOME PRODUCTS
AIRLOGIC - Digital Magicians, Inc.
AIRTELBROADBAND-AS-AP Bharti Airtel Lid., Telemedia Services
AIS-WEST - American Internet Services, LLC.
AKADO-STOLITSA-AS _ AKADO-Stolitsa_ JSC

ALCANET Corporate ALCANET Access

ALCANET-DE-AS Alcanet International Deutschland GmbH
ALCATEL-NA — Alcanet International NA

ALCHEMYNET - Alchemy Communications, Inc.

Alestra, S. de R.L.de C.V.

ALLIANCE-GATEWAY-AS-AP Alliance Broadband Services Pvt. Lid.Alliance Gateway

AS,Broadband Services Provider,Kolkata,India
AILMAZAYA Almazaya gateway L.L.C
AMAZON-AES — Amazon.com, Inc.
AMERITECH-AS — AT&T Services, Inc.
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Government, Military PCs for Sale



Trojan Infrastructure
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Atomic Energy in South East Asia
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Foreign Space Agency
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http://www.youtube.com/watch?v=iKZ7CLr3rrU
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Fighting Advanced Threats

. . Investigation . Intelligence




Summary

Cyber Criminals have access to APT-grade tools
Military Intelligence has access to massive Botnets
Financially motivated hackers sell .gov, .mil accounts
New Defense Doctrine needed
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