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General Interest 

When State Actors and Cyber Criminals 
Join Hands 



   Trojan Kits with APT-like tools 



Gozi Prinimalka 

Source: Krebs o Security 



Citadel 
Source: RSA Cyber Labs 



Other Famous RATs 

 



Recent RAT Infestation: 

Israeli Institute for National Security Studies 



   When States control Botnets 



State-owned Botnet 



   Government, Military PCs for Sale 



Trojan Infrastructure 

Infection / Update Drop Zone 
Command & Control  



The Presidential Office 



Atomic Energy in South East Asia 



Foreign Space Agency 



Government, Military for Sale 

http://www.youtube.com/watch?v=iKZ7CLr3rrU


   New Defense Doctrine 



Fighting Advanced Threats 

Resistance Detection Investigation Intelligence 



Summary 

► Cyber Criminals have access to APT-grade tools 
► Military Intelligence has access to massive Botnets 
► Financially motivated hackers sell .gov, .mil accounts 
► New Defense Doctrine needed 



Q&A 
 
Got any questions? Send me a 
LinkedIn invitation (Uri Rivner) 


