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Provable Security

How to show your cryptosystem is secure:

If Assumption Holds then
Cryptosystem Secure

Prove contrapositive




What if the Assumption is False?

Cryptosystem

» Cannot reason about security

» Adversary can use the attack on assumption to break
cryptosystem




Increase the size of parameters

e.g., RSA assumes factoring a large
number into 2 primes is hard

Factor: 77, 3869, 702619, ...

Use a family of assumptions

As you increase a parameter k you
become more confident in the security
of the assumption

Example: k-Linear [HKO7, Sha07]



Family of Strictly Weaker Assumpti@s
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» An assumption A, ., is weaker than assumption 4, if
» If A, holds then so does A, (Breaking A, also breaks A;)

» The assumption, A, , is strictly weaker than assumption, 4,, if

» A, 1S weaker than A,

» And an oracle for A; does not help break Ay




DDH Assumption

» Given < g,9% g, T >
» For some g,g% 9> T €G

» Does T L g*

It is hard to compute a discrete log
in a finite cyclic group G

» No polynomial time algorithm can achieve non-negligible
advantage deciding




Bilinear Maps

e GXG - Gp
» Bilinear: e(g% g°) = e(g,9)% foralla,b € Z,
» Non-Degenerate: If g generates G, thene(g,g) # 1
» Computable: e is efficiently computable on all input
» DDH does not hold for groups in which bilinear maps can be
computed
> <g,g%g° T2 g% >
> e(g%g”)Le(g,T)




DBDH Assumption

» How can we use DDH in bilinear groups?

» Given < g,9% g%, g¢, T >
» For some g,g% g?,g°c € GandT € Gy

» Does T “e(g, g)*<

« Hard to compute discrete log: in G
and Gy
 Bilinear maps have 2 inputs
« Can’t undo a bilinear map

» No polynomial time algorithm can achieve non-negligible
advantage deciding




Decision Linear (DLIN) Assumption

» How can we use DDH in settings where bilinear maps exist?

» Given < g,9°1,g9°2,g°t"t,g>2"2, T >
> g’g51’g52’g517‘1 ’gszrz’ T €G

» Does T 7;-.

This is like 2 DDH

|t is hard to compute discrete logs
 Bilinear maps only pair 2 elements
(not 3: gsl’gSZ’grl'FT'z)

problems:
g’gsl’ E,gslrl

» No polynomial time algorithm can achieve non-negligible
advantage deciding, even in generic bilinear groups [BBS04]

» Only a decisional problem - computationally same as DDH



k-Linear Family of Assumptions

» k-Linear generalizes the Linear Assumption| This is like k DDH
» 1-Linear is DDH problems
» 2-Linear is Linear Assumption

»Fork>1 Given < g,9°%,...,9°%, g°1"1, ..., gk, T >
» g,9°, ...,9°%,g°1", ..., g°k"k, T € G

» Does T . gnttt7k

» No polynomial time algorithm can achieve non-negligible
advantage deciding

» Only a decisional problem - computationally same as DDH




How are DLIN and DBDH Related?

» If DLIN holds, then so does DBDH

< g’ gSlygSZ;gslrl ,gser,T 7= gT'1+T'2 >

DLIN Instance

<g.9°.9%%TL g, e(gn", g%2) - e(g*22, g) > =

< g’ gS1,gSZ, T 7= gr1+r2’ e(g’ g)(slsz)(rl'l'rz) >

DBDH Decider [BWO06]




Can extend DBDH to a Family of Assumptions?

» Why?

» For k > 2 unclear how k-Linear
and DBDH are related

» Kk-Linear only operates in the
source group

» Example: Boneh-Boyen IBE - the
message is hidden in target

group

This is should be like
k DBDH problems

k-Linear




Failed Attempt

» Given g,9% g° g°1, ..., g%, g°1"1, ...,g°k"ke and T € Gy

» Does T 7= Hi e(g’gsi)abri — Hi e(g’g )absirl- — e(g,g)ab(slrl"‘“""skrk)

» Embeds k DBDH instances: (g,g“,gb,.,-

» ... But is equivalent to DBDH:

(9.9% 5" QD = 9"+, T aflje(g, g ) P50)




k-BDH Assumption

» Given g, g% g%, g°1, ..., g%, g51"1, ..., g°*"ke G and T € Gy

> Does T2 ];e(9, )" <1 @(grh g @D = e(g, g0+
» Embeds k DBDH instances: (g%, g%, g?, g*" Je(g®i, g*1) @/sD@®/s0ri)

» ... And is a family of strictly weaker assumptions!




A Family of Weaker Assumptions

» If the k-BDH assumption holds, so does the (k+17)-BDH assumption

>

Random
Values

k-BDH Instance

m Tk+1
<9959V, Vk41,V1 s Vi1 s

T-e(g”, g”)e L 1_[ e(g,9)”" "

1<isk+1

(k+1)-BDH Decider




Evidence of a Family of Strictly Weaker Assumptions

» An oracle for k-BDH does not help in deciding a (k+1)-BDH instance
» Similar to the separation proof of k-Linear [Sha07]
» Generic Group Model [BS84,Nechaev94,Shoup97/]

» Interact with adversary using an idealized version of groups

» Bound the probability of finding an inconsistency if actual groups were used

» Oracle to k-BDH is implemented as a modified k-multilinear map

» maps k elements in ¢ and one element G, to an element group G,,




Application: IBE

» Setup:
» Public parameters: g,u = g*,v; = g°1, ..., v} = gsk,vfl, ...,v,f",wl, ey Wi
» Master key: sy, ..., Sk, Ty, o) Ti, X

» KeyGen(ID):
» Select random ny,...,ny € Z,

» Foreach 1 <i <k output (Ky;Kg;) = (g*" (wiuID)ni,vini)
» Encrypt (m, ID):

» Select random y;, ...,y € Z,

» Output Cp = m][];<i<k e(gx' ”ifi)yi

» Foreach 1 <i <koutput (Cy;Cg;) = (vl-yi, (WiuID)yi)

» Decrypt(c):
ID)y Y

Y n;
r l
CoTlicick ©KpiCry)  MIlisisk e(g¥vi" )" Tlisick e l'(Wiu

~ n. ]
[Mi<i<k €K 4,i.Ca,0) [Mi<i<k e(gxri(wiuID) l'viyl

>

—m




Conclusions

» Goal: Introduction the k-BDH Family of Assumptions
» Relationship to standard assumptions (DDH, k-Linear, DBDH)
» It is a family of strictly weaker assumptions
» Usable: We construct an IBE in the Boneh-Boyen Framework

» Future Work

» IBE construction grows with k (public parameters, keys, encryption)

» Different applications

» http://eprint.iacr.org/2012/687
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user@abc.edu

Publish mpk h ABC University

1 time
download Revoke DK@ T

v OO
. _—~\ .

KGC's role: Issuing/Revoking secret keys

Issue DK@ 1

Excessive workload for a single KGC

N )

Sender

User

User?2
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Publish mpk <_\’ ABC University

1 time
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Publish mpk <—\I ABC University

. Efficient Key Generation & Revocati
1time
download

ABC, Science

Efficient Key Generation & Revocati

ABC, Science, Math

Efficient Key Generation & Revocat
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» Previous Approaches
» Revocable Symmetric Key Encryption: Broadcast Encryption
» Revocable Identity-Based Encryption

» Trivial Approach — Exponentially large secret key
» Our Approach — Asymmetric trade
» Further Study

RSACONFERENCE2013



Each node has the corresponding key.

We consider a binary tree kept by KGC
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u, u, @ u, U Uus U, Ug

U, has secret keys on the path to the root node
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If u;, u,, and u, are revoked, first compute triangles containing only non-revoked users.

PPN

Revoked

RSACONFERENCE2013



Encrypt a session key using KEY,, KEY,5,, KEY,;.
Then, only non-revoked user can recover the session key.

# of triangles ~ log N (where N is # of leaf nodes)

Revoked

RSACONFERENCE2013



Publish mpk h ABC University \

KGC Issue SK@

1time N

download " Eachtime period

Size of KU; is logN.

KU, download
~ /

Enc(mpk, @, T, M)

Sender user
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Publish mpk h ABC

iversity \
ue SK

KGC Iss

1 time
download

Each time period

\/
Z

Size of KU; is logN.

" Y

Enc(mpk, @, T, M)

Sender user
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Key Revocation Key Generation

o

U, Ug Ug U5

Whenever a user is reglstered in the system,
the user is assigned in the leaf node of binary tree.

Revoked
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Secret Key related to the identity of u,

Key Update Information related to time ‘T’

RSACONFERENCE2013




Since u, has both related to the same node,
u, can create a decryption key related to
both his ‘identity’ and ‘time’ '

i

Ug U5 Ug

Secret Key related to the identity of u,

Key Update Information related to time ‘T’

RSACONFERENCE2013



Publish mpk h ABC University

KGC Issue SK@
1 time N
download " Eachtime period

Size of KU; is logN.

KU, download
v \
9 y

Only non-revoked users can generate a

Sender decryption key dk@ ,; from KU; and SK @ user
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Hierarchical Structure ABc university
for Key Generation

ABC, Science, Math, Prof. Emura
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Binary Tree for Revocation _
(managed by KGC) rsi

ABC, Science

ABC, Science, Math, Prof. Emura
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Binarv Tree for Revocation
Binary Tree for Revocation  ; KGC)

(managed by College)

Science U, us U, Ug UgU, Law

J

ABC, Science, Math, Prof. Emura
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Binarv Tree for Revocation

Binary Tree for Revocation y KGC)
(managed by College)

Math U, U3 U, U  Ugu,

T Emura U, Us

-

L

U, Ug
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: PN
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ABC, Science

)

ABC, Science, Math, prof. Emura
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ABC University

e

Binary Tree for Revocation
(managed by KGC)

@ &

Uy Us

Sc Us UgU, Law

J

Science needs to
store log N size
secret keys
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X
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Key Update for time period ‘T’
(managed by KGC)

\ Science uze ®PJ5 @7 u8 /\\

Doy b

ABC, Science, Math, prof. Emura
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m ABC University

Binary Tree for Revocation
(managed by KGC)

v & O O J

Science Uz U, Ug UgU, Law
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Science is not revoked on time ‘T’.
(1) It can create a decryption key relate to its identity & time ‘T".

Key Update for tim (2) It can generate Key Update for its children.
(managed by KGC) \managed by KGC)
‘@A AN ABC University @ g
>ence U@ @,915 @y, Us Science’ ', U3 Uy Us UG, Law

ABC, Science

e
0 0 1
0 o O 1 o] (F
0 1 0 1
g 0 0 0 4 1 4 1
0 0 1 1 0 0 1 1
0 1 0 oy 1 0 ¢

ABC, Science, Math, prof. Emura
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Trivial Approach

Key Update for time period ‘T’ Binary Tree for Revocation
(managed by KGC) (managed by KGC)
ASAAT A ABC University - .
>ence U@ @,&5 @y, Us Science’ ', U3 Uy Us UG, Law
ABC, Science

. g
Binary Tree for Revocation
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Key Update for ‘T’ : o] [° o
(managed by Science) .
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Trivial Approach

Key Update for time period ‘T’ Binary Tree for Revocation
(managed by KGC) (managed by KGC)
ASAAT A ABC University - .
>ence U@ @,915 @y, Us Science’ ', U3 Uy Us UG, Law
~Science P

Binary Tree for Revocation
(managed by Science)

Key Update t .
(managed by Scic .

[ J
O 0 [ J

1

O

P ) S N
Math u2® @&5 @7 Ug
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No

The parent (Science) has log N size
secret key and one subkey is used for
each time period.

A child (Math) does not know which
subkey will be used for each time
period.

Therefore, children should have
(logN)? subkeys.

n-th level user has (logN)" size secret
keys

-
-

(0]
1

1

AN

U, @&5 ay; Ug

PN

Math
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“Approach

University

cience

Binary Tree for Revocation
(managed by KGC)

Science ‘I, U; U, Ug UgU-

A

~

Binary Tree for Revocation
(managed by Science)

0
1
1

Math U, Us

Uy Us  Ugu,

Law
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1Dy = I1]|l2
-]
-]
-]
1Dy = 11|~ ||lg

skipy, =

log N subkeys

. dlog N ((log N)? subkeys

(log N)¥ subkeys



Sk|D|1
legN
Iy
e d|1
42
¢ h
legN
ID2 = I1]I2 ( h
Sk|D|2 = —
. o
= dl
] ¥ 2
log N
\ d|2
<
Sk|D|E = _J )
4
1Dy = I1|]---[|lp
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log N subkeys

2log N subkeys

Product . (log N)2 subkeys

¢log N subkeys

Product - (log N)¢ subkeys



skip,~~  Technically difficult part:
Separated subkeys do not
leak any information.

To this end, we used several
re-randomization 2 subkeys
techniques.

Dy = 1|13

¢log N subkeys

skipy, [«

IDy = I1]]---||lg \\
RSACONFERENCE2013

Product - (log N)¢ subkeys




» We propose the first practical RHIBE scheme
» Our scheme is based on Boneh-Boyen HIBE scheme
» The size of secret key is O(I°log N), where | is user’s level.

» We proved that the proposed scheme satisfies a weaker security
notion such as selective security notion.

RSACONFERENCE2013



» Fully secure RHIBE
» Different revocation method, such as Subset Difference
» Revocation methodology in functional encryption

RSACONFERENCE2013



» Thanks!
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