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Qualitative Metric Purpose 

Which business units receive network vulnerability scan 
reports from the information security team? 

• Visibility for process improvement 
• Can be used to manage risk and improve performance 

Which business units remediate their vulnerabilities based on 
the scan report 

• Visibility for process improvement 
• Can be used to manage risk and improve performance 

Which business units deploy patches within the timeframe 
specified in the information security group’s SLA? 

• Visibility for process improvement 
• Can be used to manage risk and improve performance 

Which business units have high-criticality vulnerabilities that 
have not been remediated in 90 days? 

• Visibility for process improvement 
• Can be used to manage risk and improve performance 

Quantitative Metric Purpose 

Percentage of patches deployed within the timeframe 
specified in the information security group’s SLA 

• Compliance with information security standards and 
understanding of risk posture 

Average time to deploy a normal patch • Understand risk posture, speed and performance 
• Can be used to manage performance & decrease avg time 

Average time to deploy an emergency patch • Understand risk posture, speed and performance 
• Can be used to manage performance & decrease avg time 

Comparison of protected areas vs. honeypot areas • To show results of vulnerability scans, monitoring, logging 
• Can be used to help measure the benefit of the security 

program 
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• New School Security Blog 
http://www.newschoolsecurity.com 

• FAIR Framework 
http://fairwiki.riskmanagementinsight.com 

• Verizon VERIS Framework 
https://verisframework.wiki.zoho.com 

• Security Metrics: A Beginner’s Guide, 
Caroline Wong 
http://is.gd/6g62uS 


