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ISACA Business Model for Information Security 





























Outcomes People or functions consulted 
to manage IT related risks 

People or functions that use 
management summary 

reports to manage IT related 
risks 

Worst Outcomes Business unit managers Senior managers 

Average Outcomes Senior IT managers 
Legal and financial managers 
Business unit managers 

Senior managers 
IT operations managers 
Information security managers 

Best Outcomes IT operations managers 
Internal auditors 
Business unit managers 
Legal and financial managers 
Risk and compliance managers 
Information security managers 

Senior managers 
IT operations managers 
Information security managers 
Risk managers 
Internal auditors 
Legal and compliance 
managers 





Metric Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

Availability of IT service 
levels 

45% 23% 84% 

Integrity of IT assets and 
information 

11% 27% 80% 

Integrity of financial 
systems and data 

11% 37% 80% 

Integrity of customer data 8% 41% 75% 

Integrity of sensitive 
corporate data 

8% 41% 75% 

Integrity of audit data and 
security controls 

7% 30% 75% 





Vulnerabilities / Threats Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

Internet security threats 22% 39% 77% 

IT vulnerabilities, threats, 
exploits 

10% 31% 65% 

Unauthorized use of 
software / devices 

12% 27% 65% 

Outstanding fixes for IT 
vulnerabilities 

7% 14% 62% 

Outstanding IT change 
orders 

7% 22% 62% 

Unauthorized user 
accounts or changes in 
entitlements 

10% 26% 46% 



Trend 
(Changes Reported) 

Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

In internet security threats 27% 32% 73% 

In risks and priorities 7% 30% 69% 

In data loss, misuse, theft 17% 27% 69% 

In IT vulnerabilities and 
exploits 

22% 20% 69% 

In IT control failures 12% 27% 65% 

In exceptions to policy 7% 20% 50% 





Reports Used Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

Business impact summary reports 8% 29% 68% 

Email and phone notifications 36% 34% 68% 

Written reports 28% 26% 68% 

Exception reports 14% 29% 55% 

Risk priority reports 11% 29% 46% 

Web-based dashboard reports 8% 22% 41% 



Human Behavior Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

Training delivered to 
employees 

49% 62% 76% 

Employees surveyed on 
policies and ethics 

24% 50% 71% 

Employees are surveyed on 
procedures and practices 

43% 58% 59% 

Process controls are mapped 
against policy, regulatory and 
legal requirements 

19% 60% 74% 

Gaps in process controls are 
identified and remediated 

17% 49% 88% 

Conformance with policy is 
documented and reported 

46% 68% 73% 



Outcomes Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

Business downtime 
due to IT failures / . 
disruptions 

10% of revenue 1% of revenue 0.2% of revenue 

Loss or theft of 
sensitive data 
including customer 
data 

9.6% of revenue 6.4% of revenue 0.4% of revenue 

Relative spend in time 
spent in TI and money 
spent on regulatory 
audit 

$0.60 $1.00 $0.30 

IT Policy Compliance Group 2010 



Outcomes Worst 
2 in 10 

Average 
7 in 10 

Best 
1 in 10 

Business downtime due to IT 
failures /  disruptions 

More than 60 
hours 

4 to 59 hours Less than 4 hours 

Loss or theft of sensitive data 
including customer data 

16 or more events 3 to 15 events Less than 3 events 

Deficiencies in IT that had to 
be corrected to pass audits 

16 or more 
deficiencies 

3 to 5 deficiencies Less than 3 
deficiencies 
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