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  Transportation Power Infrastructure Banks 

Slammer Air traffic control 
problems in USA 

Infected a nuclear 
power plant in Ohio 

911 phone services 
down in Seattle 

Bank of 
America's ATM 
network down 

Blaster Air Canada flights 
grounded, CSX 
trains stopped 

NY ISO power 
operator's network 

infected 

Numerous RPC-
based SCADA 

networks down 

Several 
Windows-
based ATM 
networks 
infected 

Sasser Railcorp trains 
stopped in Australia, 

Delta flight 
problems, delays 

with British Airways 
flights 

Hong Kong 
government's 
department of 

energy networks 
infected 

Infected: Two 
hospitals in 
Sweden, EU 
commission, 

Heathrow airport, 
Coastguard UK 

Several banks
shutting down 
offices because 

of internal 
infections 
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PIRAX DDOS 
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End user 

IP reputation SAS API 

Safe Check 

Remediation 
tool 

FSCSI 

Easy Clean 

Safe 
Anywhere 

Abuse 
reports 

Feeds 

FSC IP feed 

Bad node 
timestamp 

File, IP, URL, filename, reg key, exploit used, 
email sent,  … 

Detection, link to desc 

Trace, reputation 
upstream 

Samples 

Description: What damage 
might have been done. Prevent 
unnecessary calls.  

Email. Link 
to desc. 

Vuln signatures 

Walled 
Garden 

Operator 
Security 
Systems 

Lab Systems 

Descriptions 

File reputation 

Network reputation 

Detection builder 

Content 
Anywhere 

Restore files if 
needed 

User calls 
support 

DNS queries 

Sinkholing 

Netflow 

Darknet & 
reversed 
darknet 

Enter Antibot 
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