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Doing Things Differently...

RSACONFERENCE2013




Extreme Privacy
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—Privacy In Kansas

Monday Tuesday Wednesday Thursday Friday
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—— Definition...

» What is Privacy?
» Separation from group or environment
» Deprivation
» |solation
» Afeeling
» Atrtificial construct
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—— Do Not Panic

» What this is not...
» Silver Bullet
» Sales Pitch
» Tinfoil Hat Brigade
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— Progression of Convenience
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Your Footprint




— Footprints
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—— Relational Footprints

Digital Identity Mapping
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The Why




—— Matt Honan

How Apple let a hacker remotely
wipe an iPhone, iPad, MacBook

Summary: Gizmodo's Twitter account was recently hacked, after a former employee’s iCloud
account was breached, and all his Apple devices (iPhone, iPad, MacBook Air) were remotely
wiped. It turns out the hacker didn't even have to get the password: he just tricked Apple's tech

support.
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—— Math?

» P=E(K+A)
» Privacy = Effort (Knowledge + Awareness)
» Privacy — total measurable footprint
» Effort — amount of overall applicable mitigation action
» Knowledge — insight of working concepts and technologies
» Awareness — over all exposure and peripheral
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—— Effort
| 10 -Maximum effort |

9 — Best available
8 — Combined effort

7 — Online research

6 — Asked about it
5 — Read about it

4 - Looked into it
3 — 2" hand knowledge
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—Knowledge

4 — Informed exposure

3 — Average knowledge
2 — Try harder
1 — Heard about it
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—— Awareness

4 — Informed exposure

3 — Average awareness

2 — Try harder
1 — Passing mention
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— Privacy

78 — 89 = Very Good
70 - 78 = Good

60 — 69 = Adequate
50 — 59 = Acceptable

RSACONFERENCE2013



—Bad Example
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— Impatience

» 0(0+2)=P
» P=0
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— Good Example
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— Total Output

» TO: P=E(K+A)
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— Questions?

» Contact me, always happy to help:
» Aaron Crawford
» acrawford@laresconsulting.com
» @squirrelsnabrrl
» www.squirrelsinabarrel.com
» www.lares.com
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