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► Static Defense (put the infrastructure 

in the best possible condition – hygiene) 

► Prevent 

► Continuous Authentication 

► General Awareness & Education 

► Interoperability 

► Machine Learning  

► Moving Target 

► Privacy 

► Risk-Based Data Management 

► Security Built in 

► Situational Awareness 

► Tailored Trustworthy Spaces 

► Detect 

► Continuous monitoring 

► Behavior monitoring 

► Sensors 

Automated Collective Action 

Automated Information Sharing 

(Trusted Broker/Exchange Agent) 

► Dynamic Defense (respond to situation) 

► Real time Information sharing 

► Continuous information sharing 

and exchange with cloud 

► Situational Awareness 

► Analysis 

► Respond 

► Automated Selection & 

Assessment of Defensive Actions 

► Adjustments, automated COAs 

► Share courses of action  

► Recover 

► Automated COAs 

► Manual cleaning, patching, config. 



►Current activities 

►Additional Steps required to 

achieve Secure and Resilient 

Cyber Ecosystem 

►Barriers 

TOPICS TO BE COVERED 
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