
Session ID: 

Session Classification: 

AST1-F42 

General Interest 



►

http://www.theregister.co.uk/2011/09/07/cost_is_more_than_some_drug_trafficking 
http://uk.norton.com/content/en/uk/home_homeoffice/html/cybercrimereport/ 



►

►

2012 Data Breach Investigations Report - Verizon 



http://datalossdb.org/statistics 



►

http://datalossdb.org/statistics 



► was involved 99% of incidents where data was lost

2012 Data Breach Investigations Report - Verizon 



►

http://info.veracode.com/state-of-software-security-report-volume4.html 





►

►

►

►

►

►

►

►

►



►

►



►

►

►



►

►

►

►





Security Resources



►

►

►

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 

owasp.org/index.php/Category:OWASP_Top_Ten_Project 



► a free, open source, web application 
security control library that makes it 
easier for programmers to write 
lower-risk applications 

► Reuse security controls, don’t 
reinvent! 

owasp.org/index.php/Category:OWASP_Enterprise_Security_API 



►

owasp.org/index.php/Category:OWASP_AntiSamy_Project 



►

►

►

►

OWASP Top Ten, Authentication, Cross-Site Request Forgery 
(CSRF) Prevention, Transport Layer Protection, Cryptographic 
Storage, Input Validation, XSS Prevention, DOM based XSS 
Prevention, Forgot Password, Query Parameterization, SQL 
Injection Prevention, Session Management, HTML5 Security, Web 
Service Security, Application Security Architecture, Logging 

 

 

 

 

owasp.org/index.php/Cheat_Sheets 



►

►

►

►

►

►

owasp.org/index.php/Category:OWASP_Guide_Project 
owasp.org/index.php Category:OWASP_Code_Review_Project 
owasp.org/index.php/Category:OWASP_Testing_Project 



► an easy to use integrated penetration testing tool for finding 
vulnerabilities in web applications

Web Proxy Web Server
Attacker’s 
Browser

<html><body>… 
</body></html> 

owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project 



Critical Web Application Malicous Attacker 

Attack Correlation & Detection 

Defensive Response 

Critical Web Application Malicous Attacker 

Attack Correlation & Detection 

Defensive Response 

Critical Web Application Malicous Attacker 

Attack Correlation & Detection 

Defensive Response 

Create attack aware applications 

owasp.org/index.php/OWASP_AppSensor_Project 

► guidance to implement intrusion detection and automated 
response inside an application 





► Grass Roots  - Support your local 
chapter 
► Speak, host, attend 

► 180 Chapters in 70 Countries 

► Grow an Idea 
► Projects & research can be  

started by anyone 

► Support the Foundation  
► Individual, corporate & educational  



► OWASP AppSec Tutorial Project 

youtube.com/user/AppsecTutorialSeries 
owasp.org/index.php/OWASP_Appsec_Tutorial_Series 



► Security101@lists.owasp.org : 
Enabling growth in security space 
► Intro to security questions 

► Participate with questions or as 
expert 

► lists.owasp.org/mailman/listinfo/secu
rity101 

►

►



►

►

►

►

owasp.org/index.php/Category:OWASP_AppSec_Conference 



► Our applications are under attack 

► Leverage OWASP’s free resources to bolster your application 
security program 

► Contribute back to the OWASP global community & help grow 
application security awareness and resources 


