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SOCIAL KLEPTO:
CORPORATE ESPIONAGE WITH FAKE SOCIAL NETWORK ACCOUNTS



► WHAT’S BETTER THAN STEALING MONEY?
► REVENUE, LEADS AND THE VALUE OF A LEAD
► SOCIAL KLEPTO
► HOW TO PROTECT YOURSELF

Outline



► Corporate Espionage
► Competitive Intelligence
► Economic Espionage

► Typically:
► product designs
► old customer lists

WHAT IS CORPORATE ESPIONAGE



► DuPont (U.S.) vs. Kolon Industries (South Korea)
► $919 Million civil lawsuit awarded
► Former DuPont employee left with a CD with manufacturing 

process for Kevlar
► Within 3 years Kolon had replicated it

Corporate Espionage with Product Designs



► Marcone Supply vs 1st Source Servall
► New York Supreme Court
► Two sales reps left with old customer lists
► Took list of 3,300 existing customers
► Resulted in 640 customers stolen
► $12 million in revenue loss. 
► About 4% of their overall revenue

Corporate Espionage with Old Customer Lists

“A few months after 
the deal closed, 
however, Marcone
noticed that many of 
Wagner's best 
customers were no 
longer placing 
orders."



► CLV = M(R/(1+I-R))
► CLV = CUSTOMER LIFETIME VALUE
► M = ANNUAL GROSS PROFIT
► R = CUSTOMER RETENTION RATE
► I = DISCOUNT RATE

HOW MUCH IS A CUSTOMER WORTH?



► NETWORK SECURITY SERVICE
► $200K/ YEAR GROSS REVENUE
► $60K/ YEAR GROSS PROFIT
► RETENTION RATE = 90%
► DISCOUNT RATE = 10%
► CLV = $60,000 ( 0.9/(1+0.1-0.9))
► = $270,000

CLV FOR NETWORK SECURITY COMPANY



DEMAND WATERFALL

source: SiriusDecisions.com



VALUE OF A “SALES QUALIFIED LEAD”

LEAD STAGE
CONVERSION
RATE

RATIO TO 
CUSTOMER LEAD VALUE

INQUIRIES 3% 505.1 $535 

MARKETING QUALIFIED LEADS 55% 15.2 $17,820 

SALES ACCEPTED LEADS 40% 8.3 $32,400 

SALES QUALIFIED LEADS 30% 3.3 $81,000 

NEW CUSTOMERS 1 $270,000 



HOW TO BE A SOCIAL KLEPTO



► create bait (fake) LinkedIn accounts
► connect with sales reps at competitors
► monitor the activity and new connections of that competitor 
► identify new qualified leads
► steal the lead

Steps to Stealing Leads



Bait Account Types



► Customer Prospect
► Job Recruiter
► Old Colleague
► Good Looking Person

Four Types of Bait



► Blend Job History and Descriptions from similar people
► Join Industry-related LinkedIn Groups
► Connect with people around the target
► Monitor for 2nd & 3rd level connections
► Send requests to targets

How To Make ‘Customer Prospect’



► Choose low-level position at target company
► Connect with others from same company
► Monitor for 2nd & 3rd level connections
► Send requests to targets

How To Make ‘Old Colleague’



► Stage the account
► Connect with people around the target
► Monitor for 2nd & 3rd level connections
► Send mail about higher level job opening

How To Make ‘Job Recruiter’



How to make ‘Good Looking Person’



A. Send a lot of requests
B. Network of fake accounts
C. Buy connections
D. Open accept accounts

Ways to Build a Base of Connections



Speed Bumps



Buying Connections



Open Networkers



SOCIAL KLEPTO WEB INTERFACE



Company X
Barracuda













FAKE ACCOUNTS ON FACEBOOK



Rogue Facebook Apps



Rogue Facebook Apps: Data Access



Rogue Facebook App: Developer



Rogue Facebook App: Developer



Profile Pictures of Fake Users



Fake Friends Can Steal Accounts



Fake Friends Can Steal Accounts: Step 2



Fake Friends Can Steal Accounts: Step 3



























SOCIALKLEPTO RESULTS



A Fortune 50 Qualified Lead



A Renewal/Displacement Opportunity



A Major Sales Project Underway



HOW TO NOT GET ROBBED



Change Default Profile Settings



Activity Broadcasts



Your Activity Feed



Your Identity When Browsing

paul judge



► Sales Leads
► M&A Intel
► Hiring Intelligence

Other Uses Of SocialKlepto
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