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Risk 

rating 

1 Risk 1 4 9 4 5 9 9 6 3 6.8 H 2 0.5 2 0.1 1.2 H 7.8 High

2 Risk 2 6 1 0 2 3 5 4 3 3.3 L 0.1 0.5 0.5 0.1 0.3 M 1.0 Low

3 Risk 3 6 9 7 9 3 3 6 8 7.1 H 10 0.5 0.1 0.1 2.7 E 18.9 Critical

4 Risk 4 1 4 7 6 3 5 6 9 5.7 M 2 0.5 0.5 0.1 0.8 M 4.4 Moderate

32.2
E = Extreme

H = High

M = Medium

L = Low

N = Negligible

OWASP Inherent Risk Rating Worksheet

Overall Assessment Risk 

Threat Agent 

Factors

Vulnerability 

Factors

Business Impact 

Factors
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We should assume increased 
confidence from analysis is a 
“placebo”.  Real benefits have to be 
measured…..we will show you how. 
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Moderate High Critical Critical Extreme

Low Moderate High Critical High

Low Moderate High High Medium

Low Low Moderate Moderate Low

Low Low Low Moderate Negligible
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Risk 
Likelihood / 

Yr Impact / Yr 

Mitigation 

Effectiveness 

Mitigation 

Cost / Yr 

Mitigation 

ROI Action 

Risk 1 37% $2M to $40M 95% $725K 725% Mitigate 

Risk 2 11% $50K to $400K 100% $95K -80% Track 

Risk 3 34% $5M to $80M 90% $2.5M 329% Monitor 

Risk 4 29% $500K to $20M 98% $375K 437% Mitigate 

•

•

•Risk 2 is not worth fixing.  
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*Source: D.V. Budescu, et. al, Psychological 
Science. 20(3): p. 299-308(2009). 
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A: 1769, 3.5 tons, True, True 
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Likelihood Business Impact 

Monte Carlo Simulation 

Mitigation Cost 
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Loss (Millions) 
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Risk ID--> A B C D E F G H I Project

Risk Description DB Access File Access Network Access Web App Vuln App Authentication System Patch Physical Data in Transit System Config

Opportunity 6 6 3 5 7 3 6 3 5

Size of Attack Agent 4 5 4 5 5 5 7 4 5

Ease of Discovery 4 7 7 8 8 8 3 8 8

Ease of Exploit 7 7 8 7 8 8 4 7 8

Probability per year 27% 35% 26% 34% 43% 30% 28% 26% 36% 97%

Impact LB 3,000,000$           100,000$               100,000$               100,000$               100,000$               100,000$               100,000$               100,000$               100,000$               357,272$               

Impact Median 30,000,000$         911,043$               1,732,051$           565,685$               1,732,051$           1,732,051$           1,732,051$           1,732,051$           223,607$               8,316,418$           

Impact UB 300,000,000$      8,300,000$           30,000,000$         3,200,000$           30,000,000$         30,000,000$         30,000,000$         30,000,000$         500,000$               137,951,559$      

Extreme Impact scenario (1% of years) 362,198,485$      11,731,027$         36,899,388$         4,137,352$           54,984,362$         41,634,906$         38,890,679$         36,899,388$         570,736$               503,298,821$      

Impact Mean (if event occurs) 79,905,469$         2,245,237$           7,784,358$           985,235$               7,784,358$           7,784,358$           7,784,358$           7,784,358$           252,029$               

log mean 7.477121255 5.959539046 6.238560627 5.752574989 6.238560627 6.238560627 6.238560627 6.238560627 5.349485002 6.919936327

Expected loss per year 24,688,697$         969,469$               2,319,492$           409,154$               4,431,310$           2,779,445$           2,506,265$           2,319,492$           112,915$               40,536,239$         

Mitigation cost per year 200,000$               400,000$               200,000$               400,000$               200,000$               200,000$               300,000$               400,000$               300,000$               $2,600,001

Mitigation effectiveness 95% 90% 30% 95% 95% 95% 99% 95% 100%

Return on Mitigation 11627% 118% 248% -3% 2005% 1220% 727% 451% -62% 14.25                      

Mitigation Action Taken? 1 = yes 1 1 1 0 1 1 1 1 0

Prob per year, post-mit 1.331% 3.503% 18.026% 33.951% 2.169% 1.500% 0.275% 1.288% 36.081% 70%

Expected loss per year, post-mitigation 1,068,820$           80,162$                 1,548,407$           409,154$               170,833$               117,769$               21,460$                 100,953$               112,915$               3,630,473$           



Expected Loss / 

Yr 

Mitigation 

Cost 

Mitigation 

Effectiveness 
Mitigation ROI Action 

DB Access  $24.7M  $800K  95% 2,832% Mitigate 

Physical Access $2.5M $300K  99% 727% Mitigate 

Application Authentication $4.4M $600K  95% 602% Mitigate 

Data in Transit  $2.3M $600K  95% 267% Mitigate 

System Patch  $2.8M $800K  95% 230% Mitigate 

Network Access Control $2.3M  $400K  30% 74% Mitigate 

File Access  $969K  $600K  90% 45% Monitor 

Web Vulnerabilities $409K $800K  95% -51% Track 

System Configuration $113K $500K  100% -77% Track 

$3.5M 



What is risk exposure after applying available mitigations? 

45% chance of losing $10M or more, annually Risk Above 

Tolerance 

Risk Within 

Tolerance 





Risk ID--> A B C D E F G H I Project

Risk Description DB Access File Access Network Access Web App Vuln App Authen System Patch Physical Data in Transit System Config

Opportunity 6 6 3 5 7 3 6 3 5

Size of Attack Agent 4 5 4 5 5 5 7 4 5

Ease of Discovery 4 7 7 8 8 8 3 8 8

Ease of Exploit 7 7 8 7 8 8 4 7 8

Probability per year 27% 35% 26% 34% 43% 30% 28% 26% 36% 97%

Impact LB 3,000,000$           100,000$               100,000$               100,000$               100,000$               100,000$               100,000$               100,000$               100,000$               341,724$               

Impact Median 30,000,000$         911,043$               1,732,051$           565,685$               1,732,051$           1,732,051$           1,732,051$           1,732,051$           223,607$               8,605,090$           

Impact UB 300,000,000$      8,300,000$           30,000,000$         3,200,000$           30,000,000$         30,000,000$         30,000,000$         30,000,000$         500,000$               133,349,880$      

Extreme Impact scenario (1% of years) 362,198,485$      11,731,027$         36,899,388$         4,137,352$           54,984,362$         41,634,906$         38,890,679$         36,899,388$         570,736$               503,298,821$      

Impact Mean (if event occurs) 79,905,469$         2,245,237$           7,784,358$           985,235$               7,784,358$           7,784,358$           7,784,358$           7,784,358$           252,029$               

log mean 7.477121255 5.959539046 6.238560627 5.752574989 6.238560627 6.238560627 6.238560627 6.238560627 5.349485002 6.934755394

Expected loss per year 24,688,697$         969,469$               2,319,492$           409,154$               4,431,310$           2,779,445$           2,506,265$           2,319,492$           112,915$               40,536,239$         

Mitigation cost per year 800,000$               600,000$               400,000$               800,000$               600,000$               800,000$               300,000$               600,000$               500,000$               $5,400,001

Mitigation effectiveness 95% 90% 30% 95% 95% 95% 99% 95% 100%

Return on Mitigation 2832% 45% 74% -51% 602% 230% 727% 267% -77% 6.86                        

Mitigation Action Taken? 1 = yes 1 1 1 0 1 1 1 1 0

Prob per year, post-mit 1.331% 3.503% 18.026% 33.951% 2.169% 1.500% 0.275% 1.288% 36.081% 70%

Expected loss per year, post-mitigation 1,068,820$           80,162$                 1,548,407$           409,154$               170,833$               117,769$               21,460$                 100,953$               112,915$               3,630,473$           
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