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► This work was based on internal research performing 

Static Application Security Testing (SAST) 

► The term Static Analysis Tools is to cover those tools used for 

Static Code Analysis 

► No specific tools will be referenced within this 

presentation and many tools support most of this list 

► Disclaimer: The views of its author does not reflect the 

view of his employer 

Introduction 

To achieve software assurance (SwA), one 

must employ static analysis to find Common 

Weakness Enumerations (CWEs), but the use 

of these tools have proven difficult. This 

session will cover the top ten features that I 

wish static analysis tools commonly would do. 



► 10.  Scare me by default 

► Please don’t hide the truth so 

that later I find out my code is full 

of weaknesses 

 

► 9.  Adjust to defined 

thresholds 

► My SANS/CWE Top 25 

► Defense Information Systems 

Agency (DISA) Application 

Security and Development 

(ASD) Security Technical 

Implementation Guide (STIG) 

► Others? 

 

The List 



► 8.  Give me CWEs by 

default 

► It’s the standard 

 

► 7.  Support DISA's ASD 

STIG or another customer-

based requirement set 

► Have built-in settings for this 

(e.g., this weakness is a CAT 

I) 

The List 

Source: http://cwe.mitre.org 



► 6.  Annotate if the issue is 

one of the SANS/CWE Top 

25 

 

► 5.  Give me the same 

repeatable results in an IDE 

or standalone solution 

► Some are plugins 

► Some work directly with a 

compiler 

The List 
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► 4.  Support architecture 

analysis 

► Unified Modeling Language 

 

► 3.  Support static binary 

analysis 

► Binary Disassembly linked 

to source code 

The List 



► 2.  Have a license 

structure that supports 

third party assessment 

► Site License 

► Project License 

► Key Server 

The List 



And my number 1 
is…….. 



► 1.  Have a common XML-

based reporting structure 

► A standard schema 

► Include CWEs 

► Fast import and export 

► It’s ok to add your 

extensions 

The List 



► Please perform SAST 

► Integrate with Dynamic 

Application Security Testing 

(DAST) 

► Not all Static Analysis Tools 

are created equal 

► Conduct both internal and 

external third party 

assessments 

► Work with the vendor to get 

a license model that works 

for how you do business 

Key Takeaways 



► In 1 month you should 

► Consider your work flow 

► License needs 

 

► In 3 months you should 

► Have an open dialog with 

vendor of choice 

► Attend a DHS SwA Forum 

 

► In 6 months you should 

► Implement improvements 

► Try to use multiple tools for 

greater code coverage 

 

How to Apply 



Questions and Answers 
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Brooks focuses on Software Assurance (SwA) and secure 

development life cycles (SDLC). He is a recipient of the 

Raytheon Excellence in Technology Meritorious and 

Distinguished Awards. He has been awarded three US patents 

on Intrusion Detection and Prevention, and two US and one UK 

patent(s) on Cross Domain solutions. He is also a CISSP, 

CSSLP, ISSEP, ISSAP and an ISSMP. He is a graduate of 

Purdue University with a Bachelors of Science from the School 
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www.linkedin.com/in/rbrooks 
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