


The Constitution protects our privacy

“The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be
violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation,
and particularly describing the place to be
searched, and the persons or things to be seized.”

- Fourth Amendment (1791)
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What happens when data leaves your possession?
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Ex parte Jackson (1877) — the Constitution protects letters in
transit, requiring the government to get a warrant from a
judge to open a letter in transit through the postal system.
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How does the law respond to disruptive technology?

Olmstead v.
United States
(1928) — the
Constitution
does not
orotect the
orivacy of
ohone calls In
transit through
the telephone
network.
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— Courts and Congress catch up

» 1967: Supreme Court —
reverses Olmstead:
voice In transit IS
protected.

» 1968 — Congress adopts
the federal Wiretap Act:
detailed procedures for
Issuing judicial warrants
for interception of “wire
or oral” communications
In transit.
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— Disruptive technology — a second wave

1969 — CompuServe founded - Internet
introduces non-voice comms and
stored comms

1977 — Commercial cell phone service
introduced.

Problem: wiretap
law only covered
“wire” or “oral”
comms and only in
transit.
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__ Congress responds again -
Electronic Communications Privacy Act 1986

» Required a warrant for all real-time access to
content

» Cell phone conversations
» Email and other electronic communications

» However, allowed access without a warrant to
some stored communications and other stored data
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Two new waves of disruptive technology

“The Cloud”

» Under ECPA, many communications, documents and
other items stored with a service provider are available to
the government with a mere subpoena - no court order
required, no probable cause of criminal conduct.

Location

7

» ECPA allows access to “records pertaining to a subscriber’
without a judicial warrant and without a finding of
probable cause
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Warrant vs. subpoena — what'’s the diff?

UNITED STATES DISTRICT COURT

crumacomsovosecruen - GEAI ED

In the Matter of the Search of
(Nawe, sibress or Mrif dascripiem of person oe property b3 be sarched)

APPLICATION AND AFFIDAVIT

David FOR SEARCH WARRANT
SRR -t 21

I, PATRICK G. BROSNAN, being duly swom depose and say:

1 am a Special Agont 3nd hawe reason 10 believe that /_J on the parson of or /X / 0n the premises known s (name, dessrpton sedior
locuton)

SEE ATTACHMENT A, hed to this and incorparated herein by reference

in the District of Utah there is now concealed a cortaln person of property, namely, (describe the person or property)

SEE ATTACHMENT B, aftached to this appication and incorporatad herein by reference

which is (give alleged grounds for search and sezure under Rule 41(b) of the Fedoral Rulos of Criminal Procedure)

Balioved to bo proparty that constitutes evidence of the ofs offense and the fruits of crime o things
otherwise criminally possessed
This app also soeks wation for 9 olficers or agents to be accompanied by an archeologist of cultural antacts
MhtholmwmmmmmMMMbMMqum
B of the Application and by horain.

Continuad on the attsched sheet and made a part hereof, xx_ Yes — No

in violation of Title{s) 18 United States Code, Section(s) 16 U.S.C. §470ce, 18U S C §641, 1163, The facts to support thaissuance
of a Search Warrant are as foliows.

See allached Affidavit incorporated by r
- - S
Sworn to before me, and subscrbed in my presence
Special Agent, FBI

‘/aj-/af ® SALTLAKE CITY, UTAH_
e Gty and State
SAMUEL ALRA UNI SMAGISTRATE MOGE "«/
Harva becd Thbe of Jbeca Offcer Tpastens of Juficl o
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

In the Matter of the Scarch of

Resideace at e B \
Frederick, M.,-,F SEARCH WARRANT
omaed Edwards Ivins,

DoOB SSN

case osmer: ) /- ZX/ o

10 __Postal laspector Thomas F, Dellafera sad sny Asthoowed Officer of dhe Usited States

Affdavits) having been made before me by _Peatal laspecior Theman ¥, Dellafera who has reasos 1 beiseve
Dt O o the person of B o e [remeses LIrws a8 (name, deorgeos i o bosos)

MD'M)MMMH-)MHW-WM-.M“
progerty. o ned by Brece b o —

= the Duntrict of Maryland there u row concealed 2 cortin person o peoperty, Bamely (deaste e pomse o progerty

1race quantl ey of Bacidiun anthe acin of vimeataats (her ool hairy, teatile Bbers, lad eqapamen o macerialy
wned in prep ot ation of select Bpeats, Papery, taje, pees, aotes, Boobs, masedls, recepis. finsocial records of
any fype, cor repeadance, sddren boeka, maps, ng sxmplen, p Y raungues,
mhmmnm-ﬁuwwmmuh‘wnm«m
dosumentasy oy sl

1 o watifled thae e 2 Ndavien(n) and any recorded sevtamoey establuh probuble casee to belirve that O pervon o
peoperty 1o docrdbed n now concealed on the perion of preoreses shove-deunbed and eviablnd grousds for the
wagane ¢f thy wanan

YOU ARE HEREBY COMMANDED to search on or befece MDM‘H Lq_’ ?«CC-;

(0t 10 e aseed 10 dayy) the person or place named sbove for the €€ property ipecdied, servirg thes warrant sn!
making the scarch L) (m the daytime - 600 A M w0 1000 P M )L (0 2ty tume i e day o raght 2 | fied reanceatbic
e has been establiihed ) and of O pericn o property b foamd Dere 1o s W, beas g 2 Copy of Bes v o asl and
receq for B perion o property ira, snd prepace 4 wnifies gnvestcdy of the perioc of pooperty sewed and pooany <y
returs ten wacrent fo the underaggaed U S JudgeU'S. Magntrete Dadge. os regured by law

MSIM"E%'}WI
Owa and Tome lusand 18 Winbengion, DC parsuant LA™

The Soemuestal 1aTonmre search » WTEY peovis.
of Rule (1(\!))
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_ And how does it compare with a subpoena?

United States District Court
SOUTHERN DISTRICT OF INDIANA

TO: Kuisting Clair SUBPOENA TO TESTIFY
4701 Pine St, Box 96 BEFORE GRAND JURY
Philadelphia, PA 19143 SR o

OrersoN  KIDOCUMENTS OR OBJECT(S)

YOU ARE HEREBY COMMANDED to appear and testify befoce the Grand Jury of the United States District Count
at the place, date, and time specified below.

PLACE ROOM
464
US. Courthouse
46 Faxt Ohio Strest, 4th Floor DATE AND TIME
Indianapolis, IN 46204 Fubruary 24, 2009
9:30 a.m

YOU ARE AL50 COMMANDED to brisg with 30 i following documment(s) or objecy(s)
SEE SUBPOENA ATTACHMENT

In licu of actiss! appestance before the Grand Jury, you may voluntarily waive your right 10 personally present the
records and request & Special Agent to take custody of the documents to presant to the Grand Jury, If you slect 10 60 5o,
pleass complete the enclosed Waiver and Certification and forwerd it and yow response before the date of compliance 10
the anention of

Task Force Officer Joel A. Arthur
Federal Buresu of lnvestigatics
275 N. Pennsylvanis Sweet, Room 679
Indianapolis, IN 46204
Telephooe: 317-639-3301

You are not to disclose the existence of vhis request unless authorized by the Assistant US. Antorney. Any
such discloswre would impede the investigation being conducted and thereby interfere with the enforcement of the

law.
This subpoens shall remain i eéfect until you are pranted leaveto depart by the court or by an officer acting ca behalf
of the coun. i
CLERK = DATE
" LAURA A.BRIGGS. CLERK January 23, 2009
- Arthur'klo
(BY) DE
This subpoena 15 issued’upon spplication NAME, ADDRESS AND PHONE NUMBER OF
of the United States of America ASSISTANT US, ATTORNEY
TIMOTHY M. MORRISON Deoris [ Pryor
United States Attorney Assigtant United States Alomsy
09-01.DLP-15.10 10 West Marker Streeg, Suite 2100
Indianapolis, [ndiana 362033028
*1f not applicsble, enter *none,” (317)226-6333
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—— The courts begin to respond

One federal appeals court requires warrant for all
stored email (Warshak — 2010)

Supreme Court requires warrant for prolonged GPS
tracking — does not rule on cell tower data (Jones -
2012)
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Time for Congress to respond again

Updating ECPA - a
convergence of
Interests:

» Service providers
» Users
» Government
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_Digital Due Process Coalition

Microsoft 500 Startups Consumer Action
Adobe Oracle Neustar Discovery Institute
Amazon.com Personal Salesforce.com Distributed Computing Industry Association
AOL Sonic.net SpiderOak EDUCAUSE
Apple T-Mobile TRUSTe Electronic Frontier Foundation
AT&T . Twitter Vaporstream Engine Advocacy
Automattic Am. Booksellers Fdn. for Free Expression FreedomWorks
CenturyLink American Civil Liberties Union Future of Privacy Forum
Df"‘ta Foundry American Legislative Exchange Council Information Tech and Innovation Fdn
Diaspora American Library Association The Internet Association
Dropbox Association for Competitive Technology Internet Infrastructure Coalition
eBay Association of Research Libraries Joint Center for Political and Economic Studies
Facebook Americans for Tax Reform Liberty Coalition
Google

Hackers & Founders
Hattery Lab
Hewlett-Packard
IAC

Bill of Rights Defense Committee
Brennan Center for Justice
Business Software Alliance
Campaign for Liberty

Causes

National Workrights Institute
NetCoalition

Newspaper Association of America
Open Technology Institute

R Street Institute

IBM . Center for Democracy & Technology RPAC

Inflection Center for Financial Privacy & Human Rights Software & Information Industry Association
IntegraTelecom Center for National Security Studies TechAmerica

InteI. Citizens Against Government Waste TechFreedom

::ti:lus Competitive Enterprise Institute TechNet

Common Sense Media Telecommunications Industry Association
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—— Digital Due Process

» Core Recommendations:

» Judge’s warrant for all content
» Judge’s warrant for location tracking

Leahy bill
GPS Act

Poised for action in 2013
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—— Next steps

&% DIGITAL
9% DUE PROCESS

MODERNIZING SURVEILLANCE LAWS FOR THE INTERNET AGE

ABOUT THE ISSUE OUR PRINCIPLES WHO WE ARE NEWS RESOURCES

\
-
. \

N y WHO WE ARE Digital Due Process is a diverse coalition of privacy

»

-

advocates, major companies and think tanks, working OUR PRINCIPLES
To simplify, clarify, and unify the

together.
ECPA standards, providing stronger
Coalition Members Include: privacy protections for
communications and associated
ity data in response to changes in
Chaiaie ) technology and new services and

A usage patterns, while preserving the
o legal tools necessary for
e government agencies to enforce the
laws, respond to emergency
circumstances and protect the

public.
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