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“The right of the people to be secure in their 
persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be 
violated, and no Warrants shall issue, but upon 
probable cause, supported by Oath or affirmation, 
and particularly describing the place to be 
searched, and the persons or things to be seized.”

- Fourth Amendment (1791)

The Constitution protects our privacy



Ex parte Jackson (1877) – the Constitution protects letters in 
transit, requiring the government to get a warrant from a 
judge to open a letter in transit through the postal system.

What happens when data leaves your possession? 



How does the law respond to disruptive technology?

Olmstead v. 
United States 
(1928) – the 
Constitution 
does not 
protect the 
privacy of 
phone calls in 
transit through 
the telephone 
network.



► 1967: Supreme Court –
reverses Olmstead: 
voice in transit is 
protected.

► 1968 – Congress adopts 
the federal Wiretap Act: 
detailed procedures for 
issuing judicial warrants 
for interception of “wire 
or oral” communications 
in transit.

Courts and Congress catch up



1969 – CompuServe founded – Internet 
introduces non-voice comms and 
stored comms

1977 – Commercial cell phone service 
introduced.

Disruptive technology – a second wave

Problem: wiretap 
law only covered 
“wire” or “oral” 
comms and only in 
transit.



► Required a warrant for all real-time access to 
content
► Cell phone conversations
► Email and other electronic communications

► However, allowed access without a warrant to 
some stored communications and other stored data

Congress responds again -
Electronic Communications Privacy Act 1986



“The Cloud”

► Under ECPA, many communications, documents and 
other items stored with a service provider are available to 
the government with a mere subpoena – no court order 
required, no probable cause of criminal conduct.

Location

► ECPA allows access to “records pertaining to a subscriber” 
without a judicial warrant and without a finding of 
probable cause

Two new waves of disruptive technology



Warrant vs. subpoena – what’s the diff?



And how does it compare with a subpoena?



One federal appeals court requires warrant for all 
stored email (Warshak – 2010)

Supreme Court requires warrant for prolonged GPS 
tracking – does not rule on cell tower data (Jones -
2012)

The courts begin to respond



Updating ECPA – a 
convergence of 
interests:
► Service providers
► Users
► Government

Time for Congress to respond again 



Digital Due Process Coalition
Adobe
Amazon.com
AOL
Apple
AT&T
Automattic
CenturyLink
Data Foundry
Diaspora
Dropbox
eBay
Facebook
Google
Hackers & Founders
Hattery Lab
Hewlett-Packard
IAC
IBM
Inflection
IntegraTelecom
Intel
Intelius
Intuit
Linden lab
LinkedIn

• Microsoft 500 Startups
• Oracle Neustar

Personal Salesforce.com
Sonic.net SpiderOak
T-Mobile TRUSTe
Twitter Vaporstream
Am. Booksellers Fdn. for Free Expression
American Civil Liberties Union
American Legislative Exchange Council
American Library Association
Association for Competitive Technology
Association of Research Libraries
Americans for Tax Reform 
Bill of Rights Defense Committee 
Brennan Center for Justice
Business Software Alliance
Campaign for Liberty
Causes
Center for Democracy & Technology
Center for Financial Privacy & Human Rights
Center for National Security Studies
Citizens Against Government Waste
Competitive Enterprise Institute
Common Sense Media
Computer & Comms Industry Assoc.
The Constitution Project

Consumer Action
Discovery Institute
Distributed Computing Industry Association
EDUCAUSE
Electronic Frontier Foundation
Engine Advocacy
FreedomWorks
Future of Privacy Forum
Information Tech and Innovation Fdn
The Internet Association
Internet Infrastructure Coalition
Joint Center for Political and Economic Studies
Liberty Coalition
National Workrights Institute
NetCoalition
Newspaper Association of America
Open Technology Institute
R Street Institute
RPAC
Software & Information Industry Association
TechAmerica
TechFreedom
TechNet
Telecommunications Industry Association
U.S. Chamber of Commerce



► Core Recommendations: 
► Judge’s warrant for all content
► Judge’s warrant for location tracking 

Leahy bill

GPS Act

Poised for action in 2013

Digital Due Process



Next steps

http://www.digitaldueprocess.org


