
Session ID: 

Session Classification: 



Access Control 

Protecting Data with Encryption  
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Groundbreaking Malware Resistance 
  Protects the client, data, and corporate 
  resources by making the client inherently   
  secure and less vulnerable from the effects 
  from malware. 

Pervasive Device Encryption 
  Simplifies provisioning and compliance  
  management the of encrypted drives    
  on the widest variety of PC form   
  factors and storage technologies 

Modernized Access Control 
  Modernizes access control and data  
  management while increasing data  
  security within the enterprise. 
 

Protect and 

Manage Threats 

Protect Sensitive 

Data 

Protect Access 

to Resources 
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Legacy Boot 

Modern Boot 

BIOS 
OS Loader  

(Malware) 
OS Start 

Native UEFI Verified OS Loader Only OS Start 
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# Feature TPM 1.2/2.0 UEFI 2.3.1 

1 BitLocker: Volume Encryption X 

2 BitLocker: Volume Network Unlock X X 

3 Trusted Boot: Secure Boot X 

4 Trusted Boot: ELAM X 

5 Measured Boot X 

6 Virtual Smart Cards X 

7 Certificate Storage (Hardware Bound) X 

8 Address Space Layout Randomization (ASLR) X 

9 Visual Studio Compiler X 

10 More… 
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Training Requirements Design Implementation Verification Release Response 
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Windows 7 BIOS 
OS Loader  

(Malware) 

3rd Party 

Drivers 

(Malware) 

Anti-Malware 

Software Start 

Windows 

Logon 

Windows 8 Native UEFI 
Windows 8 

OS Loader 

Anti-Malware 

Software Start 

3rd Party 

Drivers 

Windows 

Logon 
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  Windows 8 UEFI 
Windows 8 

OS Loader 

Windows Kernel  

& Drivers 

Anti-Malware 

Software 
3rd Party Drivers 

 Remote 

Attestation 

Windows 7 BIOS MBR & Boot Sector OS Loader Kernel Initialization 3rd Party Drivers 
Anti-Malware 

Software Start 
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Windows  
OS Loader 

UEFI Boot 

Windows Kernel 
and Drivers 

AM Software 

AM software is 
started before 
all 3rd party 
software 

Boot Policy 

AM Policy 

3rd Party 
Software 

2 

TPM 3 

Measurements of components 
including AM software are 
stored in the TPM 

Client 
Remote Attestation 

Service 

5 

Client retrieves TPM 
measurements of client 
and sends it to Remote 
Attestation Service 

Windows Logon 

Client Health 
Claim 

6 

Remote Attestation  
Service issues Client Health 
Claim to Client 

Secure Boot 
prevents 
malicious OS 
loader 

1 

Remote Resource 
(File Server) 

4 

Client attempts to access 
resource. Server requests 
Client Health Claim. 

Remote Resource 
(File Server) 

7 

Client provides Client 
Health Claim. Server 
reviews and grants access 
to healthy clients.  
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http://redmondmag.com/articles/2012/12/05/microsoft-security-essentials-fails.aspx
http://redmondmag.com/articles/2012/12/05/microsoft-security-essentials-fails.aspx
http://blogs.technet.com/b/mmpc/archive/2013/01/16/lessons-learned-from-the-latest-test-results.aspx
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“We can use MBAM v1.0 to get greater value from BitLocker. We can ensure that BitLocker is enabled and that we are compliant with 
corporate encryption mandates without taxing our employees or IT staff.”   

Bob Johnson  Director of IT, BT U.S. and Canada 

Improving 
compliance and 
security 

Integrating with 
existing systems 
(e.g.: SCCM) 

Reducing costs 
(e.g.: Self Service, 

Decreased Risk) 

Simplify 

provisioning and 

deployment 

Provide reporting 
(e.g.: compliance & 
audit) 

Reduce costs 
(e.g.: Simplified 
Recovery 
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Length PIN Password (a-z) Password (complex) Picture Password 

1 10 26 n/a 2,554 

2 100 676 n/a 1,581,773 

3 1,000 17,576 81,120 1,155,509,083 

4 10,000 456,976 4,218,240 

5 100,000 11,881,376 182,790,400 

6 1,000,000 308,915,776 7,128,825,600   

7 10,000,000 8,031,810,176 259,489,251,840   

8 100,000,000 208,827,064,576 8,995,627,397,120    
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http://www.wired.com/gadgetlab/2012/11/ff-mat-honan-password-hacker/all/
http://intercede.com/?q=latest-news&id=315


Growth of users 
and data 

? 

Distributed 
computing 

Regulatory and 
Business Compliance 

? 

Budget Constraints 



CSO/CIO 

department 

“I need to have 

the right 

compliance 

controls to keep 

me out of jail” 

Infrastructure 

Support 

“I don’t know 

what data is in 

my repositories 

and how to 

control it” 

Content Owner 

“Is my important 

data 

appropriately 

protected and 

compliant with 

regulations – how 

do I audit this” 

IW 

“I don’t know if I 

am complying 

with my 

organization’s 

polices” 



 

Identify data 

Manual tagging by 

content owners 

Automatic classification 

(tagging) 

Application based tagging 

 

Control access 

Central access policies 

targeted based on file 

tags 

Expression based access 

conditions with support 

for user claims, device 

claims and file tags 

Access denied 

remediation 

 

Audit access 

Central audit policies that 

can be applied across 

multiple file servers 

Expression based auditing 

conditions with support 

for user claims, device 

claims and file tags 

Policy staging audits to 

simulate policy changes in 

a real environment 

 

Protect data 

Automatic RMS protection 

for Office documents 

based on file tags 

Near real time protection 

soon after the file is 

tagged 

Extensibility for non Office 

RMS protectors 
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Ground Breaking Malware 
Resistance 

 
• Fundamentally resistant and 

resilient against attacks 
• Always protected with an in-box 

anti-malware solution 
• Protects users and data from 

internet based threats 

 

Pervasive Device  
Encryption 

 
• Encryption is pervasive on all devices 
• Fast provisioning of encrypted 

devices 
• Simplified user experience with 

single sign-in options 

Modernized Access Control 

 
• Secure always connected and always 

managed from anywhere 
• Easy to use and deploy strong multi-

factor authentication 
• Access control automatically adapts 

to a changing environment 
• Ensures connections and access are 

only granted to healthy and secure 
devices 

 






