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#RSAC 

Problem statement 

 There are deployed systems with shared keys or common factors 

 There are evaluated and certified products with RNG weaknesses 

 Snowden leaks have triggered a crisis in confidence 
 NSA recommended Dual_EC_DRBG for NIST SP 800-90A standard 

 Concern over potential backdoors in hardware 

 Concern over compromised software 

 Concerns about /dev/urandom 

 Many APIs poorly documented 

3 



#RSAC 

Uses of random 

“Traditional” uses 

 RNG seed 
 Key generator seed 
 IV 
 Nonce 
 Random challenge 
 Authentication 
 DSA signing 

Other uses 

 One-time pad cipher 
 Zero knowledge proof 
 E-voting 
 Random beacon 
 Transaction protection 
 PII protection 
 Cloud entropy 
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#RSAC NIST SP 800-90B – Entropy Source 

RNG Construction 
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NIST SP 800-90A - DRBG 

NIST SP 800-90C – NRBG 

/dev/random 
/dev/urandom 



#RSAC 

Estimating entropy 

 9 9 9 9 9 9 9 9 9 9 9 9 … 

 3 1 4 1 5 9 2 6 5 3 5 9 … 

 Independent and identical distribution (IID) 
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Random number tests 

 NIST STS 
 http://csrc.nist.gov/groups/ST/toolkit/rng/index.html 

 “…no set of statistical tests can absolutely certify a generator as 
appropriate…” 

 Dieharder 
 http://www.phy.duke.edu/~rgb/General/dieharder.php 

 “dieharder is a tool designed to permit one to push a weak generator to 
unambiguous failure …” 
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Practical issues 

 Entropy sources 

 Hardware and software implementations 

 Standards compliance 

 Performance requirements 

 Security requirements 

 User experience – application developer and end-user 

 Trust 
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Application interfaces 

 PKCS#11: C_GenerateRandom() 

 Java: SecureRandom() 

 Microsoft CAPI and CNG: CryptGenKey() 

 OpenSSL: RAND_bytes() 

 Others 

 

 OASIS KMIP – client/server network protocol 
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Recommendations 

 Entropy 
 Identify sources of entropy and assess min-entropy 

 RBG construction 
 Ensure that the RBG contains required and approved components 

 Seeding and re-seeding PRNGs 
 Seed and re-seed PRNG as required to meet security requirements 

 Use the API correctly 
 Use the correct functions in the correct order 
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