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#RSAC 

Introductions & The Debate Rages On . . .  

 Part 1 – The Debate All Around Us 
 In the News 

 Defining Privacy; Defining Security 

 Part 2 – Tensions 

 Part 3 – Convergence 

 Part 4 – What’s Next? 

 Part 5 – How to Tackle 
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The opinions contained herein do not reflect the opinions and beliefs of the author’s employers or associated agencies. All 
content contained herein is for informational purposes only and may not reflect the most current legal developments. The 
content is not offered as legal or any other advice on any particular matter. 
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The Debate All 
Around Us 
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In the News 
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 Is it a “versus”? 

 Is it a balancing act? 

 Is it a pendulum? 

 Is it based off of harm? 

 Is it proportional? 

 If one wins do we lose? 

 

 Is the debate all of the above? John Darkow/Tribune  
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Privacy In the News 
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Internet Tracking 
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Security In the News 
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Passwords 
Compromised 
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Defining Privacy 

 As a Human Right 

 Right to be Left Alone 

 Property Right 

 Privacy from Whom? 
 Government 

 Companies 

 Other People 
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Defining Security 

 Security defined: 
 Under CIA Triad 

 Confidentiality 
 Integrity 
 Availability 

 By many CISOs as “not being on  
the front page of the newspaper” 

 By absence of a reportable data breach 

 Data breach laws are privacy laws 
 Is privacy the lack of a data breach? 
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Tensions 
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Tensions Overall 

 Depends on Risks 
 Imminence of Threat 

 Severity of Threat 

 Likelihood of Threat 

 Impact of Threat 

 Depends on perceived intrusion 
 Home, Car 

 Computer, Phone (i.e. computer) 

 Social Media, Browsing History 
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Sharing of Intelligence – Balancing Act 

 Corporate Citizen 
 Sharing Attacks and Vectors 

 Partnering with Government 

 Cybersecurity Executive Order 

 ISACs 

 Legal/Regulatory 
 Protection of Intellectual Property 

 Material Risks under SEC Guidance 

 Disclosure of Potential Data Breach/Intrusion 
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Scenario 1 - Tensions with Govt. Surveillance 

Surveillance by governments or other state actors 

 Within legal limits? 

 Checks and balances 
 Rights 

 Harms 

 Always Exceptions 

 Example: RFPA 
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Scenario 2 - Tensions with Personal Monitoring 

Monitoring of persons and devices increasing 

 Increased Awareness 

 Assists in Suspect Apprehension 

 Captures Unknowing Persons 

 Storage, Over-Capture, 
Use not addressed 
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Scenario 3 - Tensions with Insider Risks 

Fraud prevention 

 Use monitoring 
 Acceptable Use 

 Data Leakage 

 HR Harms 

 Location monitoring 
 GPS Tracking 

 Fleet Monitoring 

 Employment Concerns 
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Scenario 4 - Tensions with Anonymity 

Acting anonymously 

 Browsing 

 Commenting 

 Tracking Cookies 

 Marketing 

 Buying and Selling 
 Desire or need for anonymous payment 

 Requirements to prevent financial crimes 
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Convergence 
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Physical Security & Access Controls 

 Using Complimentary Technology (Personal Location and Badge) 
 Tie virtual and physical worlds: 

 Dual Factor Technology 
 Proximity Chips/RFIDs for Admin Rights 
 RFID for physical access 
 Cameras linked to access points 

 Increase certainty of identity 

 Biometrics 
 Out of wallet questions 
 Background checks 
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Monitoring Employees 

Preventing insider threats 

 Data Leakage Prevention 

 E-mail – retention period 

 Proxy Web Traffic 
 https:// 

 Limit banking, medical 
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Anti-Malware 

 Examination of all: 
 Traffic 

 Email 

 USB inserts 

 Printing 

 DLP for key fields 

 Active Recording 
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Convergence Between Security & Privacy 

Monitoring of persons and devices 

 Personal Devices 

 Homes 

 Cars 

 Family Members 

 RFID Assets 

 Travel Itinerary 

 Facial Recognition 
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Similarities & Differences 

 Input into decisions 
 Decide to use new product/service 

 Government – no input 

 Carelessness about policies and secondary use of data 
 Uproar around certain types of data 

 Give all personal information away to social media sites, GPS to apps  
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What’s Next 
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Privatization 

 Consumer records kept by private industry 
 Axiom, Lexis (Reed Elsevier/ChoicePoint), etc. 

 Much is public data 

 More privacy pitfalls when aggregated with other data sets 

 Increasing legislative and regulatory scrutiny 
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What’s Next 

 Consolidation of players in the 
data marketplace 
 Fewer companies performing 

broader functions 

 Big data 
 Opportunities and concerns for 

both privacy and security 
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How to Tackle 
Privacy & Security 
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Addressing the Areas of Tension 

 Joint teams 
 Security, Privacy, Legal, Operational, Compliance 

 Over-communication of the issues 
 Advocates and decision makers 

 Awareness through open discussion 

 Establishment of process to vet issues 

 Inclusion of external participants 

 Example: BYOD policies 
 Need for “brutal honesty” 
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The Need for Checks and Balances 

 Division of authority 

 Clear roles 

 Value in certifications 

 Advocates/champions for each side 

 No unwatched watcher or unchecked decider 

 Act as though the decision making will become 
public 

 Proper structure more likely to consistently 
produce good results than “doing the right 
thing now” 
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Who is Winning? 
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Contact Information 
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  Christopher T. Pierson 
Viewpost 

EVP, Chief Security & Chief Compliance 
Officer 

407.515.6727 
cpierson@viewpost.com 

  

James T. Shreve  
BuckleySandler LLP 

  Attorney 
  202.346.4314 

jshreve@buckleysandler.com  
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Additional Links 

 Privacy - https://www.privacyassociation.org/ 

 SecureWorld Blog - http://www.secureworldexpo.com/ 

 Privacy and Civil Liberties Oversight Board - http://www.pclob.gov/ 
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