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Overview

+ Part 1 : Brief History of Data Analysis
¢ Part 2 : Current state of Infosec

¢+ Part 3 : Putting data analysis into practice
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Part 1: Brief History of Data Analysis
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Early Data Analysis: Epidemiology

William Farr John Snow

1807-1883 ST. JAMES, WESTMINSTER. 1813-1858
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William Farr:
“The elevation of the soil in London has a more constant relation
with mortality from cholera than any other known element.”

Quote of William Farr as it
appears in:

P. Bingham, N.Q. Verlander, M.J.
Cheal

John Snow, William Farr and the
1849 outbreak of cholera that
affected London: a reworking of
the data highlights the
importance of the water supply
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Bingham, et al. (2004):
“Had logistic regression been available to Farr, its application to
his 1852 data set would have changed his conclusion.”

Quote of William Farr as it
appears in:

P. Bingham, N.Q. Verlander, M.J.
Cheal

John Snow, William Farr and the
1849 outbreak of cholera that
affected London: a reworking of
the data highlights the
importance of the water supply
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“Modern” statistical inference:
Design of experiments

R. A. Fisher
1890-1962

“After two or three months of
investigation it will be found
possible to understand some

of Fisher’s sentences.”
Sir Fred Hoyle, Astronomer
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And then the transistor...

h k .
o5 2000 and Exploratory Data Analysis

“Numerical quantities
focus on expected
values, graphical
summaries on
unexpected values.”
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Sraristical Sesense
2001, Vol. 16, Ne. §, 199-231

Statistical Modeling: The Two Cultures

Leo Breiman

1928-2005 Data Modeling Culture

linear regression
logistic regression
Cox model

Y4 i X

Algorithmic Modeling Culture

y +—o unknown

& decision trees J

neural nets
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Part 2: Current State of Infosec
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Our Goal:

+ How is infosec doing with our data (small or big)?

Our Approach:

+ Analyze data analysis techniques in (industry) publications

Our Conclusion:
+ We have some “opportunities for improvement”

RSACONFERENCE2014

Presenter’'s Company Logo —
replace on master slide




1

e’ 01 i S

frf]]e lState of gg.ng POINT
the Internet .
L 2\ SECURITY =\ WhiteHat Ol

FAanDIANT

{ REPORT — - WEBSITE SECURITY

) ) STATISTICS REPORT State of Software
Security Report

2013 Cisco e e s

Annual Security ¥ rends

Report — sk the sty g™
o VERACODE

2013 DATABREACH
INVESZIGATIONS REPORT

STATE OF

CLOUD SECURITY
REPORT

BlueDCoat / 3 :
i, £ An Empirical Analysis of Real World Threats

Blue Coat Systems 2013 Mobile Malware Report

N WE TESTED,
M Trustwave: Jiiein,
2013 GLOBAL SECURITY REPORT  WE DISCOVERED

SOPHOS g ccury
TH REAT GIJ\FireEye @ )
SecureWorks
McAfee Threats Report:

: REPORT
Ly FireEye Advanced Meafee ThreatsRepe
Key findings from The Global H12013 Threat Report — 2H 2012 2012 Threatscape Report econd Quarter

State of Information Security*

Survey 2014
s SecurWr Counter Tveat U™ CTU™ Rsesen Team

2013 Cost of Data Breach Study:
Global Analysis

Benchmark research sponsored by Symantec.
ndependanty amon nsittoLc
Nay 2013

New Platforms and Changing Threats

pwc

Presenter’'s Company Logo —

replace on master slide RSACONFERENCE2014




\ 1
o CHECK POINT Ol

the Internet 4 2013 .
D QUARTER, 203 EPORT SECURITY ’QNhlteS!:!%’g 01 FanDianT

i REPORT — WEBSITE SECURITY

Threat Landscape T JANUARY 2013

2013 \ il i ) = STATISTICS REPORT State of Software

2013 Cisco Security Report
Annual Security

)

VERACODE

. Over 50 Reports, seeking:
¢ Data Source and methodology

Microsoft Security Intelligence Report

¢ [Mis]use of statistics
-+ # Applications of inference o

@ Secretons
REPORT )
FireEye Advanced

H12013 Threat Report —2H 2012 2012 Threatscape Report

[

2013 Cost of Data Breach Study:
Global Analysis

pwc

Presenter’'s Company Logo —
replace on master slide

RSACONFERENCE2014




\ 1
o CHECK POINT Ol

the Internet 4 2013 .
D QUARTER, 203 EPORT SECURITY ’QNhlteS!:!%’g 01 FanDianT

i REPORT — WEBSITE SECURITY

Threat Landscape T JANUARY 2013

2013 \ il i ) = STATISTICS REPORT State of Software

2013 Cisco Security Report
Annual Security

)

VERACODE

. Over 50 Reports, seeking:
¢ Data Source and methodology

Microsoft Security Intelligence Report

¢ [Mis]use of statistics
-+ # Applications of inference o

@ Secretons
REPORT )
FireEye Advanced

H12013 Threat Report —2H 2012 2012 Threatscape Report

[

2013 Cost of Data Breach Study:
Global Analysis

pwc

Presenter’'s Company Logo —
replace on master slide

RSACONFERENCE2014




Note: to RSA reviewers, we are still

Results finalizing the numbers here

¢ mm Surveys, mm Device Data, mm Reports

¢ mm of 52 defined their methodology

¢ mm defined their sample of which mm defined their population
¢ None applied a probabilistic sampling method*

¢ Heavy use of “count and compare”

¢ Conclusion: We are in the 1800’s for data analysis
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Opportunities to Learn...
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Opportunities to Learn 1: More Science!

 nv s, "My job was to find
3 ' guestions about baseball
that have objective answers,

’

V ;‘, : \5. that’s all that | do, that’s all

that I've done.”

-- Bill James, Sabermetrician
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Scientific method

Research question
Design/plan experiment
Gather data

Make sense of data
Communicate results

http://scienceandstory.files.wordpress.com/2012/04/science.jpg
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Opportunities to Learn 2: More Statistics!

¢ Exploratory Data Analysis

¢Sample Error vs. Sample Bias

¢ (let’s argue about p-values later)

RSACONFERENCE2014

Presenter’'s Company Logo —
replace on master slide




Exploratory Data Analysis
(get to know your data)

“Five Number” summary:

> summary(x)
Min. 1st Qu. Median Mean 3rd Qu. Max.
0.10 35.42 48.90 57.07 75.97 176.40

Box plot

Scatter plot
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Original, 10,000 values Samples of 30

Sample
Error

(“error” does not i
mean mistake) H”H” o
|||“|||"|iill||n. -

I I
100 200 300
X

Increasing sample
size reduces
sample error.

Samples of 100 Samples of 1,000
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Sample
Error

Figure 16: Threat action categories
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Sample Bias

telephone directories + oy
. . . literaryDigest
lists of magazine subscribers + >
rosters of clubs and associations

2.4 Million people polled and
Landon - 57%
Roosevelt - 43%
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Part 3: Putting Data Analysis into Practice

[Examples of big lessons in small data]

replace on master slide
RSACONFERENCE2014



Research Question:
Are threat actors unpredictable?

Unpredictable == Random
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Question:
Are threat actors unpredictable?

Unpredictable == Random

keylogger and send data
use of dufault creds and keylogger

keylogger and use of stolen creds
send data and use of stolen creds

- S < 4
. :‘ : & e v 2 ¥ v
N ~ A . - g S .. va” ; :
g . ‘.. ".’ - .'v‘ . 7 o 7 ’ i /
: ) 4 T i S : s i e
Presenter’s Company Logo — £ . — S
replace on master slide "

RSACONFERENCE2014



The "DNA’ of a Security Incident__

asset.variety

malware.vector
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asset.variety.S — directory, etc)

malware.variety.pwd dumper, social.variety.phishing,

(actor.external.state-affiliated, malware.variety.rootkit,

Key variables in “Espionage” pattern
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Clustering of over 5,000 incidents
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Clustering of over 5,000 incidents l

Espionage




Employee
'« Misuse




Clustering of over 5,000 incidents l
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Skimming Devices

Clustering of over 5,000 incidents ¢°
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Research Question:
Is there such thing as a “Top 107 list of controls?

Note to RSA reviewers,
We are still working through the data on this
and we’ll fill this in.
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Research Question:
What industries are comparable (similar threat

NORTH

AMERICAN _

INDUSTRY Need to answer this before,
CLASSIFICATION “How am | compared to my peers?”
SYSTEM
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Clustering on Industries
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