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A LITTLE ABOUT US 

 George Kurtz, President/CEO & Co-founder 

 In security for 20 +years 

 President & CEO, CrowdStrike 

 Former CTO, McAfee 

 Former CEO, Foundstone 

 Author, Hacking Exposed 

 @George_Kurtz 
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A LITTLE ABOUT US 

 Dmitri Alperovitch 

 Co-Founder & CTO, CrowdStrike 

 Former VP Threat Research, McAfee 

 Author of Operation Aurora, Night Dragon, Shady RAT 

 MIT Tech Review’s Top 35 Innovator Under 35 for 2013 

 Foreign Policy’s Top 100 Leading Global Thinkers for 2013 

 @DmitriCyber 
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A LITTLE ABOUT US 

 Alex Ionescu 

 Hardware Hacking Ninja 

 Chief Architect, CrowdStrike  

 Co-author of Windows Internals 

 ReactOS architect 

 @aionescu 
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Agenda 

► A Walk Down Memory Lane: Destructive Attacks Throughout History 

► Next Generation: Targeted Destructive Attacks  

► The Setup 

► Demo 

► Countermeasures 
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This presentation contains strong 

scenes of computer violence, and 

several systems were harmed in the 

making of this presentation.  
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Walk Down  
Memory Lane: 
Destructive Attacks 
Throughout History 
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Adversary is Evolving…  
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Terrorists 

Commercial  
Enterprises 

Hacktivists/  
Vigilantes 

Nation-States 
Moving From Data Exfil To System Destruction 
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Cybercriminals 
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Before Photo Bombs – Fork Bombs 

 While (1) { fork ();}  - Old School 

 

 :(){ :|:& };:  - 13 characters of pain - Gangsta Circa 2002 
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CIH Virus (aka Chernobyl, aka Spacefiller) 

 Written in Assembly by Chen Ing-hau, student at Tatung University in Taiwan 

 Released in June 1998 as a 1kb binary 

 Works on Windows 95, 98 and ME 

 Infects files and triggers destruction on April 26th (date of Chernobyl accident, also Chen’s birthday) 

 Destruction: 

 Overwrites first 1024KB of HD Sector 0 with zeroes, deletes partition table (recoverable) 

 Attempt to overwrite BIOS 

 High sophistication (at the time) 
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Stuxnet 
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Wiper 

 Indicators discovered by Kaspersky in Iran in April 2012 

 Active December 2011-April 2012  

 Malware never identified but believed to be high sophistication 
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Narilam 

 Discovered by Symantec in November 2012 

 Written in Delphi with infections observed almost exclusively in Iran 

 Replaced financial data with random values in MS SQL Databases, 
drops certain tables 

 Very low sophistication 
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Maya 

 Discovered in Iran in December 2012 

 Attempts to delete all files on disks D: through I: on certain dates 
using a BAT file converted to an EXE 

 Very simplistic 
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Korean / DarkSeoul attacks 
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 Disk wipers 

 “HASTITI” Wipers 

 “Whois Team” Wipers? 

 Simple Backdoor Shells 

 Downloaders 

 Variety of full featured RATs 

 Linked by various TTPs, including: 

 Encryption (methods / keys) 

 Keyword lists 

 File mapping naming conventions 
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Ransomware 

 AIDS / PC Cyborg  

    Trojan – 1989 

 GPCode - 2005 

 Cryptolocker - 2013 
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Shamoon 

 Responsible for reported 30,000 machines destroyed at Middle East 
energy companies in August 2012 

 Used commercial ElDoS raw disk access kernel driver to overwrite 
the disk 

 Low sophistication 
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Demo #1 
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Historic Destructive Attacks Scenarios 
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Attack Type Recovery 

Data Destruction Data Backups 

Data Encryption Data Backups 

Boot Impact 

• Overwrite HD MBR & Partition Table HD Backups, partition table restoration 
programs 

• Reflash BIOS BIOS signing, reflash back 
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NEXT-GENERATION: 

PERMANENT 
DESTRUCTION 
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ATTACKING 

THE HARDWARE 
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Devastation Impact: Imagine if… 

 You walk in the building and your badge doesn’t work 

 The HVAC is off 

 The security cameras are shutdown 

 50,000 monitor screens are blinking ‘System disk error’ 

 Phone systems & video conferencing are down 

 Mail servers are down 

 VPN is down 

 And you can’t get your coffee because the CC reader is down 
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The Setup 
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Permanent Destruction Scenarios 

Fry Battery: very hard to do now 

Keyboard Firmware: recoverable 

Camera Firmware: recoverable 

Touchpad firmware: recoverable 

LCD Screen firmware: recoverable  

SSD Controller: have to reflash without relying  

on data 

Video Card: have to reflash without relying on 

graphics 

 

Thunderbolt Controller: have to reflash -- can 

prevent external disk/video card/monitor from 

working in recovery scenarios above 

EFI/BIOS: hard to recover  

ACPI EC (Embedded Controller): hard to 

recover  

Intel ME: hard to recover 
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Setup 

 Went after the most realistic (time/effort) target with the biggest 
impact and recovery difficulty: 
 ACPI Embedded Controller (ACPI EC) 

 ACPI EC sits on the LPC Bus (replacement for legacy ISA Bus) 
 Has its own flash and processor (usually an MCU like STM-32, ARM 

Cortex, Hitachi SH3/H8300) 

 Controls LCD/keyboard backlight, power button, I2C battery bus, 
charging circuit, LEDs, fans, thermal monitoring and power throttling 
 Corrupted/dead ACPI EC would result in up to the inability to power on 

and/or charge the machine and/or use its battery 
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Setup 

 Most ACPI chips are not frequently updated by their manufacturers 

 

 Some laptops have open-source chip firmware and updater 

 

 Apple computers have closed-source chip firmware  

 

 We modified an existing Apple firmware update for their chip and 
corrupted it 
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Frying the Machine 

 Turn off the fans 

 Spike the CPU to 100% 

 Watch the temperature rise to boiling water level 

 

 Impact 
 Burn the laptop owner 

 Permanently damage internal electronics 

 …Or start a fire if the electronics are shoddy 
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Demo #2 



Main Attack Scenario 
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Day of Destruction 

 Background: Apple SSL 
vulnerability in the news 

 Last week of the quarter – CEO 
pushing for the last deals 

 Social Engineer a victim to apply 
an Apple OSX patch 

 Update the ACPI firmware and 
reboot the machine 

 Watch the machine lockup during 
the update 

 Reboot renders the machine 
unbootable 

 

Result: You have thousands of expensive 
doorstops in your enterprise and not a single 
working machine 
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WARNING!  

 DO NOT TRY THIS AT HOME! 
 

 MULTIPLE MACHINES WERE  
    DESTROYED IN THE MAKING  
    OF THIS DEMO 
 



Demo #3 
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Countermeasures 

 Firmware signing 

 Windows 8 includes EFI signing (NIST BIOS Protection Guidelines) 

 Vendors need to sign all firmware  

 

 Free tool release: CrowdResponse 
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Introducing CrowdResponse 

 Free incident response collection and detection tool from CrowdStrike 

 Announced today and will be released next week 

 Scans per-process memory and disk images with Yara rules  

 Supports all modern Windows platforms – WinXP  Server 2012 

 Configuration file currently manages over 40 different output options 
resulting in nearly 100 possible data points 

 Command-line based and easy to deploy at scale 

 XML output – CRconvert tool provides CSV and HTML reports 
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First 3 CrowdResponse Modules 

@pslist  
 List all processes 

 Collect PE header 

 Verify digital signatures 

 Hash image binary 

 Process command line 

 Loaded DLLs 

 Imports/exports 

 Identify code injection 
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@dirlist 

 Recursive file listing 

 Regex masks 

 Recursion limits 

 Verify digital signatures 

 MD5/SHA256 hashes 

 Quick hash capable 

 Collect resource info 

 Timestamp collection 

 

@yara 

 Scan memory 

 All running processes 

 On-disk image binaries 

 DLLs 

 Yara rule management 

 Download rules from URL 

 Rule masks 

 Limit scanning by regex 
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Detecting the Shamoon Dropper with @yara 
rule CrowdStrike_Shamoon_DroppedFile 

{   meta: 

    description = "Rule to detect Shamoon malware." 

    strings: 

 $testn123 = "test123" wide 

 $testn456 = "test456" wide 

 $testn789 = "test789" wide 

 $testdomain = "testdomain.com" wide 

 $pingcmd = "ping -n 30 127.0.0.1 >nul" wide 

    condition: 

 (any of ($testn*) or $pingcmd) and $testdomain 

 } 
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Demo #4 
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CrowdResponse Reporting 
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CrowdResponse Community Rules 

 Initial release to come with rules for Deep Panda and Energetic Bear 
actors 

 Additional rules to be released periodically by CrowdStrike 

 Encourage community rule-sharing 
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Conclusion  
 We are entering in a new era of Targeted Destructive Attacks 

 Moving from data exfiltration to data / system destruction 

 Hacktivists will move from DDOS to system destruction 

 Imperative to look for adversary activity that will precede destructive activity 

 CrowdResponse can be used to look for adversary activity that may be 
indicative of a multitude of attacks 

 Firmware signing for all updates are critical 
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 George Kurtz 
 @George_Kurtz 

 Dmitri Alperovitch 
 @DmitriCyber 

 Alex Ionescu 
 @aionescu 
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Follow Us Additional Resources 

Webcasts, Updates, Community Tools 
www.hackingexposed7.com 
 

 
Book Signing at 
Veracode Booth #3521 
Wed 2/26 - 3pm-4pm  
 

http://www.hackingexposed7.com
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