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1760’s……. Late 1990’s……. 

What’s Going On?  

Steam and coal 

Railways 

Factories 

Printing press –  
mass education 

1.0 
Electrification, 
comms, oil, 
combustion engine 

New materials 

Highways, 
automobiles 

Mass production 

Internet, molecular 

biology, renewable 

energy sources 

Super information 

highways 

Smart “everything” 

2.0 
3.0 

1860’s……. 

* The Third Industrial Revolution: How Lateral Power is Transforming Energy, the Economy, and the World by Jeremy Rifkin, president of the 

Foundation on Economic Trends  

* 

 

We are still at the dawning of the third era… 
                                     ...A new economic narrative is being written. 
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1752 
Ben Franklin 

proved that static 

electricity and 

lightning were the 

same – this paved 

the way for the 

future 

1800 
first electric  

battery  

introduced  

1821 
Faraday  

invented the  

first electric 

motor 

1835 
First electric 

relay invented  

1844 
Morse 

invented the 

telegraph  1879 
first light bulb –  

Thomas Edison 

1882 
First DC power  

station 

1891 
First AC 

power station 

1920 
<10% of British households 

wired connected  

1750 1760 1770 1780 1790 1800 1810 1820 1830 1840 1850 1860 1870 1880 1890 1900 1910 1920 1930 1940 

Rate of Change Will Approach Light Speed 

1910 
Generation and distribution 

systems build out 

Late 1920’s 
Electricity becoming  

pervasive 
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1951 
First Commercial 

Computer  

(Ferranti Mark 1) 

1959 
Integrated Circuit is 

patented 

(Noyce/Kilby) 

1969 
ARPANET 

(internet 

forerunner) 

1971 
First 

microprocessor 

(Intel 4004) 

1997 
Google.com 

registered 

1983 
First IBM PC 

compatible 

laptops 

2003 
Intel Centrino. 

WiFi Hot spots. 

Broadband 

2004 
Facebook 

launched 

1991 
Tim Berners Lee 

publishes World 

Wide Web 

2007 
iPhone  

launched 

2010 
iPad launched,  

other Android tablets follow 

1950 1955 1960 1965 1970 1975 1980 1985 1990 1995 2000 2005 2010 2015 

“if the Internet were a movie we’d still be 
in the opening credits” 

Rate of Change Will Approach Light Speed 
2012 
Embedded Intelligence in WTC 
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… Re-imagining the World at Light Speed 

Knowledge 

Educating 

Shopping  

Travelling   
 

Sharing 

Industries established over a Century  

re-architected in under a Decade 

Communicating 

Entertaining   

to 

to 

to 

to 

to 

to 

to 

From the Obvious… 
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The Way We Work 

Construction New Services Smart Grid 

… Re-imagining the World at Light Speed 

Agriculture 

Hotels 

Cars 

Google 

Home 

When the impossible… 

becomes possible 

to 

to 

to 

to 

to 

to 

to 

…to the Not so Obvious 
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Unprecedented Change … 
  Increased Opportunities & Risk  

 

 In this dynamic & complex 
environment, how do we: 

 Reinforce & protect a culture of 
integrity 

 Continuously create the culture to 
accelerate   

 Lead through our words & actions 

 

Culture of Integrity 

Protect 

Create 

9 
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Security 

Privacy 

Compliance 

Velocity 

Cost  

 

Protect  -  -  -  -  -  -  -  -  -  -   Don’t Impede  -  -  -  -  -  -  -  -  -  - Enable 

The Challenge and The Opportunity 
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Tuned to Target 

Market Objectives Customer Needs 

Enterprises 

Cost & 
Maintenance 

Productivity &  
User Experience 

Risk &  
Compliance 
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Blind Spots: 

Why We Fail To Do 
What’s Right and What 

To Do About It 
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1971 Ford Pinto 
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Failure to include an $11 Part 



#RSAC 

January 28, 1986 

A picture perfect launch of 

STS-51L 

15 
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…73 seconds after lift 

off… 

16 
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Key Points 

Pinto 

 Intense competitive pressure in the market 

 Pressure to hit a schedule 

 Cost sensitivity leading to a “business” decision 

Challenger 

 Pressure to hit a schedule 

 Pressure to prove a launch was not safe vs. not 
launching till there was strong belief it was safe 

 Taking discussions offline limiting the data and 
dialogue for a “management” decision 

17 
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Pressure to Bypass …  

 Controls? 

 Oversight? 

 Report what people want to hear vs. need to hear 

18 

Were they Tuned to Target?  
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What practices hinder your ability as a manager to 

deflect these pressures from your team(s)?  

50% of respondents identified increasing business velocity coupled with 
the requirements from Security and Privacy as major impediments to 

reducing pressure on their teams 

Quotes: 
“Complexity of the security and privacy assessment process” 

 
“Lack of or limited understanding of "real" security and privacy policies & 
requirements.  There seem to be lots of opinions on what the policies are 

but it is often difficult to get to the actual policies and how to comply.” 

19 
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What is your company’s Vision ? 
 
 

What is required to achieve it ? 

20 
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  IT WON’T HAPPEN 

  WITHOUT SECURITY… 

Jailbreaking….. 

Sit Tight 

21 
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  …AND PRIVACY 

22 
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Privacy 
Noun 

 The state or condition of being free from being 
observed or disturbed by other people. 

 

 The state of being free from public attention. 

23 
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Security 
Noun 

 Freedom from risk or danger; safety.  

 

 Something that gives or assures safety. 

 

24 
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Privacy 
Functional Real Definition 

 The authorized processing of personally 
identifiable data. 

 

25 
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What We Need To Deliver 

 

Security and Privacy  

Freedom and a Pledge of Safety 

 
(Including the authorized access of  

personally identifiable information) 

 

26 
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A commitment toward uncompromising 

integrity can differentiate you in the 

marketplace, add to your brand value 

and inspire your employees 

 
Tuned to Target 
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New World of Digital Footprints & Attack Surfaces 
 

The Internet 

of things 

Copyright © Beecham Research 2011 
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“Personal data is the new oil  

 of the Internet and the new  

 currency of the digital world.” 

 
Meglena  Kuneva,  

European Consumer Commissioner  

Bain/World Economic Forum  

Report on Personal Data as New Asset Class 

29 
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Be Bold    Think Big    Act Faster 
30 
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1911 South Pole expedition 

“…wait for the spring. To risk men and animals by continuing  

stubbornly once we have set off, is something I couldn't  

consider. If we are to win the game, the pieces must be  

moved properly; a false move and everything could  

be lost.“  -Roald Amundsen, Norwegian Explorer 

1st to the Pole, led by Amundsen    

2nd to the Pole, led by Robert Scott 

32 
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Roald Amundsen, The South Pole 

 “Victory awaits him who has everything in    

  order. Defeat is certain for him   

  who has neglected to take all the  

  necessary precautions in time.” 

Photograph by National Library of Norway, Picture Collection 
33 
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Key learning’s from 
Amundsen & 10Xers 

 Fanatical discipline 

 Productive paranoia 

 Empirical creativity 

 Greater ambition 

Different Behaviors Not Different 

Circumstances 

* 

* Great by Choice 

Photograph by Royal Geographical Society 
34 



How do race car drivers achieve such velocity? 



Design for speed and safety 
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And discipline, control, communication, collaboration 

between the driver and the pit crew 
37 
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End users are not like professional drivers…  

38 
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Survey Says…  
 70% employees frequently ignore IT policies and  

         two-thirds said they believe their company's  

         policies need to be modified 

 61% said corporate IT security isn't their  

         responsibility, believing it is that of their  

         employer or the maker of their devices 

 33% ignore policies because they didn't believe they  

         were doing anything wrong 

 19% said they did it simply because the policies  

         aren't enforced. 

* Cisco Study Dec 2011  
39 
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When it comes to End users…  

 

We’re in the Behavior Modification Business…  

40 
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               When it comes to their driving… 
…we need to shape the path.  

41 
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When The Market Defines You, 
Earning Reputation is Critical  

“If you lose dollars for 
the firm, I will be 
understanding…  

 
If you lose reputation 
for the firm, I will be 

ruthless.”     
 

- Warren Buffett 

 

 © Dov Seidman 
42 
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Speed of Trust 

f (Competence + Character) 

43 
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Culture of Integrity & Trust 

Demonstrate  

Integrity 

Straight talk &  

transparency 

Confront Reality,  

Clarify Expectations 

Listen First, Ask  

the right questions 

 Keep  

Commitments 

Keep it  

Legal 

• Clear expectations 

• Employee engagement 

• Cultural unity 

• Real collaboration 

• High commitment 

• Efficient execution 

• Accelerated results 

• Fewer barriers 

= 

Sp
eed

 
C

o
st 
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Ethics & Integrity Triangle 

Principles 
“Act as if the maxim of 

your action was to  

become a universal law 

of nature” 

Consequences 
“Do what produces the greatest 

good for the greatest number” 

Values 
Golden rule: “Do unto 

others what 

you would have them 

do to you” 

+ Intuition 
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* Glynis Breakwell – The Psychology of Risk 

Risk surrounds and envelops us. 

Without understanding it, 

 

we risk everything, 

 
without capitalizing on it, 

we gain nothing.* 

46 
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Call to Action 

 Security Built-In 

 Privacy by Design 

 Connected Security 

 Consequence and Impact 

 To the Users and Society 
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Moderation in temper is always a virtue;  

but moderation in principle is always a vice 
48 
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Managing Risk 
and Information 
Security 
 
By:  Malcolm Harkins 



Thank You 


