
SESSION ID: 

Information Security Policy  
for Users  
(Not Auditors) 

GRC-W04A 

Michael Scheu 
Information Security Specialist 

D+H 



SESSION ID: 

User (AND Auditor) Friendly Information 
Security Policy 

GRC-W04A 
 

Michael Scheu 
Information Security Specialist 

D+H 
 

2 



#RSAC 

User Impact 

 No one will read your 100+ page policy (not even you) 
 
 

 A huge legalistic policy is not user friendly 

 Users need to understand and embrace policy 

 A user friendly policy makes for a user friendly InfoSec Department 
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#RSAC 

Challenges 

 Lawyers have to consider every contingency (users don’t) 

 Policies have to be written so that a user will understand 

 Everyone in your company really needs to know the policy 

 Auditors will require some topics 

 You already have an approved policy 
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#RSAC 

Policy for the Users! 

 Consider your audience 

 Segregate policies 

 Remove procedures 

 Use natural language 
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#RSAC 

Policy for the Auditors 

 Use footnotes and appendices 

 

 

 

 

 Keep your required policies, but segregate what Users need from 
what Auditors need 
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#RSAC 

Goal 

 Address the needs of Users 
 Concise  

 Applicable to all users 

 Easily understandable 

 Address the needs of Auditors 
 Cover all subjects required by GRC 

 Detailed where needed 
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#RSAC 

Thank You 

 

Michael Scheu 

Information Security Specialist for D+H 

Michael.scheu@mortgagebot.com 
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