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User Risks 
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 Generally don’t have simple technology solutions 

 Incidents prompt us to ask “They Did What?!?” 

 Are the results of user behaviors 

 

 Security 
‘People’ Generally aware, responsible and trainable Ignorant 

(victims) 

Move this bar! 
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User Risks Are Not Often On Our Radar 
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My Top 8 

 Removed obvious risks.  Focus on:  

 Overlooked 

 Oversimplified 

 Underestimated 

 Low Priority 

 Not anyone else’s responsibility 
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Phishing Data Loss Security 
Program 

Focus Areas 
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1.  Social Engineering 
and Phishing:  

Users may not identify external threats, or 
exercise healthy skepticism, resulting in 
compromised systems 
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Cyber-Criminals are ‘Knocking’ 
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‘Fake’ – Phishing Email 

Legit LinkedIn Message 
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Phishing - Facebook 
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• 18% clicked through 
to this fake site 

• 8% entered their 
login credentials 

connect@faceblock-friend.com 
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Phishing – Mailbox Quota 
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• 11.4% Clicked through to fake 
website 

• 7% Submitted form 

“Yes, please increase my mailbox size. My manager is copied on 
this email thread. Thank you!!” 
  
“Approved.” (reply from above’s manager) 

itdept493@marketing38493.com 
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Effectiveness is Alarming and Evolving 

 Technical defenses are futile! 

 Per 2013 vendor testing stats in 
small/medium FI’s, average response  
rates exceed 60 %:  

 Employee surveys 

 Mailbox quota exceeded 

 Company social events (company picnic, 
motorcycle ride and runs) 

 Risks are evolving (QR Codes, text 
messages, apps, and others) 

 

 
 

* Stats do not represent Fiserv testing 
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1. Program and Control Considerations 

 Incident response processes to block 
phishing and malware sites 

 Standardize associate communications 

 Digitally sign communications 

 Content and SPAM filtering 
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1. Education and Associate Engagement 

 Make it personal 

 Does this message, in this 
context make sense? 

 Try reactive approach 

 Identify and report 
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2.  Insiders Knowledgeable insiders will attempt to 
circumvent or disable controls 
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A Control ‘Environment’ 

• Effective controls have 
dependencies and are 
‘complimentary’ 

• The ‘Basics’ are 
essential! 

• ‘Bad guys’ look for 
opportunities 
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Data Loss Control Dependencies 
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Understand Data Movement ‘Channels’ 
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Apply Controls 
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Standardize and Monitor 
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Cloud Storage Webmail Mobile 

Removable Storage Browser B 

Network Access 

Browser A 

Standard 
Browser C 
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2. Program and Control Considerations 

 Robust Data Loss Prevention 

 Monitor controlled ‘channels’ for data 
movement, block or disable everything else 

 Thorough and continuous gap assessments 

 Personnel controls 

 ‘Layers’ 

 Workstation and device security configurations 
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Company docs 
to personal 

email accounts 
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2. Education and Associate Engagement 

 Don’t ‘understate’ your detection capabilities 

 Closely guard monitoring capabilities and gaps 

 Train security and technology associates on  controls!!! 

 Train users on approved ‘channels’ 

 Equip users to educate third parties on requirements 
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3.  Data Proliferation User actions and poor business processes 
contribute to the proliferation of company 
data (removing data from system of record) 
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How Is Information Really Handled? 
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Exported 
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End User’s PC 
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3. Program and Control Considerations 

 Keep information in its original, controlled system of record 

 Restrict access for data exports 

 DLP ‘Discover’ capabilities 
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3. Education and Associate Engagement 

 The best way to ‘secure’ data is to not have it in the 
first place 

 Don’t create, don’t duplicate, destroy 
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4.  Discretion Users do not properly identify sensitive data 
or apply appropriate discretion in their 
information handling practices 
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Discretion Applies to All Actions 
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Generation 

Storage 

Transmission 

Disclosure 
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4.  Program and Control Considerations 

 Data classification and labeling system 
 Monitor data movement systematically (DLP) 
 Automated controls: labeling 
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4. Education and Associate Engagement 

 Make issue personal 
 Appropriate data usage, labeling, storage and handling 
 Know and understand who you are disclosing information to 
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5.  User Entitlement Users feel entitled to any information/data 
they can access.  If it can be accessed, it will 
be abused 
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Data…at the mercy of your users 

 Common DLP Incidents 

Relationships: 
Confidential data to 

spouse, friend, 
others 

Disguise:   
Renaming 
documents     

      or data 
  

Terms/ 
Resignations: 
Removing data 

prior to resigning 

Ignorance, 
Entitlement and 

Access:  
Unauthorized, 
misused and 

feelings of 
entitlement to data 

Egress points: 
 Users will copy 

data anywhere you 
let them 
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5.  Program and Control Considerations 

 Fast, effective incident response 
 Effective access controls 
 Data Loss Prevention and monitoring 

programs 
 Digital Rights Management 
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5. Education and Associate Engagement 

 Training on Acceptable Use Policy (security awareness) 
 Monitor for, summarize and train on common risky behaviors 

 

32 



#RSAC 

 
 
 

6.  Separate Work and 
Personal 

Users intermingle personal and work 
computing resources magnifying the impact 
of other risks 
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End User’s Computing Universe 
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Presenter
Presentation Notes
Applications and services have also become ‘greedy’ for data. 
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Go Old School 
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6. Program and Control Considerations 
 Restrict corporate data to corporate 

assets 

 ‘Containerize’ data on mobile devices 

 Removable media controls  

 Block or monitor cloud services and 
webmail 
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6. Education and Associate Engagement 

 Segregate business and personal info 

 Understand approved technologies and usage 
policies 

 Know who to go to with questions 
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7.  Millenialization User consumer computing behavior and 
demands are driving business technology 
use-cases, preferred tools and product 
features 
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Convenience Prevails Over Control 
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MS Office Winzip 
iOS 
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7. Program and Control Considerations 

 Continually assess your environment 

 Control workstations and mobile devices via policy 

 Only permit assessed and approved software/services 
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7. Education and Associate Engagement 

 Consult with security professionals prior to utilizing services 

 Differences between work and personal information security 
imperatives 
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8.  Enforce Standards User ignorance, neglect or circumvention of 
security standards/policies will undermine 
strategy and comprehensive, layered 
security approaches 
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The Fiserv Model - Standards and Policies 
Security and Control 
Standards 

Security and 
Controls Policy  

Acceptable Use and  
Secure Computing 

Standards* 
Enterprise Security  
Awareness Training 

Fiserv Security Awareness 

Code of Conduct 
and  

Business Ethics 

* Summary document of 
relevant standards and 
policy items directly 
impacting end-users and 
secure computing 
behavior 
 
* Significant input from 
Fiserv incident data 
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Exceptions and Accommodations 
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VS. 
Productivity or Vanity?  
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8. Program and Control Considerations 

 Enterprise standards program 

 Require compliance and align with 
auditors, regulators, etc.  

 Strong ‘Tone at the Top’ 

 Have consequences for non-compliance 

 Robust, objectives-based exception 
process 

 Segregate environments if necessary 
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8. Education and Associate Engagement 

 Understand and utilize 
your program 

 Importance and benefits 

 Negative event stories 
with a personal twist 

 Leaders setting a positive 
example 
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Conclusion 
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Conclusion – Essentials for Risk Management 

1. Fast, effective incident response 

2. Education – what, why and 
consequences 

3. Understand controls, focus on 
objectives 

4. Standardization 

5. Never ‘assume’ anything 

 

Culture 

• Habitual 
• Expected 
• Top of mind 
• Easily recognized 
• Accountability 
• Moving the ‘bar’ 
• Cohesive 

Time 

Maturity 
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