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#RSAC 

Citadel Botnet Takedown – Roles 

 Agari provided intelligence on Citadel root cause - phishing email 
with malicious URLs using web exploits for Citadel malware 
installation 
 Data must be provided at Internet scale and in real-time 

 Leveraged data on fraudulent email purporting to be from seven     
FS-ISAC members sent to ~1B consumer inboxes 

 Submitted data on 3,762,605 emails from 4 March – 19 April 2013 to 
Microsoft Digital Crimes Unit for analysis 
 40% phish, 60% malware (Source: Microsoft) 
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#RSAC 

AGARI, FS-ISAC & Microsoft DCU Crush Citadel 

 Agari provided a 
declaration in support of the 
TRO, Seizure Order, and 
Order to Show Cause 
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Sample of Malicious Emails 
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Data Flow: From Spam to Intelligence 
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1. Criminals send spoofed 
messages purporting to be 
from FS-ISAC members.  

2. Microsoft and Yahoo! send 
forensic copies of the spoofed 
messages to Agari for analysis. 

3. Agari sends forensic analysis 
to the Microsoft DCU for further 
analysis and correlation with 
additional data. 



#RSAC 

Filtering for Relevant Intelligence 
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Filter based on member 
domain, header info, 
authentication fails, server 
origination 

Find matching messages, 
extract URLs, validate owned & 
safe URLs, create tuples for 
remaining URLs 
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Map of a Single Day’s Worth of Data 
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#RSAC 

Citadel Infection 
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Citadel 2012 - 2013 
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Citadel Dependency 
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Citadel Store 

11 



#RSAC 

Citadel Highlights 

 Disrupted 82.22% of Citadel botnet 

 Microsoft Sinkhole has 67% of Citadel botnet 

 Coordinated takedown of 1450~ IP addresses globally 

 New direction in public-private partnership 
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#RSAC 

Citadel Sinkhole MIS - Volume 

 14,823,913 unique host 

 5,259,350 unique IP address 

 

 78% decrease in unique host 

 40% decrease in unique IP 
address 
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Citadel Sinkhole MIS - GeoLocation 
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Top 10 Victim Countries 
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Infection by Host 
Country Count 
United States of America 1693059 
Thailand 1636119 
Germany 1443381 
Australia 1280594 
Italian 1015104 
Canada 810518 
Poland 718393 
India 688620 
France 630287 
Japan 557652 

Infection by IP Address 
Country Count 
Germany 808824 
Thailand 659863 
Italy 513389 
India 498255 
Poland 338368 
Australia 290945 
United States of America 250922 
Brazil 217252 
United Kingdom 153363 
Japan 126674 
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Partnerships are Key 
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Microsoft Cyber Crime Center 
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THANK YOU! 
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