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Enterprise	  Network	  

badguy.com	  
192.168.1.2	  

C&C	  

GET	  /cnc.php?v=22&cc=IT	  
ConnecFon:	  close	  
Host:	  badguy.com	  
Accept:	  */*	  
User-‐Agent:	  chrome/6.0	  

Language	  
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C&C	  Control	  Server	  

	  
	  
	  

Malware	  Family	  Serial	  Variants	  

Lifecycle	  of	  malware	  variants	  and	  control	  server	  domains	  over	  Fme	  
!me	  

…	   …	   …	   …	   …	   …	  

Des2na2on	  Changes	   Des2na2on	  Changes	  

LANGUAGE	  GRAMMAR	  STAYS	  THE	  SAME	  
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Request	  1:	  
GET	  /Ym90bmq=/cnc.php?v=220&cc=IT	  
Host:	  www.bot.net	  
User-‐Agent:	  680e4a9a	  

Request	  2:	  
GET	  /bWFsd2F=/cnc.php?v=139&cc=US	  
Host:	  www.malwa.re	  
User-‐Agent:	  dae4a661	  
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Request	  1:	  
GET	  /Ym90bmq=/cnc.php?v=220&cc=IT	  
Host:	  www.bot.net	  
User-‐Agent:	  680e4a9a	  

Request	  2:	  
GET	  /bWFsd2F=/cnc.php?v=139&cc=US	  
Host:	  www.malwa.re	  
User-‐Agent:	  dae4a661	  

Generalized	  Request	  1:	  
GET	  /<base64,8>/cnc.php?v=<int,3>&cc=<str,2>	  
Host:	  www.bot.net	  
User-‐Agent:	  <hex,8>	  

Generalized	  Request	  2:	  
GET	  /<base64,8>/cnc.php?v=<int,3>&cc=<str,2>	  
Host:	  www.malwa.re	  
User-‐Agent:	  <hex,8>	  
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Labeled Control Protocol Template 

u  τ1)  Median URL path:  /<base64,8>/cnc.php. 

u  τ2)  URL query component: {v=<int,3>, cc=str, 2}. 

u  τ3)  User-Agent:  <hex,8>. 

u  τ4)  HTTP Headers:  {(Host,12)}. 

u  τ5)  DST nets:  {172.16.8.0/24, 10.10.10.0/24, 192.168.4.0/24}. 

 
Malware Family:  {Trojan-A, BotFamily-1} 
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Detecting Infections 

u  Similarity 
u  Measures likeness 

u  Weighted average 

u  Match Threshold 

u  Specificity 
u  Measures uniqueness 

u  Dynamic weighting 

u  Self-tuning 
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Input:	  	  req,	  CPT	  
	  
Similarity:	  	  s(reqi,	  CPTi),	  
for	  each	  component	  i	  
	  
Specificity:	  	  σ(reqi,	  CPTi),	  
for	  each	  component	  i	  
	  
Match-‐Score:	  	  f(sim,	  spec)	  
	  
If	  Match-‐Score	  >	  Θ:	  
	  	  	  	  return	  C&C	  Request	  
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Evaluation Deployment Networks 

UNetA	   UNetB	   FNet	  
DisHnct	  Src	  IPs	   7,893	   27,340	   7,091	  
HTTP	  Requests	   34,871,003	   66,298,395	   58,019,718	  
DisHnct	  Domains	   149,481	   238,014	   113,778	  

22 

u  Evaluation ran for two weeks. 

u  CPTs updated daily beginning two weeks prior to evaluation. 
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ISP Deployment 

u  Deployed the 65 newly discovered domain C&C domains on 6 ISP 
networks for 1 week. 

u  Counted the number of distinct source IP addresses contacting the 
domains daily. 

u  Identified 25,584 new potential malware infections. 
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Model Comparison 
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