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Presenter
Presentation Notes
NIde slide thoughts:Should “Current Guidance” should be different (e.g. “past guidance”)?  Need to be careful with Windows 8.1 message.  We were explicit in the abstract that the talk is about Windows 8.1, so we’re not misleading, but should take care to share broad themes and problem framing, too.Think about what fraction is spent on explaining PtH, describing our mental model and what we did about it.
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User: Sue 

Password hash: C9DF4E… 

Single-Sign On, Explained 
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Sue’s Laptop 

User: Sue 

Password: a1b2c3 

Sue’s User Session 
User: Sue 

Password hash: C9DF4E… 

File Server 
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2 
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Sue’s User Session 
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1. Sue enters username and password 
2. PC creates Sue’s user session 
3. PC proves knowledge of Sue’s hash to Server 
4. Server creates a session for Sue  
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User: Fred 

Hash:A3D7 

Fred’s Laptop 
Fred’s User Session 
User: Fred 

Password hash: A3D7… 

Sue’s Laptop 
Sue’s User Session 

Pass-the-Hash Technique 
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Malware User Session 
User: Fred 

Password hash: A3D7… 

Malware User Session 
User: Fred 

Hash: A3D7 

User: Sue 

Hash: C9DF 

User: Sue 

Password hash: C9DF… 

File Server 

User: Sue 

Hash:C9DF 

1 2 3 

1. Fred runs malware 
2. Malware infects Sue’s laptop as Fred 
3. Malware infects File Server as Sue 
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Windows Pass-the-Hash in the News 
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The virus erased data on three-quarters of Aramco’s 
corporate PCs — documents, spreadsheets, e-mails, 
files — replacing all of it with an image of a burning 

American flag.  

“… I wouldn’t say the vendor had AD 
credentials but that the internal 

administrators would use their AD login 
to access the system from inside. This 
would mean the sever had access to 
the rest of the corporate network ...” 

Presenter
Presentation Notes
Nide: Need to update with more recent headlines
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Windows Pass-the-Hash in Mark’s Inbox 
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Presenter
Presentation Notes
Nide: Need to update with more recent headlines
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Windows Single-Sign On Architecture 
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User: Sue 

Hash: C9DF4E… 
Sue’s Laptop PTHDemo-DC 

Local Security Authority (LSASS) 
NTLM 

Digest 

Kerberos 

NTOWF: C9DF4E56A2D1… 

Password: a1b2c3 

Ticket-Granting 

Ticket 
Service Ticket Service Ticket Service Ticket Service Ticket 

Password: a1b2c3 

User: Sue 

192.168.1.1 

PTHDemo-DC 

Service Ticket 

“Credential footprint” 
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Windows Pass-the-Hash “Discovery” 
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Presenter
Presentation Notes
1997 – ntlm2010 – Kerberos
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 Microsoft published 
Pass-the-Hash 
guidance in December 
2012. 

 Highlighted best 
practices and dispelled 
urban legends 

Microsoft Guidance 
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Presenter
Presentation Notes
Nide – Should we distribute a different deck than we present (with/without hyperlinks?)

http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and%20Other%20Credential%20Theft%20Techniques_English.pdf
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Pass-the-Hash Tools on Windows 
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Sue’s Laptop 

Local Security Authority (LSASS) 
NTLM 

Digest 

Kerberos 

NTOWF: C9DF4E56A2D1… 

Password: a1b2c3 

Ticket-Granting 

Ticket 

Credential 
Store 

NTOWF: A3D723B95DA… 

Service Ticket Service Ticket Service Ticket Service Ticket 



Demo: 
Pass-the-Hash with 
Windows Credential 
Editor 
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Problem: Local Account Traversal 
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Fred’s Laptop 

Security 
Accounts 
Manager 

User: Admin 

Hash:A2DF… 
User: Admin 

Hash:A2DF… 

Sue’s Laptop 

Security 
Accounts 
Manager 

User: Admin 

Hash:A2DF… 



#RSAC 

 Two new well-known groups: 
 “Local account” 

 “Local account and member of Administrators 
group” 

 Useful for restricting access 

Local Account Mitigations 
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Demo: 
Local Account 
Mitigations 

Presenter
Presentation Notes
Consolidate demos?



#RSAC 

Pass-the-Hash: Agenda 

 Pass-the-Hash Technique 

 Pass-the-Hash on Windows Today 

 New Windows Mitigations: 
 Local Account 

 Domain Account 

 Restricted Remote Administration 

 Authentication Policies and Silos 

17 



#RSAC 

Problem: Domain Credential Harvesting  
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Sue’s Laptop 

Local Security Authority (LSASS) 
NTLM 

Digest 

Kerberos 

NTOWF: C9DF4E56A2D1… 

Password: a1b2c3 

Ticket-Granting 

Ticket 

Credential 
Store 

Service Ticket Service Ticket Service Ticket Service Ticket 
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 Reduced credential 
footprint 

 Aggressive session 
expiry 

 New “Protected 
Users” RID 

 Hardened LSASS 
process 
 

Domain Account Mitigations 

 



Demo: 
Domain Account 
Mitigations 



#RSAC 

Pass-the-Hash: Agenda 

 Pass-the-Hash Technique 

 Pass-the-Hash on Windows Today 

 New Windows Mitigations: 
 Local Account 

 Domain Account 

 Restricted Remote Administration 

 Authentication Policies and Silos 

21 



#RSAC 

Problem: Remote Administration 

User: Sue 

Pass:a1b2c3 

Fred’s Laptop Sue’s Helpdesk PC 
Remote Desktop Client LSASS 

NTLM NTOWF: C9… 

Digest Pass: a1b2c3 

Kerberos Ticket Ticket Ticket 

Mimikatz 

Credential 
Store 

Presenter
Presentation Notes
Nide: Should confirm disclosure of changes here for GP.
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Restricted Administration Mode 

 Restricted Administration Mode allows remote administrators to 
connect without delegation 

 Attaches machine credentials to session 

 

Presenter
Presentation Notes
Nide: Should confirm disclosure of changes here for GP.



Demo: 
Restricted Remote 
Administration 
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Problem: Privileged User Credential Replay  
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IT admin 
terminal 

Domain 
Controller User: Sue 

Lobby kiosk 

Fred 

Sue 
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 Enable isolation of users or 
resources 
 Keeps user in their silo 

 Prevents outside access to silo 

 2012R2 domains support 
Authentication Policies and Silos 
 Policies allow custom ticket lifetime and 

issuance conditions 

 Can restrict users and service accounts 

Authentication Policies and Silos 
PTHDemo Domain 

“Sue Lockdown” Authentication Silo 

Users 

Sue Fred 

“Sue Lockdown” Authentication Policy 
Ticket lifetime:4 hours Conditions: Users use Silo PCs 

Computers 

Fred-PC Sue-PC 

Policy:“Sue Lockdown” Members: Sue; Sue-PC 

Silo:Sue … Silo:Sue … 

 

Presenter
Presentation Notes
Nide: Should confirm disclosure of changes here for GP.



Demo: 
Authentication 
Policies and Silos 
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Mitigations on Windows 7 and Windows 8 

 The following features will be available on Windows 7 and Windows 
8: 
 Local account well-known groups 

 Reduced credential footprint 

 RDP client /restrictedadmin 

 Protected Users 
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Conclusion 

 Comprehensive network security must address Pass-the-Hash 

 New Windows mitigations are available 
 Local account protections 

 Domain account protections 

 Protected domain accounts 

 Authentication policies and Silos 
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Presenter
Presentation Notes
Nide thoughts – may be too sales-ey for RSA conference & audience.  Consider changing first bullet “PtH is increasing problem in enterprise deployments”?Restricted admin – downlevel?Get list and advertise features & availability.


	Pass-the-Hash: How Attackers Spread and How to Stop Them
	Pass-the-Hash: Agenda
	Single-Sign On, Explained
	Pass-the-Hash Technique
	Pass-the-Hash: Agenda
	Windows Pass-the-Hash in the News
	Windows Pass-the-Hash in Mark’s Inbox
	Windows Single-Sign On Architecture
	Windows Pass-the-Hash “Discovery”
	Microsoft Guidance
	Pass-the-Hash Tools on Windows
	Demo:�Pass-the-Hash with Windows Credential Editor
	Pass-the-Hash: Agenda
	Problem: Local Account Traversal
	Local Account Mitigations
	Demo:�Local Account Mitigations
	Pass-the-Hash: Agenda
	Problem: Domain Credential Harvesting 
	Domain Account Mitigations
	Demo:�Domain Account Mitigations
	Pass-the-Hash: Agenda
	Problem: Remote Administration
	Restricted Administration Mode
	Demo:�Restricted Remote Administration
	Pass-the-Hash: Agenda
	Problem: Privileged User Credential Replay 
	Authentication Policies and Silos
	Demo:�Authentication Policies and Silos
	Mitigations on Windows 7 and Windows 8
	Conclusion

