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Pass-the-Hash: Agenda

+ Pass-the-Hash Technigue
¢+ Pass-the-Hash on Windows Today

+ New Windows Mitigations:
+ Local Account
+ Domain Account
+ Restricted Remote Administration

¢ Authentication Policies and Silos
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Presentation Notes
NIde slide thoughts:

Should “Current Guidance” should be different (e.g. “past guidance”)?  

Need to be careful with Windows 8.1 message.  We were explicit in the abstract that the talk is about Windows 8.1, so we’re not misleading, but should take care to share broad themes and problem framing, too.

Think about what fraction is spent on explaining PtH, describing our mental model and what we did about it.


Single-Sign On, Explained

Password hash: CO9DF4E. ..

Sue’s Laptop a
Sue’s User Session

'

File Server

Sue’s User Session

User: Sue

Password hash: CODF4E...

=" Microsoft

O
Sue enters username and password
PC creates Sue’s user session

PC proves knowledge of Sue’s hash to Server
Server creates a session for Sue
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Pass-the-Hash Technique

Fred’s Laptop

Fred’s User Session
User: Fred

Sue’s Laptop File Server

Sue’s User Session

User: Sue

Password hash: CODF...

Password hash: A3D7...

———————

Malware User Session User: Fred | Malware User Session User: Sue ‘
User: Fred Hash:A3D7 | Hash:CDF |

Password hash: A3D7 ...  Hagh: A3D7 | Hash: CODF

: : |

1. Fred runs malware
2. Malware infects Sue’s laptop as Fred

BE 1 3. Malware infects File Server as Sue
m_ Microsoft =
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Pass-the-Hash: Agenda

+ Pass-the-Hash Technique
¢ Pass-the-Hash on Windows Today
+ New Windows Mitigations:

+ Local Account

+ Domain Account

+ Restricted Remote Administration

¢ Authentication Policies and Silos
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Windows Pass-the-Hash in the News

News Sport Weather Travel Future

KrehsonSecurity

In-depth security news and investigation

12 Email Attack on Vendor Set Up Breach at
Target “_.. I wouldn’t say the vendor had AD

BoSsRmL credentials but that the internal

The breach at Target Corp. that exposed credit card and personal

million consumers appears to have begun with a malware-laced em a d m i n ist ra to rS WO u I d u Se t h e i r A D Iogi n '.

to employees at an HVAC firm that did business with the nationwid

. to access the system from inside. This |

attack and now carries a message on its front by the wirus att l eS

would mean the sever had access to
the rest of the corporate network ...”

B Microsoft



Presenter
Presentation Notes
Nide: Need to update with more recent headlines


Windows Pass-the-Hash in Mark’s Inbox

I'd like to share a case with you if you don't mind this direct approach, we have been recently been hit by a Trojan

d (PWS:Win32/Zbot) in the past few weeks few times, each time the name of Trojan has been the same, and it uses
PSexec.exe(First Screenshot) to spread it out to entire network, We have made software Restriction policy via GPO (
Second screenshot) to disallow the service to execute, however, since it's running under system account, the GPO will
not applied to it and we keep getting this Trojan over and over again,

I just want to know if there is another way you know we can deal with it.

T TOTE VI AT T O TS OO TS TS S AT W T OO T T DTV eSS w00 DE Vg RIS TTn Ty

5668 userinit exe userint exe

11352 WTipruse exg CNWINDOW Shsystem 32'whemwmiprvse exe
8152 mpeld.exe "C:\Documents and Settings™All Users\Application Data\Rpcnet'\Bin\mpcld exe”
"CAWINDOW S \system32\emd exe”” /c pse.exe \\* 5 4 ¢ 4 £ -d -n 10 /Accept EULA update2 exe p3gizfJso40.5e8Nchw2 A > C:\DOCUME~1\66032\LOCALS~1\Temp'sstuplog1 Jog 2> C:\DOCUME~1\66032\LOCALS~1\Temp\setuplog2 log
pse.exe pse.exe \\" = 4 < h £ d 1 10 /AcceptEULA update? exe piqizflsodD SeSNchw2 A
22400 rpcom .exe “C:\Documents and Settings™All Users\Application Data®\Rpcnet\Bin\rpeem exe™
22212 MpCmdRun exe "c:\Program Files\Microsoft Security O_ie_nl\MDCmd Bun exe" Scan -ScheduleJob Restrict Privileges -Reinvoke
a4 tndried e tedried e’ p0ehmodll LwDocuments and Settings Al Users wAapplcation Liata s

5116 PSEXESVC.EXE CAWINDOWSA\PSEXESVC.

N ok

"CAMWINDOW Shsystem 32 emd exe” /o pseexe \W s 4 <
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Nide: Need to update with more recent headlines


Windows Single-Sign On Architecture

Local Securlty Authority (LSASS)

:
NTOWF: CODF4E56A2D1... PTHDemo-DC

User: Sue PTHDemo-DC
Hash: CO9DF4E...

192.168.1.1

Ticket

|| Mi
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Windows Pass-the-Hash “Discovery”

Symantec Connect S R AL T 7
A technical community for Symantec custnmErs End-users developers, and. partners ANy, e ?

| info || discussion || exploit || solution || references |

NT "Pass the Hash" with Modified SMB Client Vulnerability
Symantec Connect "

= P . Ly . account
A technical community for Symantec custnmErs End-useri developers, and. partners e, -
Pau to
worl | info | | discussion | | exploit | | solution | | references | 4 as
YDU 7 H I 7 I T H H
; Microsoft Windows Kerberos 'Pass The Ticket' Replay Security Bypass Vulnerability
The Microsoft Windows implementation of Kerberos is prone to a security-bypass vulnerability
Successful exploits may allow attackers to gain unauthorized access to affected computers through replay attacks
m [vncrosore -
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Microsoft Guidance

Effort Privilege Lateral - i

required escalation movement * Mlcrosoft pub“shed
ETEﬁZ:Z; dlu:ri:isir;c;;nudnirutect high Excellent v - PaSS'the'HaSh
Mitigation 2: Restrict and protect local Excellent Low - v gL“dance |n December

accounts with administrative privileges

2012.

Mitigation 3: Restrict inbound traffic using Excellent - )

e e 11 | | 4 Highlighted best

Other mitigation Effectiveness  Effort Privilege Lateral practlces and dlSpG”Ed
required escalation movement

Dizable the NTLM protocol rinimal High urban Iegends

Smart cards and multifactor authentication rinimal High

lump servers rinimal High v

Rebooting workstations and servers rinimal Low
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Presentation Notes
Nide – Should we distribute a different deck than we present (with/without hyperlinks?)

http://download.microsoft.com/download/7/7/A/77ABC5BD-8320-41AF-863C-6ECFB10CB4B9/Mitigating%20Pass-the-Hash%20(PtH)%20Attacks%20and%20Other%20Credential%20Theft%20Techniques_English.pdf

Pass-the-Hash Tools on Windows
Local Security Authority (LSASS)

Windows Credentials Editor

Q ampia _ ;
8 Password: a1b2c3

Ticket

Credential
Store

|| Mi :
icr ,
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Pass-the-Hash with
Windows Credential
Editor



Pass-the-Hash: Agenda

+ Pass-the-Hash Technique
+ Pass-the-Hash on Windows Today
+ New Windows Mitigations:

+ Local Account

+ Domain Account

+ Restricted Remote Administration

¢ Authentication Policies and Silos
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Problem: Local Account Traversal

Sue’s Laptop

User; Admin |

Accounts

Fred’s Laptop

User; Admin |

Accounts
Manager

. User Ad;nirn " |
Hash:A2DF... |

Hash:A2DF... | Hash:A2DF... |
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Local Account Mitigations

User: mr-wind 1\abbydocal

SID: 5-1-5-21-284636763-615607303-1007595430-1001

+ Two new well-known groups:

Session: 1 Logon Session: 25212
Virtualized: Mo = =
- + “Local account
Group Flags
BUILTINAdministrators Dieny = =i
BUILTIN\Users Mandatory + “Local account and member of Administrators
CONSOLE LOGON Mandatory
Evenyone Mandatory 1
LOCAL Mandatory g rou p
Logon SID (5-1-5-5-0-154963) Mandatory : =
Mandatory Label\Medium Mandatory Level Irteqrity
Henditory Lab piesty + Useful for restricting access
NT AUTHORITYAuthenticated Users Mandatory
NT AUTHORITYNTERACTIVE Mandptaoc
NT AUTHORITY"Local account Mand] Local Security Policy

NT AUTHORITY"Local account and member of Administrators group

on
=

Demyl Fie Action View Help

B Microsoft

Mand
e [ 2[EXE H =

i Security Settings
4 [ Account Policies
>[4 Password Policy
> i Account Lockout Policy
4 [ 4 Local Policies
>[4 Audit Policy
» [ User Rights Assignment
> [ Security Options

| Metwaork List Manager Policies
. || Public Key Policies

- || Windows Firewall with Advanced Seci|| %

Deny access to this computer from the network Pr... ?

Local Security Setting | Bxplain

Deny access to this computer from the network

111
Y

Guest
Local account

Ni..
Ni..

VO..
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Consolidate demos?


Pass-the-Hash: Agenda

+ Pass-the-Hash Technique
+ Pass-the-Hash on Windows Today

+ New Windows Mitigations:
+ Local Account
¢ Domain Account
+ Restricted Remote Administration

¢ Authentication Policies and Silos
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Problem: Domain Credential Harvesting

Local Security Authority (LSASS)

NTOWF: CODF4E56A2D1...

-' Password: a1b2c3 -

mimikatz

Ticket

Credential
Store
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Domain Account Mitigations

* Reduced credential | po_|jsaple Credentials (During Logon Session)

fOOtprI nt mm Plaintext-equivalent Passwords
* AggreSSive session 6T LM NT  Tspkg Widigest Kerb  LiveSSP Pg:‘.y
S5P

eXpl ry Microsoft Account -
Windows 8.0 Local Account

+ New "Protected R

” ] Microsoft Account B . --
U SEers R I D w‘"‘:;;; uett; Local Account - * : -
+ Hardened LSASS oran e -

rocess Windows 8.1 protected Users [
P Features  pectrictedAdmin RDP
* Off by clefault Mo password data in memory
Basad on table by Benjamim Delpy - Passwiord data in memary

(witter.com/gentilking/status/35255709364083241 6/photos 1)
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Pass-the-Hash: Agenda

+ Pass-the-Hash Technique
+ Pass-the-Hash on Windows Today

+ New Windows Mitigations:
+ Local Account
+ Domain Account
+ Restricted Remote Administration

¢ Authentication Policies and Silos
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Problem: Remote Administration

Sue’s Helpdesk PC
Remote Desktop Client

¥

= 5¢)

Fred’s Laptop

LSASS
/| NTOWF: C9...

User: Sue

Pass:alb2c3

B Microsoft

i-"a—ii Pass: a1b2c3 |

Mimikatz
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Nide: Should confirm disclosure of changes here for GP.


S
Restricted Administration Mode

+ Restricted Administration Mode allows remote administrators to
connect without delegation

¢ Attaches machine credentials to session

JrestrictedAdmin -- Connects you to the remnote PC or server in Restricted Administration
mode. In this mode, credentials won't be sent to the remote PC or server, which can protect
you if you connect to a PC that has been compromised. However, connections made from
the remote PC might not be authenticated by other PCs and servers, which might impact app
functionality and compatibility. lmplies fadmin, .
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Pass-the-Hash: Agenda

+ Pass-the-Hash Technique
+ Pass-the-Hash on Windows Today
+ New Windows Mitigations:

+ Local Account

+ Domain Account

+ Restricted Remote Administration

¢ Authentication Policies and Silos
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Problem: Privileged User Credential Replay

Lobby kiosk

m—-

terminal l,—\ — l Controller

Sue W
B Mi ('
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Authentication Policies and Silos

PTHDemo Domain

+ Enable isolation of users or

Users Computers resources
™ + Keeps user in their silo
& + Prevents outside access to silo
Silo:Sue ... Silo:Sue ... + 2012R2 domains support
Fred Sue Fred-PC || Sue-PC Authentication Policies and Silos

¢ Policies allow custom ticket lifetime and

“Sue Lockdown” Authentication Policy T

Ticket lifetime:4 hours Conditions: Users use Silo PCs

¢ Can restrict users and service accounts

“Sue Lockdown” Authentication Silo

Policy:“Sue Lockdown” Members: Sue; Sue-PC

—. TVITLT WITL RSACONFERENCE2014
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Mitigations on Windows 7 and Windows 8

+ The following features will be available on Windows 7 and Windows
8:

+ Local account well-known groups
+ Reduced credential footprint
+ RDP client /restrictedadmin

¢ Protected Users

=F] Microsoft ,
RSACONFERENCE2014
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Conclusion

+ Comprehensive network security must address Pass-the-Hash
+ New Windows mitigations are available

+ Local account protections

+ Domain account protections

+ Protected domain accounts

+ Authentication policies and Silos

Microsoft = ,
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Presenter
Presentation Notes
Nide thoughts – may be too sales-ey for RSA conference & audience.  Consider changing first bullet “PtH is increasing problem in enterprise deployments”?

Restricted admin – downlevel?

Get list and advertise features & availability.
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